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1. Overview

Business productivity hinges on providing users of IT resources secure access to the right
applications and the right content — on demand. Enterprise IT strategies are rapidly evolving to
support a world in which any user can safely access any application or data, using any device, from
any location.

One of the biggest impediments in achieving this degree of flexibility is the enterprise network.
Legacy networks were built to provide highly reliable connectivity between users, hosts, and
networks, but with no awareness or context of application-layer traffic. This inherently limits the
ability of the network to deliver to users the secure and transparent access to apps, data and virtual
desktops they need to be productive, and to protect the organization from attack. What is required
is a new approach — a next-generation cloud network that safely enables applications with the best-
in-class performance and availability.

Palo Alto Networks and Citrix have come together to deliver best-in-class functionality upon which
enterprises can build next-generation cloud networks. In addition to sharing a common vision of
which networks must evolve, each company is delivering best-in-class solutions that already meet
these requirements.

1.1 Best-in-Class Solution for Microsoft Exchange 2010

Citrix® NetScaler® and Palo Alto Networks take a best-in-class approach to optimizing and
securing applications. This approach ensures the best total cost of ownership (TCO), security,
availability, and performance for enterprise applications. The combined solution is a

comprehensive network system that takes the best of high-speed load balancing, content switching,
state-of-the-art application acceleration, layer 4-7 traffic management, data compression, dynamic
content caching, SSL acceleration, network optimization, deep packet inspection, and next-
generation network security to provide a robust, tightly integrated solution. Deployed in front of
application servers, the NetScaler and Palo Alto Networks firewalls significantly reduce processing
overhead on application and database servers and improves security

The purpose of this guide is to help organizations deploy NetScaler and Palo Alto Networks next-
generation firewalls for securing and load balancing Microsoft® Exchange 2010 Client Access
servers. Inside this guide you will find a concise set of step-by-step deployment instructions
required to configure both devices to accelerate and safely enable a Microsoft Exchange 2010
OWA application.

Within the Exchange 2010 server architecture, a NetScaler and next generation firewall is located
in front of the Client Access Servers (CAS) with one single Virtual IP (VIP) address. The next-
generation firewall secures the CAS systems and the NetScaler provides load balancing and traffic
optimization. Exchange client traffic is bound to a Client Access Server through NetScaler. Each
CAS system within the server pool handles the server applications, security, authentication, and
connection and protocol processing. The Mailbox server at the back end handles the mailbox data,
such as mail and contacts.

For readers less familiar with the architecture of Exchange 2010, Microsoft provides a useful
overview at http://technet.microsoft.com/en-us/video/microsoft-exchange-server-2010-
architecture.aspx.
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2. Requirements

Required Component Used in this Document Note
Citrix NetScaler NS 10.0 VPX Build 69.4.nc with
Platinum License
Palo Alto Networks Next- PAN-OS 4.1
Generation Firewall
Microsoft Exchange 2010 Servers | 6 Physical/VM servers 2x CAS (Web); 1x Edge

Transport; 1x Mailboxes; 1x
Hub Transport; 1x AD

AppExpert Microsoft Outlook Web | Template File http://community.citrix.com/do
Access Template wnload/attachments/49186776
JOWA.xml

http://community.citrix.com/do
wnload/attachments/49186776
/OWA_deployment.xml

Deployment File

3. Microsoft Exchange Server Network Topology

3.1 Environment diagram
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3.2 IP allocations

Functional Device IP:Port Subnet Mask
NetScaler IP (NSIP) 10.5.172.124 255.255.255.0
NetScaler Subnet IP (SNIP) 10.5.172.126 255.255.255.0
Exchange OWA (VIP) —Web 10.5.172.165:443 255.255.255.0
Exchange OA (VIP) — 10.5.172.165:443 255.255.255.0
Outlook
Exchange AS (VIP) — Mobile 10.5.172.165:443 255.255.255.0
Exchange IMAP4 — IMAP 10.5.172.165:993 255.255.255.0
Client
Exchange POP3 — POP 10.5.172.165:995 255.255.255.0
Client
Exchange SMAP Relay 10.5.172.166:25 255.255.255.0
Exchange CAS Server 1 10.5.172.160 255.255.255.0
Exchange CAS Server 2 10.5.172.161 255.255.255.0
Exchange ET Server 10.5.172.162 255.255.255.0
Exchange Mailbox Server 10.5.172.163 255.255.255.0
Exchange HT Server 10.5.172.164 255.255.255.0
Active Directory Server 10.5.172.155 255.255.255.0

4. Microsoft Exchange Installation and Configurations

The configuration of Citrix NetScaler for Microsoft Exchange 2010 is made up of 5 key steps:
1. Setup the underlying network

License the system

Configure the policies for Microsoft Exchange 2010

Setup SSL

Setup which servers will receive traffic from the NetScaler

vk wnN

The third step in particular is noteworthy.Traditionally, there are numerous policies that must be
configured to correctly enable all of the features for optimal traffic management for Microsoft
Exchange. Everything from traffic switching to optimization is affected in this step. With Citrix
NetScaler, we are able to leverage the AppExpert AppTemplate for Microsoft Exchange 2010

which provides a single configuration file to load in order to get all of the correct settings configured.
For additional AppExpert Templates for other applications, visit
http://community.citrix.com/display/ns/AppExpert+Templates.

The AppExpert Templates published by Citrix do not contain certain application- and custom
environment-specific parameter settings. Elements which are not predefined include IP addresses,
number of servers, SSL parameters and others. Since the AppExpert Template for Exchange 2010
only supports Microsoft Outlook Web Access (OWA), there will be separate steps to manually
configure the rest of Exchange services such as Outlook Anywhere (OA, i.e., Outlook client),
ActiveSync (AS, i.e., mobile client), IMAP4, POP3 and external SMTP relay services. The following
steps guide where and how each custom data will be added.
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4.1 NetScaler Configuration

During the installation and configuration process, from the main NetScaler screen, administrators
will be able to navigate the menu (in red) panel to configure application-specific parameters or to
confirm the data already populated by the template.

| 47 Citrix NetScaler VPX - Confi.. B Google Voice - Inbox & BoUS: FRE ARUE, .

|7 http://10.5172024/menu/ne
% @ Convert v [ Select

NetScaler VPX (1000) 10.5.172.124(ns10) NS10.0: Build 69.4.nc, Date: Jul 14 2012, 07:21:20 nsroot
Dastboars | Configuration Reporting Documentation | Dawnloass
+ System 4 NetScaler System Information Refresh Help Save

* Network

System Information | System Sessions

* Cloud Bndge System Information
+ DNS System IP 5 4
— Netmask 255255255
Number of Mapped IP(s)
+ SSL Offload Nod
* AppExpert Time Zone
System Time Tue,

& HTTP Compression
Last Config Changed Time  Mon, 10 Sep 2012 163218
S Inkegrated Caching Last Config Saved Time M Sep 2012 16:4342 UTH

* Protection Features s barmation
+ EdgeSight Monitoring Platform
S Load Balandng Manufactured on
w2
* AAA - Application Traffic R

05t 1d
+ Content Switching Serialno  HE2HSIUMT

% Cache Redirection Encoded serialno  £31e(X
+ Gste

* Rewrite

* Responder

+ Access Gateway

* Web Interface
Setup Wizard... | Upgrade Wizard... | Reboot | Statistics | Call-Home

* Application Firewall

The table below summarizes the specific menu and actions within NetScaler which need to be
configured properly in order to complete the Exchange configuration:

Service NetScaler Menu NetScaler Sub- Action Comment
Menu
All System Licenses Manage Licenses Custom
added*
Settings Configure basic Custom
features added*
All Network IPs NetScaler IP, Subnet | Custom
IP added*
Virtual IP Auto added **
All SSL Certificate Root-CA, Server Custom
added*
All SSL Offload Servers Per VM/Physical Auto added
Server
Service Group Per Port Auto added
Virtual Servers VIP per Port Auto added
OWA AppExpert Applications Import Custom
added*
Configure Public Custom

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc. Page 6
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Endpoints added*
Configure Backend Custom
Services added*
OWA Load Balancing Servers Per VM/Physical Auto added
Server
Service Groups Per Port Auto added
IMAP4 Load Balancing Service Groups Per Port Custom
added*
Virtual Servers VIP per Port Custom
added*
Servers Per VM/Physical Auto added
Server
POP3 Load Balancing Service Groups Per Port Custom
added*
Virtual Servers VIP per Port Custom
added*
Servers Per VM/Physical Auto added
Server
SMTP Load Balancing Service Groups Per Port Custom
added*
Virtual Servers VIP per Port Custom
added*
Servers Per VM/Physical Auto added
Server
OWA Content Virtual Servers Per VM/Physical Auto added
Switching Server
OA/AS AppExpert Applications Service confirmation Auto added***

* Please refer below 4.2 Step-by-step Installation for custom environment setup

** Auto added —The data will be populated automatically when the template is installed and ‘Custom added’
data is added (Please do not modify manually ‘Auto added’ data)

*** Auto added — The Exchange environment in this deployment doc shares the same CAS servers for OA/AS
services with OWA, and sharing same port numbers. Therefore, no additional service configuration is required.

4.2 Step -by-Step Installation

The following steps are required to get the downloaded Exchange AppExpert template installed
and operational.

Step | Action Detall Custom Data
1 NetScaler IP, Subnet IP | NetScaler initial Configuration NetScaler IP (NSIP), Subnet
(by Setup Wizard) IP (SNIP)
2 Manage Licenses NetScaler license installation ic license file
3 Configure basic NetScaler basic feature settings | Feature settings
features
4 Import Template Import Template, Deployment files
(XML format)
5 Root-CA, Server Security Certificate Installation
6 Configure Public Creating virtual servers (IP) to OWA Virtual IP (VIP)
Endpoints talk to multiple backend servers
7 Configure Backend Creating a Service Group IPs for Web Server 1 and
Services Web Server 2
8 Per Port, VIP/Port IMAP4 Service Installation IMAP4 port

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc.
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9 Per Port, VIP/Port POP3 Service Installation POP3 port
10 Per Port, VIP/Port SMTP Service Installation SMTP VIP and Port
11 Service confirmation OA/AS service confirmation OWA data

5. Deployment Instructions

This section will describe details of the NetScaler VPX installation and initial configuration,
Exchange AppExpert template download, and full SharePoint service configuration within
NetScaler.

Administrators can use the NetScaler command-line to set up the initial NSIP, Mapped IP (MIP),
and Subnet IP (SNIP). Administrators can also configure advanced network settings and change
the time zone.

For information about MIP, SNIP, other NetScaler-owned IP addresses, and network settings, see
the “Citrix NetScaler Networking Guide” at http://support.citrix.com/article/CTX132369.

5.1.1 Add NSIP, Subnet Mask, and Default Gateway on NetScaler:

At the Console prompt from XenCenter or vSphere client, enter the NSIP address, subnet mask,
and then save the configuration. Use either the SSH client or the NetScaler VPX Console to access
the NetScaler command line to complete initial configuration with default gateway.

> add route 0.0.0.0 0.0.0.0 <gateway ip>

> show route

> save ns config

5.1.2 NetScaler Configuration by Using the Configuration Utdity

Once the network connectivity to NetScaler is established, the Configuration Utility can be
accessed from a browser to complete the rest of the Microsoft Exchange configuration.
Connect to NetScaler on a web browser: http://<NSIP address>. In Startin, select
Configuration, and then click Login. Setup Wizard should start up automatically. Otherwise,
Setup Wizard can be started from menu under Netscaler>System Information:

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc. Page 8
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NetScaler VPX (1000) 105.172.124 NS10.0: Bulld 69.4.nc. Date: Jul 14 2012, 07:21:20 nsroot

Dashoosre ‘ Configuration Reporting Documentation ‘ Dowrioads
S Sysem NetScaler . System Information Refesh | Hep | Save
. Clofe B System Information
¥ DNS System 1P

st Netmask

Number of Mapped IP(s)

= Node St

¥ AppExpert Time Zone

e System Time
Last Config Changed Time
© Integrated Cach

i s Last Config Saved Time  Th

S FIONon Faes Hardware Information
* EdgeSight Montong Platform  Nets.
B ain Manufactured on
cru

. AAA- ation Traffic

g Host1d
# Content Switching Serial no.
® Cache Redired Encoded serial no
“ Gtz

Rewrite

* Responder

# Access Gatewsy
* Web Interface

# Application Frewall

w o =

5.1.3 Setup Wizard

Setup Wizard x|
Introduction
Welcome to the Setup Configuration Wizard.

Introduction

Network Config This wizard is designed to help you set up the initial configuration.
Choose Application To continue, click Next.

Summary

G ]

Click Next to follow the instructions. Confirm the pre-populated NSIP, Netmask and Gateway
addresses.

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc. Page 9
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Setup Wizard x
Network Config

System IP Address is the Management IP Address that is used for all management related access to the system. Mapped IP Address (MIP) and Subnet IP
Address (SNIP) is used by the system to represent the client when communicating with a configured server. Default Gateway IP Address corresponds to the
router that forwards traffic outside of the system subnet.

ciTRIX

+ Introduction

System Configuration ——————————————
ek Contiy PAddress [I .5 .12, 12
Che Applicati
cose e Netmask  [255 . 255 . 255 . 0

Summary
Gateway' [10 .5 . 1%2.1

MIP / SNIP Configuration
Note: 0 MIP and 1 SNIP configured.

® Mapped IP © SubnetIP
pagwes [ ]
Nemok [ ]

Choose Subnet IP (SNIP) to add SNIP address and its subnet mask (Netmask) and Click Next.
Setup Wazard x|

| Network Config
System IP Address is the Management IP Address that is used for all management related access to the system. Mapped IP Address (MIP) and Subnet IP
Address (SNIP) s used by the system to represent the client when communicating with a configured server, Default Gateway IP Address corresponds to the
router that forwards traffic outside of the system subnet.

CiTRIX' |

+ Introduction System Configuration ——————————————

Network Config PAddress [I0 .5 172124
Che Appli
e i MNetmask  [255 . 255 . 255 . 0

Summary
Gatewayr [I0_.5 . 172.1

MIP / SNIP Configuration ————————————

Note: 0 MIP and 1 SNIP configured.
© Mapped IP

PAddress |10 .5 172 . 126
-

Next>

Choose Skip this Step for now. AppExpert Template can be added in another step.

| Setup Wizard x
| Choose Application
You can choose to configure an application through AppExpert Template or Load Balancing for Citrix XenApp or Citrix XenDesktop.

+ Introduction
@® Configure application from AppExpert Template

rmwim_zmo

File® [ca

|
H ngo! Citrix XenApp

© Load Balancing for Citrix XenDesktop

+ Network Config
Choose Application

Summary

Upload template file from local system

P int_2010_ | @) Browse (oca)  ~

O Skip this step

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc.

G

Page 10



palozlle | efTRIX"

e Pk e 1y campary”

5.2 NetScaler License installation

Proper licenses are required in order to enable necessary services for the Exchange configuration.
Refer to the “Citrix NetScaler VPX Licensing Guide” at http://support.citrix.com/article/CTX122426.

NetScaler VPX (1000) 105472424 NS10.0:Build 69.4.nc, Date: Jul 14 2012, 072120 | noroot | AR
Dashbosra | Configuration | Reporting Documentation | Downioads
= System = NetScaler System Licenses. Refresh Help Save

WebLogging o Content Filtering &
Settings Surge Protection o Integrated Caching &
Ohagnastics Load Balancing o Access Gateway o
High Kimpabitky Content Switching o Maximum Access Gateway Users Allowed 15
»
ROC Servers Maximum ICA Users Allowed 0 Cache Redirection
Groups 2
Authentication, Authorization and Auditing Su ¢ @
Users
OSPF Routing HITP Compression
Database Users
RIP Routing o BGP Routing
Command Policies
Priority Queuing & Rewrite o
Reports
SSLOffloading o 1P6 Protocol Translation
Profiles
Global Server Load Balancing & Application Firewall o
¥ Cluster
SLB Proximity jonder ;
# Authentication SRB (v R v
- dutiog DoS Protection & EdgeSight Monitoring (HTML Injection)
o Dynamic Routing NetScaler Push
& SNMP Model ID 1000 Web Interface
AppFlow & Cloud Bridge &
* Network =
ISIS Routing Custering -
S Gloud tridge i Callhome  —
s DNS
o st
# $SLOffload
* AppExpert

* HTTP Compression

* Integrated Caching

® P

Click Manage License to install the downloaded license.

'Manageljcenses X

Below is the list of license files present on the system.

S OO 3705 | Add..
N

Click here to request for licenses.

&) Help I QKJI Close I

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc. Page 11
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5.3 NetScaler Basic Feature Setting

8.3.1 Spstems Settings

Once a proper license is installed, administrator can select the available features to enable them
from Systems>Settings. Choose Configure basic features.

NetScaler VPX (1000) 105172124 NS10.0: Build 69..:nc. Date: Jul 14 2012, 07:21:20  nsroot CITRIX
Dasnboard | Configuration Reporting Documentation \ Downloads.
= System 2 NetScaler System . Settings Refresh Help Save
Licenses
o Modes and Features Settings
Setti e Change glo
Disgnostics ﬂ TR —

High Availability Configure advanced features
NTP Servers

Groups

Users

Database Users

Command Policies =
Reports

Profiles

# Authentication
¥ Auditing
® AppFlow
® SNMP
% Network
* Cloud Bridge 3
* DNs
R
% 5L Offioad
* AppExpert
% HTTP Compression
# Integrated Caching

# Protection Features

5.3.2 Basic Features

The following services are the minimal services required in order to enable and complete the
Exchange configuration.

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc.
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Configure Basic Features x

& Load Balancinﬁ >

Content Switching
Content Filter
Integrated Caching

e >

(] Access Gateway
[] Authentication, Authorization and Auditing

Application Firewall

@ Help | ok || Close |

5.4 NetScaler AppExpert Outlook Web Access Template Install

AppExpert Outlook Web Access template can be imported under AppExpert navigation panel then
choose Import AppExpert Template.

NetScaler VPX (1000) 10.5.172.124(ns10) NS10.0: Build 69.4.nc, Date: Jul 14 2012, 07:21:20 nsroot CITRIX
| Dasnboara | Configuration | Reporting Documentation | Downloads
+ System = NetScaler , AppExpert Refresh | Help Save
+ Network
* Cloud Bridge CEY  import AppExpert Tempia
T e mplates
* DNs
* SSL
HTTP Callouts Limit Identifiers
# SSL Offload Use sys.http_callout operator in advanced policy expressions, to invoke the HTTP Service Callout Use sys.check_limit operator in advanced policy expressions, to invoke the Rate based policy feature from
feature from other features. other features.

o

Access Gateway Applications

Advanced Expression Evalustor

Templates
HTTP Caliouts
Pattern Sets Configuration Summary
@ 13 Applications
Dats Séts @ 14 Access Gateway Applications
String Maps @ No HTTP Callout
XML Namespaces © 77 Pattam Sets
@ No Data Set
+ Expressions @ No String Map

* Rate Limiting

# Action Analytics
# HTTP Compression
# Integrated Caching
# Protection Features
# EdgeSight Monitoring
# Load Balancing
# ABA - Application Traffic

+ Content Switching

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc. Page 13
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Click Next to bring AppExpert Template Wizard to upload the downloaded templates.

. AppExpert Template Wizard X
Introduction
Welcome to the AppExpert Template Wizard.
CiTRIX'
Introduction
Select Template File AppExpert Templates simplify deploying NetScaler for specific application by encapsulating configuration that is specific to a

given application.
Specify Application Name

Summary This wizard guides you through the process of using a template to set up an application on the NetScaler.

To continue, click Next.

Choose Browse (Local) if the files were downloaded to local system, then choose the proper
Template and Deployment files for Exchange. Then, click Next.

| AppExpert Template Wizard x |

‘ Select Template File

You can import an AppExpert Template either from the NetScaler appliance or from your computer.

To import the template from the appliance, click Browse (Appliance). To browse your computer for the template file, click Browse (Local). ci-rklx-
Optionally you can provide an XML file containing deployment information. °

Select Template File

Specify Application Name

Summary

< Back “ Next > ” Close |

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc. Page 14
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AppExpert Template Wizard will confirm with the Name then click Finish to complete.
AppExpert Template Wizard x

Summary

Configuration summary.

CiTRIX'

1\/ Introduction

|« Select Template File You have specified following configuration settings:

v Specify Application Name Name OWA

Summary To make changes, click Back.
To create the application, click Finish.

| <Back |[ Finish || Close |

If any of required services for OWA were not enabled, the following Warning will guide through to
enable those features. Click Yes.

iWam'mg X

Compression, Integrated Caching, Rewrite, Content Filtering,
Responder and Application Firewall features are disabled.
Do you want to enable these features?

Yes No

By default, the memory usage limit was set to 0. Proceed message will prompt to change the value
of memory limit parameter. Click Yes.

il’roceed x

We have detected that memory limit to store cache objects has been setto 0.
Caching may not work correctly without setting this parameter to a greater value,

Do you want to change the value of memory limit parameter?

Yes No

Set Memory Usage Limit (MB) to 300. Then click OK.

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc. Page 15
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Memory Usage Limit (MB) |300 |
Active Memory Usage Limit (MB) lo |
Maximum value for Memory Usage Limit (MB) |848 I
Via Header* |NS—CACHE-10.0: 124 |
Maximum Post body length to be Cached |0 |
Global Undefined-Result Action INOCACHE -|
-Bypass

Enable

Evaluate request time cacheability policies for each request
-Verify cached objects using

Enabling this option will result in the use of both the hostname

and IP address present in the HTTP request for the target host

identification.

(O HOSTNAME ~ (® HOSTNAME_AND_IP () DNS
- Prefetches

Maximum number : |4294967295 | Current outstanding: 0

@ Help [ ok | | Close J

Confirm enabled Basic Features. Click OK.

SL Offloading

HTTP Compression

Load Balancing

Content Switching

Content Filter

Integrated Caching

[¥] Rewrite

Access Gateway

Authentication, Authorization and Auditing
Application Firewall

@ Help Close

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc.
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5.5 NetScaler SSL Security Certificate installation (Self-Signed Certificate

example)

If production certificates are available, these can be imported through the processes within the
NetScaler management interface. Consult Chapter 11 , “Securing Load Balanced Traffic by Using
SSL” of the NetScaler product documentation entitled “NetScaler VPX Getting Started Guide” for
details pertaining to the user of existing certificate/key pairs.

The following steps were used in this reference environment to create of self-signed certificates
used to implement the HTTP to HTTPS rewrite.

5.5.1 Root-CA Certificate

Under SSL navigation panel, choose Root-CA Certificate Wizard.

7% hitp//10.5172124/menu/necsnoAnche ~ B ¢ X [ £°% Citrx NetSceler VPX - Confi.. X | \
X @Comven - [Rsdect

NetScaler VPX (1000) 10.5.172.124(n510) NS10.0: Build 69.4.nc, Date: Jul 14 2012, 07:21:20

Dasnboars | Configuration | Reporting Documentation | Downicaas

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc. Page 17
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Click Next.

Wizard x
T S AR A NN

Introduction
Welcome to Certificate Wizard.

CiTRIX'

Introduction

Create Key This wizard is designed to help you create and install an SSL Certificate.

Create CSR CAUTION: Certificates generated with this tool are self-signed certificates. They should be used only for internal testing purposes.
Create Certificate If you use this certificate as a server certificate, most browsers will reject it because it is not authenticated (signed) by a valid

Certificate Authority (CA).
Install Certificate

To continue, click Next.
Summary

[ <Back |[ Net> ][ close |

Set the Key Filename to Exchange-CA-Key. And set Key Size to 1024 or any value that reflects
customized datacenter’s standard. Then click Next.

Create Key
Make sure that you provide limited access to the private key. This key is required for installing the valid certificate issued by the CA. The
certificate that you receive is valid only with the key that was used to generate the CSR. cITR!x-
v Introduction
Create Key Choose private key type |RSA 'l
Create CSR Key Filename* IExchange-CA-Key | | Browse... I
Create Certificate Key Size (bits)* '102 4 |
Al Cembicate Public Exponent Value @ [F4] O3
Stanimiogy Key Format ® PEM ) DER
PEM Enceding Algorithm () DES O DES3
PEM Passphrase® | |
Verify Passphrase™ I I
Skip > | | < Back | I Next > ] l Close I
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Set the Request File Name to Exchange-CA-CSR. And set City and State or Province,
Organization Name to appropriate values. Then click Next.

Create CSR
Generate a new Certificate Signing Request (CSR). The generated CSR can be sent to a Certificate Authority (CA) to obtain an X509
certificate for the user domain (Web site). cm!x-
v Introduction
+ Create Key Request File Name* IExchange-CA-CSR | | Browse... I | View... I
Create CSR Key File Name* lExchange-CA-Key | | Browse... |
Create Certificate Key Format ® pEM () DER
Install Certificate PEM Passphrase (For Encrypted Key) l |
Summary r Distinguished Name Fields
Common Name | | State or Province* |CA I
City | | Email Address | ]
Organization Name™ IExchange | Organization Unit I I
Country* |UNITED STATES -|
r Attribute Fields
Challenge Password l | Company Name | I
| skip> || <Back |[ Net> ][ close |

Set the Certificate File Name to Exchange-CA-Certificate. Then click Next.

Create Certificate
Generate a signed X509 Certificate.

CiTRIX'

v Introduction

v Create Key Certificate File Name* |Exchange-CA-Certificate| | | Browse... I
« Create CSR Certificate Format @ PEM ) DER
Create Certificate Certificate Ty Root-CA
Install Certificat Certificate Request File Name* |Exchange—CA-CSR | | Browse... I
nstall Certificate
Summary Key File:Name? |Exchange-CA-Key | | Browse... I
Key Format @ PEM O DER

PEM Passphrase (For Encrypted Key) | |

Validity Period (Number of Days) ~ [365 |

skip> || <Back |[ Net> || Close
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ick Next.

Set the Certificate-Key Pair Name to Exchange-CA-CertKey. Then cl

Install Certificate
Add a certificate-key pair object.

CiTRIX'

v Introduction

Certificate-Key Pair Name* |Exchange-CA-CertKey

+ Create Key

- Details

« Create CSR
Certificate and key files are stored in the folder /nsconfig/ssl/ on appliance.

« Create Certificate i ) 5
Certificate File Name* IExchange-CA-Certrﬁcate

| @ Browse (Appliance) ~ @ Insert... |

Install Certificate
Private Key File Name |Exchange-CA-Key I &l Browse (Appliance) ~ Insert... |
Summary
Password I I
Certificate Format @ PEM () DER

Notify When Expires () Enable (® Disable

Notification Period |

skip> || <Back || Net> || close |

Click Finish then Exit.

Summary
Configuration summary.

v Introduction

The configuration is successful.

+ Create K
4 Click Exit to close the wizard.

+ Create CSR
« Create Certificate

v Install Certificate

Summary

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc.
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5.5.2 Server Certificate

nder SSL navigation panel, choose Server Certificate Wizard.

tp://10.5.172.128/menu/nec=noAnchor -2ex|

itrix NetScaler VPX - Confi... % | |

NetScaler VPX (1000) NE10.0: il 69.4.nc, Oates Jut 10 2002, 07210 | ameor | R | CITRIX

10.5.172.124(ns10)

¥ System
* Network

¥ Cloud Bridge
# DNS

+ SSL

S5 Offioad
%) AppExpert
%1 HTTP Compression
% Integrated Caching

* Protection Festures

+1 EdgeSight Monitoring

Load Balancing

# AAA - Application Traffic

Content Switching
# Cache Redirection
* GSLB

* Rewrite

+1 Responder

# Access Gateway

+ Web Interface

+1 Application Firewall

Dashboard Configuration | Reporting

NetScaler SSL

Documentation |  Downloads H

Refresh | Help | Save

A Certificate Wizard
Root-CA Certificate Wizard
CRL Management

SSL Keys
) Create RSA Key
Create DSA Key

J¥) Settings
68" Change sdvanced SSL settings

Configuration Summary
@ 9 Certificate-key pairs

2) @ 73 Cipher Groups

@ No CRL

@ No SSL Policy

@ No SSL Policy Label

@ No OCSP Responder

»
Y

[ Statistics

SSL Certificates
Create CSR (Certificate Signing Request)
Create Certificate

Create and Install a Server Test Certificate

Tools

Create Diffie-Hellman (DH) key
Import PKCS#12

Export PKCS#12

Manage Centificates / Keys / CSRs
Start HA file synchronization
Start Cluster file synchronization
OpenSSL interface

Policy Manager
SSL Policy Manager

= -
Click Next.
X

Introduction
Welcome to Certificate Wizard.

CiTRIX'

Introduction
Create Key
Create CSR
Create Certificate
Install Certificate

Summary

To continue, click Next.

This wizard is designed to help you create and install an SSL Certificate.

CAUTION: Certificates generated with this tool are self-signed certificates. They should be used only for internal testing purposes.
If you use this certificate as a server certificate, most browsers will reject it because it is not authenticated (signed) by a valid
Certificate Authority (CA).

< Back H Next > ” Close I
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Set the Key Filename to Exchange-Server-Key. And set Key Size to 1024 or any value that
reflects customized datacenter’s standard. Then click Next.

Create Key
Make sure that you provide limited access to the private key. This key is required for installing the valid certificate issued by the CA. The
certificate that you receive is valid only with the key that was used to generate the CSR. cm!x-
v Introduction
Cimte Ky Choose private key type |RSA 'I
Create CSR Key Filename* lExchange-Server-Key ] | Browse... |
Create Certificate Key Size (bits)* |102 n I
fretall Ceriiicate Public Exponent Value ~ ® F4 03
Stmmeary Key Format ® PEM O DER
PEM Enceding Algorithm () DES O DES3
PEM Passphrase® | |
Verify Passphrase™ | |
| skip> || <Back |[ Net> ][ Close

Set the Request File Name to Exchange-Server-CSR. And set City and State or Province,
Organization Name to appropriate values. Then click Next.

Create CSR
Generate a new Certificate Signing Request (CSR). The generated CSR can be sent to a Certificate Authority (CA) to obtain an X509
certificate for the user domain (Web site). cm!x-
v Introduction
+ Create Key Request File Name* |Exchange-Server-CSR I | Browse... I | View... |
Create CSR Key File Name* |Exchange-5erver-Key | | Browse. |
Create Certificate Key Format @® pEmM O DER
Install Certificate PEM Passphrase (For Encrypted Key) | |
Summary r Distinguished Name Fields
Common Name | | State or Province® ICA |
City I ] Email Address [ l
Organization Name* |Exchange| | Organization Unit | |
Country™ [UNITED STATES -
Attribute Fields
Challenge Password | | Company Namg I I
| Skip > | | < Back l I Next > I I Close |
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Set the Certificate File Name to Exchange-Server-Certificate. And set CA Certificate File
Name to Exchange-CA-Certificate. Set CA Key File Name to Exchange-CA-Key. And CA Serial
Number File to CAExchange. Then click Next.

Certificate Wizard

Create Certificate

Generate a signed X509 Certificate.

CiTRIX'

v Introduction
+ Create Key Certificate File Name* |Exchange-Server-Certificate l | Browse... I
 Create CSR Certificate Format @ PEM (O DER
Create Certificate Certificate Type Server
. Certificate Request File Name* |Exchange-Server-CSR ] | Browse... |
Install Certificate
Seanmany Validity Period (Number of Days) |365 |
CA Certificate File Name* |Exchange-CA-Certificate I | Browse... |
CA Certificate File Format ® PEM O DER
CA Key File Name* |Exchange-CA-Key I | Browse... |
CA Key File Format ® PEM () DER
PEM Passphrase (For Encrypted CA Key) | I
CA Serial Number File* |CAExhcnage{ l I Browse... J
| skip> || <Back |[ Net> ][ close |

Set the Certificate-Key Pair Name to Exchange-Server-CertKey. Then click Next.

Certificate Wizard

Install Certificate

Add a certificate-key pair object.

CiTRIX'

v Introduction

v Create Key

« Create CSR

« Create Certificate
Install Certificate

Summary

Certificate-Key Pair Name* IExchange—Server-CevtKey I

Details

Certificate and key files are stored in the folder /nsconfig/ssl/ on appliance.

Certificate File Name*
Private Key File Name
Password

Certificate Format

Exchange-Server-Certificate

| @ Browse (Appliance) ~ @ Insert... I

lExchange-Server-Key

| @ Browse (Appliance) ~ '@ Insert... |

l

® PEM (O DER

Notify When Expires (O Enable @) Disable

Notification Period l

[ skp> |[ <Back |[ Next> ][ close |
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Click Finish.

Configuration summary.

v Introduction
v Create Key You specified the following configuration settings :
« Create CSR Key File: Exchange-Server-Key
. Certificate Request File: Exchange-Server-CSR
 Create Certificate Certificate File: Exchange-Server-Certificate
 Install Certificate Certificate key pair name: Exchange-Server-CertKey
Summary To make any changes, click Back.
To complete the configuration, click Finish,
<Back |[ Finish || Close |
Click Exit.

Summary
Configuration summary.

v Introduction

+ Create Key

« Create CSR

+ Create Certificate

v Install Certificate

Summary

The configuration is successful.
Click Exit to close the wizard.
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5.6 Creating virtual servers (VIP)

Virtual servers (or Virtual IP, VIP) will be used for users to connect to Exchange service. Once
completed, users will be able to access their SharePoint environment to http (s) : //<VIP> or
http (s) : //<VIP>/owa depending on their configuration.

.61 HTTP VIP

Under AppExpert navigation panel, choose Applications to view those installed templates. Under
OWA, all the pre-defined Exchange service components will be listed. Choose Configure Public

Endpoints... to set public virtual server name and ip address according to section 3.2.
; Fic

£7% hitp//10.5172124/menu/ nec=noAnch - B € X | £7% Ctix NetScaler VPX - Confi. * | . Ctrix NetScaler VPX - Dashiboa...| |
% @Convert v P3Seect

Netscaler VPX (1000) 10517222000510) | NS10.0: Buitd 69.6.nc, Date: Jul 14 2012, 07:21:20 ciTRIX
Do 8 Counpmaniod Sl weccto pecht o [ Dowroy
# System i Applications
* Network W @ Refresh | @ Help
# Cloud Bridge [ T Caching T Rewrite T Responder I Application Firewall

D
o ons i
s Certificates @) * * w - *
e B
ServerPages 9| L] * 3 - *
% $51Offlosd Documents 9| L] ] 3 - .
tylesScripts o » ® 3 < .
@ - ] * - *
DigitaiMedia | * ® £ - *
Archivefiles 9| +* ] L] - *
[EktacT— e ® 3 L] +
SharePoint_2010 5|
Services. =] - ] - < *
SOAP _Services. | * * * - *
Portal Management 9| * ® B < *
Document Management o * > * - *
M.E_E | * ] * - *
ReadOnly Image Management o * ° * - *
eo_ o * ® Kl - *
| * ] * < *
tyles_and @] * > * - *
Service_Definitions | * - - - *
# HTTP Compression e Schemas, El * & * < *
default o - * * - *
 Inegraed Caching
* EdgeSight Monttoring Details : OWA 2, Find
e conionesd Chx 0 con flnasd Ok o conious
® A - Applcaion Tafic
& ContentSwitching
# Cache Redirection [ Add... i Remove & C Public Endpoints... @ C . B3 Conf Firewall @ g ® 9 S bpor.. ¥ 3 & Manage Permissions.
| = |
| Choose Public Endpoints (OWA) X |

Activate All Deactivate All

@ Add... [#] Open... k&) Remove
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Name*

|CAs_FE

IP Address* {10 .5 . 172 . 165

Port* (80

Protocol* |HTTP

@ Help | Create ”

Close I

Set Persistence Time-out (min) to 2. Then click OK.

Name*  [CAS FE |

Protocol® l HTTP v|

[ Network VServer Range |1 I

State @& UP [J AppFlow Logging

~ Advanced I g:pﬁ_lgl SSL Settings I

(® IP Address Based () IP Pattern Based
IP Address* [10 .5 . 172, 165 |

Port* l8o |

Redirect URL |

| Client Time-out(secs) 180 :

Backup Virtual Server I

| 1CMP VServer Response |PASSIVE

VServer IP Port Inserti... IOFF vI I

Spillover

Method [NONE

| threshotd [ ]
Persistence Time-out (min)

[] Persistence

[] Case sensitive  [] Redirect Port Rewrite
[[] RTSP Natting [ L2 Connection
@ Rule (O URL

[] Cacheable
[[] State Update

Precedence

[ Down state flush [ Disable Primary When Down

P Push
P Listen Policy

P Authentication Settinas
< i

Comments

@ Help
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5.62 HTTPS VIP

From the main NetScaler Configuration Utility screen, under AppExpert and Applications, and
OWA, choose Configure Public Endpoints... to set public virtual server name and ip address
according to section 3.2. (Note. This IP address will be the same as HTTP VIP which was just
created in previous section. It will just use a different port.). Set Name to CASSe_FE_SSL or
meaningful name. Set IP Address, Port 443 and Protocal as HTTPS. Then click Create.

Create public endpoint X

Name* |CAS_FESSL |

IP Address* (10 . 5 . 172 . 165 | 1pve
Port*  [443 ]
Protocol*  |HTTPS -
& Help [ Create | | Close [

Highlight CAS_FE_SSL then click Open...

Choose Public Endpoints (OWA) X
| Activate All Deactivate All
| [2ctve [name [ipaddress | Port [Proto... [State
CAS_FE 10.5.172.165 80HTTP @ UP
CAS_FE_SSL  10.5.172.165 443HTTPS @ UP

‘ l:a Add... ‘;_] Remove I
9 Help
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Set Persistence Time-out (min) to 2. Click SSL Settings.

it e oo it S bt X d
Name* !CAS_FE_SL | @ IP Address Based () IP Pattern Based
Protocol* lSSL vl IP Address* Im .5 172 . 165 l
[ Network VServer Range ll I Port* |443 |

State @ UP [] AppFlow Logging

Advanced | Profiles | St Settings |

[] Persistence  Persistence Time-out (min)

Redirect URL | | Client Time-out(secs)  [130
Backup Virtual Server I 'I ICMP VServer Response IPASSIVE
VServer IP Port Inserti... IOFF 'J ‘

Spillover

Method |NONE ~| Threshold | |

[[] State Update [ RTSP Natting [] L2 Connection
Precedence @ Rule (O URL

[J Cacheable [ Casesensitive [ Redirect Port Rewrite  [] Down state flush  [] Disable Primary When Down

P Push
P Listen Policy

P Authentication Settings

Comments

@ Help

Choose the Certificates which were created in previous section 5.5. Click the arrow button under

Add> to choose as CA> to add CA CertKey.
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Name* [CAS_FE_SSL | @® IP Address Based (O IP Pattern Based

Protocol* [SSL

<] PAddresst[I0 5 . 172 . 165 |

[J Network VServer Range [l | Bort® I;ME

State @ UP [] AppFlow Logging

Advanced | Profiles | SSLSettings |
[ ssLp: 1[ Cighers.. ||

SSL Policies...

Availabl Confi q

Certificates Certificates |

|check

ns-server-certificate
Self-Signed-CA-CertKey
Seif-Signed-Server-CertKey
SS-CA-CertKey
SS-Server-CertKey
imap_CA_CertKey
imap_Server_CertKey
pop-CA-CertKey
pop-Server-CertKey
SharePoint-CA-CertKey
SharePoint-Server-CertKey
Exchange-CA-CertKey
Exchange-Server-CertKey

Exchange-Server... Server Certificate

Comments

@ Help

Click OK.

Name*  [CAS FE SSL | @ 1P Address Based O 1P Pattern Based

Protocol* ISSL "

IP Address* [I0 .5 . 172, 165 |

[ Network VServer Range [1 I Port* |443

State @& UP [] AppFlow Logging

Advanced | Profiles SSL Settings |
| SSL Parameter... ||

Ciphers... I | SSL Policigs... I

Availabl Confi q

[Certicates

|check

ns-server-certificate
Self-Signed-CA-CertKey
Seif-Signed-Server-CertKey
SS-CA-CertKey
SS-Server-CertKey Add> [
imap_CA_CertKey
imap_Server_CertKey
pop-CA-CertKey
pop-Server-CertKey
SharePoint-CA-CertKey
SharePoint-Server-CertKey
Exchange-CA-Certkey
Exchange-Server-CertKey

Exchange-Server... Server Certificate
Exchange-CA-Ce... CA Certificate

< Remove

HilM

Install... ~

Comments

@ Help
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5.7 Creating a Service Group

From the main NetScaler Configuration Utility screen, under AppExpert and Applications, and
OWA, choose Configure Backend Services... to set Service Groups to add physical/VM server

IP addresses.

(=R =]

x @ Convert v [ Select

NetScaler VPX (1000)

- 8 & X | £ Ctrx NetScaler VPX - Confi.. | {7 i NetScaler VX - Dashbos..| | W

o

10.5.172.124(n510) NS10.0: Build 69.4.nc, Date: Jul 14 2012, 07:21:20

Dsstbosrs | Configuration  Reporting

Documentation | Downicads

@ System ) NetScaler . Appfapert . Applications.
* Network opkcators @ heten| @ i “
* Cloud Bridge [ I T Caching I Rewrite T Responder I Application Firewall
* DNS @
| * * v - *
S o 1 * 3 - .
% SSLOffiosd 9| » ® 3 - .
| -] ® 3 - *
=i o) * % * - -
| % -
S o . s . < .
i Camios i = # . # * o
Termplates ‘SharePoint_2010 9]
T ot e — + ® . - .
Pattem Sets I — ) * + + - .
Portal | o] * ® < - *
Deases S — : e s = )
Stiog Moo e e R—— . . 4 = ¥ .
XML Namespaces [ ReadOuly Image Management @ ° . = .
 Bxpressions * ® El - *
“ Rate Limiting * ? * - .
L and Scripts - o . =< .
Son Analytics. Service_Definitions * * * - *
# HTTP Compression Web _Service_Schemas * + * - &
default o * * * - *
3 g Cocig
* EdgeSight Monitoring @ Details:OWA > Certificates (DOWN) Q, Find
e n R i e AN A
3 Coten oy
# Cache Redirection (2 gpen... il Bemove & G Endpoints... @l G Services.. @ Move Down @ Hits.
Click Add...
Configure Backend Services X
Services | Service Groups
Activate All Deactivate All | Member binding details... | 2, Find
Active ISemoe Group Name |Pmtooo|
CASServers-SSL ssL
O SharePointServers HTTP
O CASServers HTTP
Q Add... @ Open... B Remove
@ Help [ ok ]| close |
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Set Service Group Name to CASServers-SSL or proper meaningful name. Set IP address under

SSL >

Service Group Name*

CASSeNeIs-SSLI | Protocol*
Service Group State @ ENABLED Enable Health Monitoring ] AppFlow Logging

Members | Monitors | Profiles | Advanced | SSL Settings |

r Specify Member(s) r Configured Members
~® IPBased () ServerBased [serverName  |iP AddressiDomain  |Port |weight |serveriD  |HashiD  |Member State
IP Address Range 105172160  105.172.160 443 1 “None” @up
. > : I 1Pvs- 10.5.172.161 10.5.172.161 443 1 “None™ wup
Port | | Add > I

Weight |1

|
|
Server ID I"None" l
|

HashDD |

Enable Member

Monitors Deta...

1« >

Comments I |

@ e

Choose Monitor. Then add http-env .

Service Group Name* | CASServers-SSL | Protocol*
Service Group State @ ENABLED Enable Health Monitoring  [] AppFlow Logging

Members  Monitors | profiles | Advanced | SSL Settings |

SSL ¥

rAvailabl r Configured
i | Monitors |weight |state
2 https-ecv 1

M

ap

ndé

ping

tep

hitp

v
hitp-ecv

ooes
dns

fip

Comments |

@ ber
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Select CASServers-SSL which was just created under Configure Backend Services.

Services Method and Persistence | Advanced |
Activate All Deactivate All Member binding details... | @, Find
Active |service Group Name |Protocol
CASServers-SSL ssL

@ Help

Choose Method and Persistence to set Round Robin under Method. And set Persistence to

SSLSESSION.

r LB Method

Services I Service Groups ~ Method and Persistence

Advanced |

Method |Round Robin

'J New Service Startup Request Rate |

Increment Interval I

- Persistence

Persistence | SSLSESSION

b |

Time-out (min) !2

- Backup Persistence

Persistence |NONE

Time-out (min) ‘

IPvi Netmask |

IPv6 Mask Length |

@ Help

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc.

Page 32

~




8 paloalto | ci'm!x

e Pk e 1y campary”

\'w

5.8 IMAP4 installation

IMAP4 service was not added as part of Exchange (OWA) AppExpert Template. In order to install
and configure the service, a service group needs to be created with physical/VM servers to be load
balanced. Then a virtual server will be created using the service group.
From main NetScaler navigation panel, choose Service Groups under Load Balancing. Click
Add...

|

| Create Service Group o

-

Service Group Name [Exchange IMAPY| Protocol® [TCP

Enable Service Group Enable Health Monitoring (] AppFlow Logging

Members | Monitors | Profiles | Advanced | SSL Settings |
-Specify M Configured Members

® PBased (O Server Based [ServerName | IP Address/Domsin _|Port |Weight [ServerID |HashID | Member State

1P Address Range

—— =T

Port

Add >
g —
ServerID |"None"

Enable Member

Comments ‘

Set Service Group Name to Exchange_IMAP4 and add designated physical/VM servers under
Specify Members(s) with 993 Port. Click Create.
 Configure Service Group x

Service Group Name™ |Exchange_IMAP4 ‘ Protocol* |TCP v:
Service Group State @ ENABLED Enable Health Monitoring ] AppFlow Logging

Members I Monitors I Proﬁlesl Advancedl SSL Settings

- Specify Member(s) - Configured Members
® [PBased (O Server Based ServerName |IP Address/Domain _|Port |weight [serverip  |Haship | State
1P Address Range 105172160  10.5.172.160 993 1 “None” ©up
— O pe- 10.5.172.161 10.5.172.161 993 1 None @ up
Port [

ServerID I "None"

|
Weight [1 |
|
|

HashID |

Enable Member

4 >

Comments |

@1
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Create Virtual Server (Load Balancing)
Neme® [ @ P Address Based O IP Pattern Based
Protocor” [HTTP ER s I (=}
[ Network VServer Range |1 Port* [s0 ]
[ Directly Addressable [ State [ AppFlow Logging
Senvices. | s | Policies | Method | Advanced | Profiles | SsL Settings |
ctivate Al Deactivets Al [rna |
[fcsve |- [Prdaess | T [se T weora] |
@ add. @ Open B Re ‘
Comments |
Y

Under Load Balancing navigation panel, choose Virtual Servers. Click Add...

Set Name to Exchange_IMAP4_VIP and IP Address. Protocol to SSL_TCP. Choose Method
and Persistence tab. Set Round Robin Method and SSLSESSION Persistence.

x
Name* |Exchange_lMAP4_VIP I (® IP Address Based () IP Pattern Based
Protocol® [SSL_TCP <] Paddress [0 5 . 172 . 165 |Owre
[ Network VServer Range [l | Port* |993 |

Directly Addressable State AppFlow Logging

Services | Service Groups | Policies ~ Method and Persistence | Advanced | Profiles | SSLSettings |

LB Method
Method [Round Robin v| New Service Startup Request Rate | | [Per_seconp ]
Increment Interval l I
r Persistence Backup Persistence
Persistence  [SSLSESSION v | | Persistence NONE -

Time-out (min) |Z | Time-out (min) l:

Comments I

@

Binding Exchange_IMAP4 service group under Service Groups tab.
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Name* lExchange_IMAP4_VIP | {® IP Address Based () IP Pattern Based
Protocol* |SSL_TCP ~| 1P Address® |10 .5 172,165 ||:] Pvé
[J Network VServer Range ll | Port* |993| |

Directly Addressable [v] State [v] AppFlow Logging

Services  Service Groups | Policies | Method and Persistence | Advanced | Profiles | SSL Settings |

Activate All Deactivate All I D Member binding details.., | % Find
M Exchange_IMAP4 TCP

@ Add... @ Open... Eﬂ Remove

Comments

@ Help l Create || Close
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Add Certificates under SSL Settings. Then click Create.
Coofipee Wbl Scover (Load Rabncina) x

Name* |Exchange_IMAP4_VlP| l {® IP Address Based (O IP Pattern Based
0 .5 .17, 165 |

Protocol®

SSL_TCP v| IP Address*

Q993 ‘

[J Network VServer Range ’l l Port”

State @ UP [v] AppFlow Logging

Services | Service Groups | Policies | Method and Persistencel Advanced | Profiles  SSL Settings I

SSL Parameter... I | Ciphers... |

- Available - Configured
Certificates Certificates | |check
ns-server-certificate imap_Server_CertKey Server Certificate

Self-Signed-CA-CertKey imap_CA_CertKey CA Certificate v
Self-Signed-Server-CertKey
SS-CA-CertKey
SS-Server-CertKey
imap_CA_CertKey Add > -
imap_Server_CertKey -
pop-CA-CertKey
pop-Server-CertKey
SharePoint-CA-CertKey
SharePoint-Server-CertKey
Exchange-CA-CertKey
Exchange-Server-CertKey

Install... ~

Comments

@ Help [ ok ]| Close |

5.9 POP3 installation

POP3 service was not added as part of Exchange (OWA) AppExpert Template. In order to install
and configure the service, a service group needs to be created with physical/VM servers to be load
balanced. Then a virtual server will be created using the service group.
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From main NetScaler navigation panel, choose Service Groups under Load Balancing. Click
Add...

Create Service Group x

Seryice Group Name” [Exchange IMAP4] Protocol* [TCP ~]

Enable Service Group Enable Health Monitoring  [] AppFlow Logging

Members | Monitors | Profiles | Advanced | SSL Settings |

Specify Configured Members
~@ IPBased (O Server Based [serverName  [iP AddressiDomain  [Port [weignt [serverip  [Haship  [Member State
1P Address Range
—— Y
Port
Add >

i et

[ <Remove
Server ID |"None”

Enable Member

2|l Monitors Deta...
=

Comments l

e

Set Service Group Name to Exchange_POP3 and add designated physical/VM servers under
Specify Members(s) with 110 Port. Click Create.

TCP 5]
Service Group State @ ENABLED Enable Health Monitoring) [ AppFlow Logging

Members | Monitors | Profiles | Advanced | SSLSettings |

Service Group Name™ ]E(C!wengE_POF‘B ‘ Protocol*

r Specify Member(s) Configured Members
@ PBased (O ServerBased ServerName |IP Address/iDomsin_|Port [weight |Serverip  [Haship | State
IP Address Range 105172160  105.172.160 10 1 “None @up
10.5.172.161 10.5.172.161 11 1 " p @
— . . 0w | 05.172.16 05.172.16 0 None' @up
port | [ add>

Weight [1

|
|
ServerID |"None“ |
|

HashID |

Enable Member

Monitors Deta...

<[

Comments ]

@ Help
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Under Load Balancing navigation panel, choose Virtual Servers. Click Add...

Create Virtual Server (Load Balancing)
Name | ® P Address Based O IP Pattern Based
Protocol” [HTTP <] P Address® Ops
[ Network VServer Range Pot  [30 |

[ Directly Addressable [ State [¥] AppFlow Logging

Services | Service Groups | Policies | Method and Persistence | Advanced | Profiles | SSL Settings |

9, Find
[Actve_ [servce Name [Prddess | rot[protocs [swte [ weort ] oymamic weight |
(3 2dd
Comments ‘
9 ep Gose |

Set Name to Exchange POP3_VIP and IP Address. Protocol to SSL_TCP. Choose Method
and Persistence tab. Set Round Robin Method and SSLSESSION Persistence. Binding
Exchange POP3 service group under Service Groups tab.
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Excs
Name* IB((MDQQ_‘POPB_V]P | @®) IP Address Based (0 IP Pattern Based
Protocol* [S5L_TCP ~| PAddresst[10 .5 . 172 165 |
[J Network VServer Range |1 | Port* |995 I
State @ UP [v] AppFlow Logging
Services  Senvice Groups | Policies | Method and Persistence | Advanced | Profiles | SSL Settings |
Activate All Deactivate All | Member binding details... ”W
v Exchange_POP3 TCP
O Exchange_IMAP4 TCcP
O Exchange_SMTP TcP
O Lync_svc_5060 TCP
O Lync_svc_5061 TCcP
O Lync_svc_135 TCcP
O Lync_svc_444 TCP
O Lync_svc_80 TCP
O Lync_svc_edge1135 TCcP

Ea Add... @ Open... Q Remove

Comments

'@ Help

Add Certificates under SSL Settings. Then click Create.
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Configure Virtual Server (Load Balancing) x

Name* tE<changr‘:_!:‘<.f:?’3_'.“IP ] {® IP Address Based (O IP Pattern Based

0.5 .17, 165 |

Protocol* |SSL_TCP v’ IP Address*

[J Network VServer Range Il ] Port* ‘9‘:—55 ‘
State @ UP [v] AppFlow Logging

Services | Service Groups I Policies I Method and Persistencel Advanced | Profiles  SSL Settings |

SSL Parameter... | I Ciphers... |

- Available r Configured
Certificates Certificates | Type |check
ns-server-certificate pop-Server-CertKey  Server Certificate

Seif-Signed-CA-CertKey pop-CA-CertKey CA Certificate v
Self-Signed-Server-CertKey
SS-CA-CertKey
SS-Server-CertKey
imap_CA _CertKey Add > -
imap_Server_CertKey -
pop-CA-CertKey < Remove
pop-Server-CertKey
SharePoint-CA-CertKey
SharePoint-Server-CertKey
Exchange-CA-CertKey
Exchange-Server-CertKey

Install... =

Comments

@ Help [ ok || close |

5.10 SMTP installation

SMTP service was not added as part of Exchange (OWA) AppExpert Template. In order to install
and configure the service, a service group needs to be created with physical/VM servers to be load
balanced. Then a virtual server will be created using the service group.

From main NetScaler navigation panel, choose Service Groups under Load Balancing. Click
Add...
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Create Service Group x
Service Group Name* Exchange_SMTP| ‘ Protocol* |TCP v
Service Group State @ ENABLED Enable Health Monitoring ] AppFlow Logging

Members I Monitors | Profiles | Advanced | SSLSettings
r Specify Member(s) - Configured Members
@ IPBased () Server Based ServerName  |IP Address/Domain _|Port |weight |ServeriD  |Haship | State
IP Address Range 105172164  10.5.172.164 25 1 “None” @up
: ; 3 1P -
Port |

Weight |1

Server ID |"None"

HashID |

Enable Member

<[>

Comments |

@ ter

Set Service Group Name to Exchange_SMTP and add designated physical/VM servers under
Specify Members(s) with 25 Port. Click Create.
Under Load Balancing navigation panel, choose Virtual Servers. Click Add...

| Create Virtual Server (Load Balancing)
Neme® | ® P Address Based O IP Pattern Based
Protocol” [HTTP <] P Address® | i [Ome
[ Network VServer Range | Port* [s0

[V Directly Addressable [ State [ AppFlow Logging

Services | ups | Policies | Method | Advanced | Profiles | SSLSettings |

A Al A <, Find J
e T Name. [Prdaress | ot [Prowcar [simte [ weor] ]

B add. 3 o |
Comments \
@ Hep [Coreste ][ close

Set Name to Exchange_SMTP_VIP and IP Address. Protocol to TCP. Choose Method and
Persistence tab. Set Round Robin Method and SSLSESSION Persistence. Binding
Exchange SMTP service group under Service Groups tab.
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Configure Virtual Server (Load Balancing) x

Name*  |Exchange SMTP_VIP

Protocol* | +| 1P Address* {10 .5 . 172 166

Range Port*

State @ UP ) AppFlow Logging

Services  Service Groups I Policies ] Method and Persisten(el Advancedl meilesl SSL Settings I

Activate All Deactivate Al [ [3) Member binding details... H 4, Find
[Active [service Group Name: [Protocol

Exchange_SMTP TCP

Exchange_IMAP4 TCP

Exchange_POP3 TCcP

00

(& Add... 2] Open... & Remove |

Comments ‘

5.11 Outlook Anywhere, ActiveSync confirmation

Microsoft Outlook Anywhere (OA) allows Exchange access through the Microsoft Outlook client by
tunneling Outlook’s MAPI protocol over an HTTP connection.

Microsoft Exchange ActiveSync (AS) client synchronizes data between mobile devices and
Exchange 2010. E-mail, contacts, calendar information, and tasks can be synchronized over an
HTTP connection.

Since OA and AS services are connecting to Exchange servers over secured SSL (443) tunneling
to an HTTP (80) connection which is the same way Outlook Web App (OWA) does, if Client Access
Server (CAS) was set up as a multi-mode service including OWA, OA and AS, then there won’t be
any necessary service configuration for OA and AS. If OA and AS are serviced in a separated
server from OWA, the configuration steps will be the same as OWA in previous chapter 5.

6. Services Verifications

As described in section 4.1, some required configuration will be added automatically as part of
installation and configuration of ‘Custom added’ data. Once all the data is installed and configured
properly in chapter 5, administrators should be able to confirm and verify other data (‘Auto added’)
which were added automatically.

6.1 Network IPs and Virtual IPs

NetScaler IP, Subnet IP and Virtual IP can be found under Network>IPs>IPV4s:
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~-BCeXx

Citrix NetScaler VPX - Confi.. * |

¥ System

i |
m |
Interfaces

Channeis

1P Tunnels

VIANs

Bridge Groups |

.

Forwarding Sessions
ACLs

PBRs

ARP Table

Bridge Table

1PV Neighbors
VMAC

RPC |
Routes

1P Sets.

Net Profiles

Linksets

| ® cioua 8ndge
+ DNS
¥ SsL

# S5L Officad

* AppExpert

10.5.172.124(ns10)

NS510.0: Build 69.4.n¢, Date: Jul 14 2012, 07:21:20

RGet Logout

Documentation | Downioads |
=
Netscaler  Network s ) IPVds Refresh | Help | Save
1PVas | 1PvEs
25 Per Page [=] 1-7at7 | 0\7,

P Address State Type Mode ; ARP ‘ cme Virtual Server i
105.172.124 @ Enabled Netscaler IP Active ENABLED ENABLED -N/A-
105.17; @ Enabled Subnet 1o Active ENABLED ENABLED N/A-

@ Enabled Virtual 1P Actve ENABLED ENABLED ENABLED

@ Enabled Virtual 1P Actve ENABLED ENABLED ENABLED

@ Enabled Virtual P Actve ENABLED ENABLED ENABLED
105172177 @ Enabled Virtual 19 Actve ENABLED ENABLED ENABLED
1051 @ Enabled Virtual IP Active ENABLED ENABLED ENABLED

Add...

Add Range... | Statistics

6.2 SSL Offload — Servers, Service Groups

Under SSL Offload, Backend Servers which were created with Backend Service Group can be

found under Servers:
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10.5.172.124(ns10) NS10.0: Build 69.4.nc, Date: Jul 14 2012, 07:21:20 nsroot

+ ON§ 105172150 @ Enabled 105172150
® ssL 105172151 @ Enabled 105172151
S AgeE 105172160 @Enabled 105172160
et 105172161 @ Enabled 105172161
o, 105172164 @ Enabled 105172164
Service Groups 105172171 @Enabled 105172171
Monitors & | 105172175 @Enabled 105172175
Servers
105172176 @ Enabled 105172176
 Appbxpert H
|* HTTP Compression
* Integrated Caching

Md..jo;:cn.[lebimmlmwlhbmwlmmmlﬂﬂum
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Under SSL Offload, Backend Server Group which was created can be found under Service
Groups:

S| https/105272024 /menu/neo
x @ Convert v [ Select

T
Citrix NetScales VPX - Confi... % | ‘

NetScaler VPX (1000) CITRIX'

10.5.172.124(ns10)

NS10.0: Build 69.4.nc, Date: Jul 14 2012, 07:21:20 nsroot

Dasnboard | Configuration | Reporting Documentation | Downioads
* System = NetScaler Load Balancing Service Groups Refresh | Help Save
% Network [25 Per Page [=] 1-140f14 I =]
* Cloud Bridge Name | State. Effective State Protocel | Max Clients. | Max Requests Max Bandwidth{kbits) Monitor Threshold
+ ONS SharePointServers @ENABLED  @UP HTTP [ 0 0 0
a ssL CASServers @ENABLED  @UP HTTP 0 0 0 0
S S5LOMoad CASServers-SSL @ENABLED  @UP SsL 0 0 0 ¢
Ve Exchange IMAPA @ENABLED  @UP T 0 0 0 ¢
Services Exchange_POP3 @ENABLED  @UP Tce 0 0 0 ¢
Service Groups. Exchange_SMTP @ENABLED  @UP TP 0 0 0 ¢
Monitors E Lync_sve_5060 @ENABLED @DOWN TCcP 0 0 0 0
il Lync_sve_5061 GENABLED  @UP TP [ 0 0 0
S Apperpat Lyne_sve 135 @ENABLED  @UP Tcp 0 0 ) )
¥l HTTP Compression Lyne_sve_444 @ENABLED  @UP TP 0 0 [} 0
*/ Integrated Caching Lync_svc_443 @ENABLED @uP SSL_BRIDGE 0 0 0 0
#! Protection Festures Lync_sve_80 @ENABLED  @UP Tce [ 0 0 [}
+ EdgeSight Montoring Lync_sve_edge @ENABLED  @DOWN SSL_BRIDGE [ 0 0 )
3| Load Boloncing Lync_sve_edgel135 @ENABLED  @DOWN TP [ 0 0 0
+ AAA - Application Traffic
4 Content Switching
4/ Cache Redirection
* GSL8
@ Rewrite Add-. < A i Statistics

Under SSL Offload, public endpoints which were created can be found under Virtual Servers:

Citrix NetScaler VPX - Confi... |

Dssnboard | Configuration | Reporting Documentation | Downloads |

10.5.172.124(ns10) NS10.0: Build 69.4.nc, Date: Jul 14 2012, 07:21:20 nsroot

* System NetScaler . SSLOffload  Virtual Servers Refresh Help Save

[25 per Page [+]]
Method

1-2012

# Network |55

# Cloud Bridge Name State 1P Address. Port  Protocol | Persistence % Health

@ DNS Exchange_IMAP4_VIP @Up @Up 105172165 993 SSLTCP ROUNDROBIN NONE 100.00% 2 UP/O DOWN

@ sst Exchange_POP3_VIP elp @lp 105172165 995 SSLTCP  LEASTCONNECTION NONE 100.00% 2 UP/0 DOWN

=l SSL Offioad

Virtual Servers
Services
Service Groups

Monitors

il

Servers
* AppExpert
#l KTTP Compression
% Integrated Caching
¢/ Protection Features
*l EdgeSight Monitoring
%l Load Balancing

# AAA - Application Traffic

% Content Switching
¥l Cache Redirection

# GSLB

Add.. . : sme | Add Range.. | Statistics Use Template...
| | |

* Rewrite
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6.3 Load Balancing — Servers, Service Group
Under Load Balancing, Servers and Service Groups can be confirmed:

= B © X | {73 Citrw NetScaler VPX - Configu... 1.} Citrx NetScaler VPX - Confi.. *

Dasnoosta | Comfiguration | Reporting

& System Z NetScsier . Load Balancing Retresh
+ Network

& Cloud Bridge

* NS
. st

* $5LOMosa

* Applapert

* KTTP Compression

* Integrated Caching

* Protection Features 5|
+ tdgeSight Montanng

~ Load Balancing
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X @ Convert v [ Select

.
NetScaler VPX (1000) 10.5.172.124(ns10) NS10.0: Build 69.4.nc, Date: Jul 14 2012, 07:21:20 nsroot CITRIX

Dashboard | Configuration Reporting Documentation I Downloads
= N TP
B System 2l | NetScaler *, Load Balancing " Servers Refresh | Help | Save
7 )
® Network 25 Per Page []]| 1-8of8
& Cloud Bridge Name State IPAddress / Domain
& DNS 105172150 @ Enabled 105.172.150
© st 105172151 @ Enabled 105.172.151
o 105.172.160 @ Enabled 105.172.160
105.172.161 @ Enabled 105.172.161
5 AppExpert
105172164 @ Enabled 105.172.164
& HTTP Compression
A | 1051721711 @ Enabled 105172171
# Integrated Caching 3
105172175 @ Enabled 105.172.175
& Protection Features
105.172.176 @ Enabled 105172176
& EdgeSight Monitoring s
=/ Load Balancing

Virtual Servers
Services
Service Groups
Monitors

Metric Tables

Servers

Persistency Groups
¥ AAA - Application Traffic

[ Content Switching

§l Cache Redicection Show Bindings.. | Restart DBS Monitors | Rename

Remove \ Add Range...

[
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ittp://10.5172.124/menu/nec

Citrix NetScaler VPX - Confi... * | I

far e ey

NetScaler VPX (1000)

10.5.172.124(ns10)

NS10.0: Build 69.4.nc, Date: Jul 14 2012, 07:21:20

cimrix

nsroot

Dashboard | Configuration | Reporting Documentation | Downloads
+ System 2 ‘ NetScaler Load Balancing Service Groups Refresh Help Save
¥ Network 1-140f14
* Cloud Bridge |
+ DNS SharePointServers @ENABLED  @UP HTTP 0 0 0 0
@ st CASServers GENABLED  @UP HTTP 0 0 0 0
B S5 Ofoad CASServers-SSL GENABLED  @UP sst 0 0 0 0
Exchange IMAPA ENABLED uP e 0 0 0 0
al ho change | ™ «
i Exchange_POP3 @ENABLED  @UP e 0 0 0 0
# HTTP Compression
4 Exchanae SMTP GENABLED  @UP P 0 0 0 0
* Integrated Caching F
Lync_svc_5060 @ENABLED  @DOWN T 0 0 0 0
# Protection Features
Lync_sve_5061 GENABLED  @UP T 0 0 0 0
= EdgeSight Monitoring 1| imeswiss @ENABLED  @UP Tc® 0 4 0 o
= Load Balancing Lync_sve_444 @ENABLED @uP TP 0 0 0 0
Virtual Servers Lync_sve 443 @ENABLED  @UP SSL_BRIDGE 0 0 0 [}
Services: Lync_sve_80 @ENABLED  @UP TP 0 0 0 0
Service Groups
Lync_svc_edge @ENABLED  @DOWN SSL_BRIDGE 0 o 0 0
Monitors
N—— Lync_svc_edgel135 @GENABLED  @DOWN P 0 4 [ 0
Servers
Persistency Groups
* AAA - Application Traffic
# Content Switching
# Cache Redirection 'w | R Bir i Sire i 75.,(.“,‘, Rename
24 2| | 2

tp://105172.128/menu/nec

.

# System

Network

Cloud Bridge

DNS

ssL

SSLOffload
AppExpert

HTTP Compression
Integrated Caching
Protection Features
EdgeSight Monitoring
Load Balancing

Virtual Servers

Services

Service Groups

Monitors

Metric Tables

Servers

Persistency Groups
ABA - Application Traffic

Content Switching

Cache Redirection

NetScaler VPX (1000)

Dasnboard | Configuration | Reporting

10.5.172.124(ns10)

N510.0: Build 69.4.nc, Date: Jul 14 2012, 07:21:20

B citrix

nsroot

Documentation | Downioads

NetScaler Load Ealanur\gr Virtual Servers. Refresh | Help Save
vuon | CH|[&s]
Swe | Geswe  Dagem ot Pl | Mevod | peece 5t |

Exchange IMAP4_VIP @Up @Up 105.172.165 993  SSL_TCP ROUNDROBIN NONE 100.00% 2 UP/0 DOWN
Exchange_POP3_VIP @Up @Up 105.172.165 995  SSLTCP LEASTCONNECTION NONE 100.00% 2 UP/0 DOWN
Exchanae SMTP VIP & Uo & Uo 10.5.172.166 25 TCP LEASTCONNECTION NONE 100.00% 1 UP/0 DOWN
Lync_135_VIP @up @Up 105172177 135 TCP ROUNDROBIN SOURCEIP 100.00% 1 UP/0 DOWN
Lync_444_VIP @Up @Up 105172177 444 TCP ROUNDROBIN SOURCEIP 100.00% 1 UP/0 DOWN
Lync_S060_VIP @Down  @Down 105172177 5060 TCP ROUNDROBIN SOURCEIP 0.00% 0 UP/1 DOWN
Lync_S061_VIP @Up @Up 105172177 5061 TCP ROUNDROBIN SOURCEIP 100.00% 1 UP/0 DOWN
Lync_443 VIP @Up @Up 105172177 443 SSL_BRIDGE ROUNDROBIN SOURCEIP 100.00% 1 UP/0 DOWN
Lync_80_VIP @Up @Up 105172177 80 TCP ROUNDROBIN SOURCEIP 100.00% 1 UP/0 DOWN
Lync_edge VIP @0Down @ Down 105172170 443 SSLBRIDGE ~ ROUNDROBIN SSLSESSION  0.00% 0 UP/2 DOWN
Lync_edgel35_VIP @®Down  @Down 105.172.170 135 TCP ROUNDROBIN SOURCEIP 0.00% 0 UP/2 DOWN
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6.4 Content Switching

AppExpert Template uses Content Switching to add its virtual server. Under Content Switching,

Virtual Servers can be found:

paloalto

e b e

L it 2

Iy campary”

-2ex|

| Dusnoosra | Contiguration | Reporting

+ System 2] | Netscaer . Content Switching

* Network
Configuration Summary

& Cloud Bridge & e
3 No e

* ONS &nuc

o sst

& 5L Offosd

+ Appspert

® HTTP Compression
* Integrated Caching

+ Protection Features

+ EdgeSioht Mantonng 4
+ Losd Baiancing

* AAA - Appiication Traffic

* Access Gatewsy

* Wieb Interface

£ Citrix NetScaler VPX - Configu.. | &, Ctrix NetScaler VPX - Confi

10.5.172.124(ns10)

NS10.0: Build 69.4.nc, Date: Jul 14 2012, 07:21:20

Documentation

Refresh Hep | Save

%..? o e

| oowniosss

. http://105172124/menu/neo 2 Citrix NetScaler VPX - Confi... X

% @ Convert v [B0 Select

NetScaler VPX (1000)

Dashboard ‘ Configuration ‘ Reporting

10.5.172.124(ns10)

NS10.0: Build 69.4.nc, Date: Jul 14 2012, 07:21:20 nsroot

Documentation | Downloads

CITRIX'

® System 21| NetScaler ) Content Switching  Content Switching Virtual Servers

¥ Network

Refsh | Help | Save

1-40f4

[rersc

% Cloud Bridge Name s
¥ NS SharePoint FE olp
o st SharePoint FE SSL @l
¥ 551 Offoad pAsFE olp
© AppEcpert CAS_FE_SSL @Up
¥ HTTP Compression

¥ Integrated Caching

i

¥ Protection Features
¥ EdgeSight Monitoring ¢
¥ Load Balancing

& AA - Application Traffic
= Content Switching

Virtual Servers
Policy Labels

Policies

# Cache Redirection

# GSLB

* Rewrite

1P Address.

‘ Port ‘ Protocol

105172156 8 HTP

105172156 43 ssL

105172165

80 HTTP

105172165 43 ssL

¥ Responder

Statistics |
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7. Monitoring — NetScaler Dashboard

NetScaler provides Dashboard to display System Overviews, Logs, and Service Summary per
Service Group(s):

7.1 By Service Groups

Under CASServers-SSL , Exchange_IMAP4, Exchange POP3, and Exchange SMTP service
groups -

f=lre-=s
G@[ hitpi//10.5172.124/menu/st ~ B & X [ 473 citric Netscaler VPX - Dash... x | ‘ {) o ded
x @ Convert v [ Select
NetScaler VPX (1000) 10.5.172.124(ns10) NS10.0: Build 69.4.nc, Date: Jul 14 2012, 07:21:20 nsroot CITRIX
Dashboard | Configuration | Reporting Documentation ‘ Downloads
Throughput System Log Q
e e Sun Sep 9 03:12:39 server_vip_NSSVC_HTTP_0.0.0.0:0(app_0_ApplicationsSharePoint_2010)' UP <
Packet CPU Usage Management CPU Usage InUse Memory P AR Sun Sep 9.03:12:53 .10.5.172.151:80_(http- 10.5.172.151280)
i o . 0 0 Sun Sep 9 03:12:53 server_serviceGroup_NSSVC_HTTP_10.5.172.151:80(SharePointServers?10.5172.151
P e ™ P ™ Mbps Mbps Sun Sep 9 03:13:00 MonServiceBinding_10.5.172.150:80_(http-ecv)(SharePointServers?10.5.172,150780)
4 > £ 2 & b, 3 Sun Sep 9 03:13:00 'server_serviceGroup_NSSVC_HTTP_105.172.150:80(SharePointServers?10.5.172.15¢
R : HTTP Requests/s Sun Sep 9 03:13:30 MonServiceBinding_10.5.172.150:80_(http-ecv)(SharePointServers?10,5.172.150780)
- T~ o 1 Sun Sep 9 03:13:30 ‘server_serviceGroup_NSSVC_HTTP_10.5.172.150:80(SharePointServers?10.5.172.15¢
e . s Sun Sep 9 18:54:12 SAVECONFIG start =
998% 8:40% 2085% 5 Sun Sep 9 18:54:16 SAVECONFIG complete -
< I v
GETs vs. POSTS vs. Non-GET/POSTs Requests received [¥] & Service Groups ~|s 4 Default Group | @ Refresh | @) Help
Integrated Cache 2
4 Reportng Interface
Load Balancing 1101 Goto Page:
PBR i
2 RN S
|pess Senice ype. stte.
Priority Queuing (Global) o= ENABLED
0 Priority Queuing Policy
01:13:35 01:13:40 01:13:45 01:13:5¢ RNATIP HrTP GENABLED
RNAT
sst ENABLED
== GETs (Rate) POSTs (Rate) Responder Policy Label L
< Other methods (Rate) ¢ {Responder Policy TCP QENABLED
Rewrite Policy Label
Rewrite Policy e QENABLED
Established Client vs. Server Connections. [ & :Q‘LMP Jep WENABLED
20 Reporting e GENABLED
Services L cp QENABLED
Simple ACL
30— Simple ACL6 ce QENABLED
Sure Connect (Global) b SENABLED
8 Sure Connect Policy
01:13:35 01:13:40 01:13:45 01:13:5¢ System Health SSL_BRIDGE QENABLED
ig,'e'" o = Tcp GENABLED
~- Established client connections Transform Policy Label SSL_BRIDGE GENABLED
Established server connections Transform Policy =
UDP cp GENABLED
VLAN
VPN E
VPN Virtual Servers -

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc.

Page 50



B paloalto

e ek e by campary”

| CITRIX

N

4.nc, Date: Jul 14 nsroot

< Established client connections
Established server connections

~ B C X || 7 Citrix NetScaler VPX - Dash... %

aler VPX (1000 172.124(ns10)

Throughput System Log
ran o Sun Sep 9.03:1239 server_vip_NSSVC_HTTP_0.00.:0(app_0_ApplicationsSharePoint 2010} UP -
Packel CPU Usage Management CPU Usage InUss Memory P! oty Sun Sep 9.03:12:53 .105.172.151:80_(http- 172.151280)
o o " Sun Sep 9 03: > NSSVC_HTTP_105.172. 172151
(. I i
) SR e OMbps o""P‘ Sun Sep 903:13:00 10517215080, (http- 172150780)
o A . 4 Sun Sep 9 03:13:00 'server. ) NSSVC_HTTP_105.172. 17215
3 - s HTTP Requests/s. Sun Sep 9 03: 105.172.150:80_(http 105.172.150780)
pERSN m, o~ «r‘ o uJ i Sun Sep 9031330 ‘server , NSSVC_HTTP_105.172 17215¢
Sun Sep 9 18:54:12 SAVECONFIG start =
omms D 2aT, ) Sun Sep 9 18:54:16 SAVECONFIG complete 2
G ™ | 3
| GETs s, POSTs vs. Non-GET/POSTs s | oups (30 summary| 7 Defaut Group | @ Refresn | @ Help
. et Service Groups Statistics [CASServers-SSL]
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7.2 Per Server

Under Service Group Member Summary, service details including # of Requests, Reponses can
be found:
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8. Palo Alto Networks Next-Generation Firewall Deployment

The Palo Alto Networks next-generation firewall safely enables enterprise applications in the data
center and delivers meaningful segmentation by application, user and content. It identifies all traffic
sent to the Microsoft Exchange servers, based on actual application, not just port or protocol.
Access to the Microsoft Exchange servers can be further restricted to only the authorized users or
groups. All content is scanned for malicious content - viruses, malware, and spyware — and
dropped before they can reach the data center servers.

8.1 Data Center Segmentation

In an Exchange data center implementation, there will be several different roles performed by the
servers. In smaller implementations, some of these roles can be combined in a single server. For
large Exchange installations, the different server roles will be deployed on dedicated physical or
virtual servers.

In order to properly segment and secure a large Exchange implementation, the different server
roles will be isolated in dedicated security zones that can only be accessed by authorized users
with authorized applications.

In this reference design, there will be segments for the Exchange Client Access Servers, Edge
Transport Servers, Hub Transport Servers, and Mailbox Servers. Users and administrators
accessing the Exchange servers will come from the External zone, and there will be an
infrastructure segment in which the Active Directory Domain Controllers reside.

S Client Access: Zone 1-—

° (CAS) Front-End

N a

S Edge

> Transport Zone 2 -

X (ET) DMz

W | 4 Zone 3 -

M‘ Mailboxes Back-End

Hub Zone 4 —
Transport | Mid-tier
(HT)

Directory Zone 5 —
(AD) Infrastructure

X

To build these segments in the Palo Alto Networks firewall, the following zones will be created:

Web — Exchange Client Access Servers
DMZ — Edge Transport Servers
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Application — Hub Transport Servers
Database — Mailbox Servers
Active-Directory — Domain controller
External — Users and administrators

For example, to create the Web zone, go to the Network tab, under the Zone section and click Add.

B User ID Include List User ID Exclude List
tification

Name | Web User Identification ACL
Type | Layer3 - —| Include List o |

Wre- \

ess or address group or type in your own
ss. Ex: 192.168.1.20 or 192.168.1.0/24

(H)Add [(—)oelete
Users from thase addresses/subnets will be identified.

—| Exclude List &

[@DAdd (=)pelete

Zone Protection Profile | None - address.

S group o type in your own
0 or 192.168.1.0/24

Log Setting | None

[ Enable User Identification

[@Add [=)pelete

Users from these addresses/subrets will not be identified.

rm N

+) Add

_ =

Enter the name of the zone, the type — Layer2 or Layer3, and click the check box for Enable User
Identification.

Repeat this for each of the required zones.

8.2 Security Policy

The Palo Alto Networks next-generation firewall security policy is zone-based. Each segmentin a
data center deployment will be in a separate zone. Once the traffic flow is understood, the security
policy can be written based on actual application, not just ports and port ranges. Allowing the
following protocols between the specified zones will enable Exchange, while restricting non-
Exchange traffic.

Every Exchange implementation is different, and depending on the features and services enabled,
the specific applications between zones, as well as the required zones, may vary. This will serve
as a starting reference for a working Exchange security policy.

Source Zone Destination Zone Application

Active-Directory DMZ netbios-ns
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dns

Active-Directory

Web

ms-ds-smb
msrpc
netbios-dg
netbios-ns
netbios-ss

Application

Active-Directory

dns
kerberos
Idap
ms-ds-smb
ms-netlogon
msrpc
netbios-dg
netbios-ss
rpc

Application

Database

ms-ds-smb
msrpc
netbios-dg
netbios-ss

Application

External

dns
kerberos
rpc

Database

Active-Directory

active-directory
dns

kerberos

Idap
ms-ds-smb
ms-netlogon
msrpc
netbios-dg
netbios-ss

rpc

Database

Application

ms-ds-smb
msrpc
netbios-dg
netbios-ss

Database

External

web-browsing

DMz

Active-Directory

dns

Idap
ms-ds-smb
netbios-dg
netbios-ss

DMz

External

web-browsing

External

Active-Directory

active-directory
dns

kerberos

Idap
ms-ds-smb
ms-netlogon
msrpc
netbios-dg
netbios-ss

rpc

External

Application

smtp
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imap
ms-ds-smb
ms-exchange
msrpc
netbios-dg
netbios-ss
outlook-web
pop3
rpc-over-http
ssl
web-browsing
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Web

Active-Directory

active-directory
dns

kerberos

Idap
ms-ds-smb
ms-netlogon
msrpc
netbios-dg
netbios-ss

rpc

Web

Application

ms-ds-smb
msrpc
netbios-dg
netbios-ss

Web

Database

ms-ds-smb
msrpc
ms-exchange
netbios-dg
netbios-ss
rpc-over-http
ssl
web-browsing

Web

External

active-directory
dns

kerberos

Idap
ms-ds-smb
ms-netlogon
msrpc
netbios-dg
netbios-ss
rpc
web-browsing

To create the security policy, each of these source and destination zone pairs will represent one

CITRIX

rule in the security policy. For example, to create the “Application to Database” security policy, on

the Palo Alto Networks firewall, go to the Policies tab (on top), and the Security section (on left),

and click Add (on bottom). Enter the hame of the security policy rule.
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Dashboard AcC Moniter Policies Objects Network Device

& Commit 5 Save

&8 Security
2 NAT
ot QoS

5 Decryption

&> Captive Portal
[ Dos Protection

52 Policy Based Forwarding

Application Override

Add (Spelete [@clo
M-S

, |26
Name Tag Zone Address. User HIP Profile Zone Address. Application Service
Security Policy Rule
[Source [User [ Destination | Application | Service/URLCategory | Actions
Name /Description
Name
Application to Database |
Description
Add (S)Delete [C)Clone nable ()Disable | (F)Move Top ve Up [¥)Move Down  (E]Move Bottom | [_] Highlight Unused Rules 0 rule(s)
15 Tasks

admin |

Click on the Source tab and click Add. Select the Application zone.

paloN;—;ws

Dashboard ACC Monitor Policies Objects Network Device

& Commit ¢§ Save

59 Security
3+ NAT
ok QoS

&5 Decryption

$- Captive Portal
[ Dos protection

55 Policy Based Forwarding

Application Override

Name:

hrtps://10.5.172.22/#

S8R

Add (=)Delete ()Clone

Tag Zone Address User HIP Profile Zone Address

[User [ Destination | Application | Service/URL Category | Actions

R

[ Negate

nable ()Disable | (F)Move Top Move Down (&) Move Bottom | [_| Highlight Unused Rules
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Click on the Destination tab and click Add. Select the Database zone.

Objects Network Device

Security
3 NAT

8. Qos
52 Policy Based Forwarding
€5 Decryption

[E Application Override
8> Captive Portal

¥ DoS Protection

Name Tag Zone Address User HIP Profile Zone Address Application

Security Policy Rule ®
General | Source |User ]| Application | Service/URL Category | Actions

Select v [ Any
. 1 Destination Zone a ’T Destination Address a
" Database
® &

Hame Address

(H)Add [=]pelete (+)Add [~]Delete

["] Negate
e

[Fadd
S[-18-1E2- 18- @add = Highlight Unused Rules

Logout
https://10.5.172.22/# I

\

Service

0 rule(s)

i

Click on the Application tab and click Add. Four applications will be added to this rule: ms-ds-smb,
msrpc, netbios-dg, and netbios-ss. Begin typing the first application name and select it when it
appears in the list.

Objects Network Device

Security
S0 NAT
s QoS
5 Policy Based Forwarding Name Tag Zone Address User HIP Profile Zone Address Application
&5 Decryption
[ Application Override
£ captive Portal
¥ Dos Protection
Security Policy Rule ®
General | Source | User | Destination WVICUULN| Service/URL Category | Actions
[y
. T Applications &
ms-ds| -
® &= Application
ms-ds-smb

Name Address
New [ Application Filter (E5| Application Group

(HAdd (=)Delete

L o f o ]

Add

S-S~ @&~ (+)Add [~

—

Highlight Unused Rules

Service

0 rulefs)

o
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Repeat for the remaining applications in this rule.

M p nETWORKE Dashboard ACC Monitor Objects Network Device & Commit §  [E Save
(?)

Secuity 5 b (x)
3+ NAT ‘ |

ofis QoS

55 Policy Based Forwarding
&5 Decryption

Application Override

$- Captive Portal

[ Dos protection

Name: Tag Zone Address User HIP Profile Zone Address Application Service

Security Policy Rule

T ATl Application [ )

. i Applications a
ms-ds-smb
-
3 =  merpc
. Ao ~ netbios-da
netbios-ss
(-]
=n
BAdd (=
N0 121 & ([DAdd (S)oelete [Dclone (V)Enable (Disable | (E)Move Top (F)Move Up [#)Move Down (Z)Move Bottom | [ Highlight Unused Rules 0 rule(s)

Logout o
https://10.5.172.22/# I

Click OK. The rule will be added to the security policy. Repeat this process for each of the source
and destination zone pairs listed above.

aloalto P
',', p METWORKS Dashboard ACC Moniter ‘ Policies Objects Network Device & Commit ¢§ [ Save
S @Help

- |p®
Source

Name Tag Zone Address User HIP Profile Zone Address Application Service Action Profile

Application to Datab... none 8 Application  any any any 8 Database any ms-ds-smb any (] ol
msrpc
netbios-dg
netbios-ss

s
()Add (Joelete [[JClone (v)Enable (JDisable | (F)Move Top (#)Move Up (¥)Move Down [3)Move Bottom | [_] Highlight Unused Rules 1 rulefs)
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8.3 User Identification

The Palo Alto Networks firewall also allows security policy to be further refined by end user or
group, not just source IP. Certain servers, or certain applications in the data center may only need
to be accessed by specific people or groups. The next-generation firewall will retrieve user and
group information from the local user directory service, and allow that information to be used in
security policies.

For example, the Exchange servers may need to be accessible by system administrators with
Remote Desktop for management purposes. But, other users do not need this access. The
security policy rule allowing the applications, in this case, ms-rdp and t.120, would only be
accessible by the administrators group. Exchange would be accessible by other users using the
client applications.

B paloalio

Policies Network Device

Dashboard Monitor

Objects

Name Tag Zone Address User HIP Profile Zone Address = Application Service Action Profile = Options
Remote Access none  fif) 12-Bxternal | any 9 enterprise\administrators [any (i 1 2-Web any any (V] none (=]
DMZ-Ex none | () 12-DMZ any any any [ 12-BExternal  any any (V] nor =]
Ping none  any any any any any any ik © none. | &
Web-App none [ 1 2-Web any any any (iR L 2-App any (V] none

netbios-ss

8.4 Threat Protection

In addition to validating the application used to access a security zone and the user initiating the
request, the next-generation firewall can scan the network traffic for known and unknown threats.
These include viruses, malware, spyware, or files with confidential data. By creating a security
profile that scans traffic into the data center, the firewall can prevent a user from unknowingly
infecting data center servers with malware, or getting infected from a compromised server.

Each rule in the security policy can have its own security profile applied, allowing for the greatest
flexibility in setting policy. For example, you may have a strict security profile blocking viruses,
malware, and spyware on traffic that originates outside the data center and accesses the front-end
servers, but not have any inspection on traffic between the application and database servers.

To begin creating the security profile, locate the Profile column in the security policy page. If
nothing has been configured there yet, it will indicate “none”.
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paloalto

NETWORKS

| Policies

Dashboard Monitor Objects Device & Commit & & Save

Destination

AD-Web netbios-ns
App-Web none gy |2-App any any any 23 L2-Web any ms-ds-smb any (V] none
msrpc
netbios-dg
[ netbios-ss
App-DB none @@ [2-App any any any £#) L2-DB any. ms-ds-smb any (V] none B
msrpc
netbios-dg
q netbios-ss
Ex-Web none g L2-External any any any 23 L2-Web any imap any (V] none ]
ms-ds-smb

B @

ms-exchange

msrpc

[E netbios-dg

netbios-ss

outlook-web

more...
Ex-App none g L2-External any any any 27 L2-App any [ smtp any (V] none @
Web-Ex none  pig L2-Web  any any any ) L2-External any active-direct... any (] none @

Click the “none” and a dialog window will open. Choose “Profiles” from this window to configure
the security profile.

paloalto

[ Dashboard

Monitor Policies Objects Network

Device I & Commit & B Save

G >

Name Tag Zone Address User HIP Profile Zone Address = Application Service Action Profile = Options

AD-Web none (iR L2-AD any any any iR L2 any any (V] NONE B

App-Web none  gm L2-App any any any i L2 any any & none B

R . Profiles

App-DB none i3 L2-App any any any < none =)
Profile Type | None

Ex-Web none iy L2-External any any a0y 4 fone 2

ms-ds-smb

ns-exchange
rpe
netbic

nethi

utlook-web

fa) | 2-E

% L2-Web any any any
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In the security profile window, select the specific profile settings for each of the different areas,
Antivirus, Vulnerability Protection, etc. Some of these will have pre-configured profiles, such as
“default” or “strict”. These pre-configured options can be chosen, or a customized profile can be
created. Please see Palo Alto Networks Administration Guide for details on creating custom
profiles.

¥R paloalic

Dashboard ACC Monitor Policies Objects Network Device

Name Tag Zone Address User HIP Profile | Zone Address  Application Service Action Profile  Options
(577 i —
8
Profiles ®
(5
Profile Type Profiles v
Antivirus  default v K
Vulnerability Protection strict v ¥
S Anti-Spyware | strict > |
URL Filtering None v
File Blocking None 2.8
Data Filtering None v

Click OK, and the new security profile should now be part of the security policy rule. This will be
displayed with icons for the specific areas that profiles were chosen for.

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc. Page 65




Bpaoalo | ciTRIX

e Ptk e 1y comparny”

N

paloalto

Dashboard

Monitor  [IEXSUTT Network & Commit & (B Save

Destination

[

AD-Web any £ 12-Web  any netbios-ns  any @ none
App-Web none g L2-App any any any R 12-Web any ms-ds-smb any (V] none
msrpc
netbios-dg
netbios-ss
App-DB none gy L2-App any any any {9 L2-DB any ms-ds-smb any (/] none
msrpc
netbios-da
& netbios-ss
=) imap

Ex-App none | geg L2-External any any any £ L2-App any smtp any (V] | none
Web-Ex none g L2-Web any any any £ | 2-External any active-direct... any V] none

Repeat this process for all of the rules that a security profile should be applied to.
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