PALO ALTO NETWORKS: xapaktepuctuku cepuun PA-2000

Cepusa PA-2000

KJIACCUDUKALUA BCEX NPUJIOXKEHWUN, HA BCEX
MOPTAX, B JIOBEOE BPEMS C MOMOLLIbIO APP-ID™.
* WpeHTnduKaLmsa npuioxeHns He3aBUCUMO
oT nopTa, wudbposaHns (SSL nan SSH) n
MCMoNb3yeMoi TeXHUKN MacKUPOBKU.

MpuHaTWe Bcex pelueHunit B obnactu BesonacHoctu
Ha OCHOBeE [lJaHHbIX O MPUNIOXKEHWK, @ He nopTa:
paspeLueHue, 3anpeT, NnaHMpoBaHue, NPOBEpPKa,
dopmupoBaHue Tpaduka.

Knaccuoumkauns HempgeHTUOMUNPOBAHHbIX
NPUNOXKEHWI B LLeNsiX KOHTPoAs cobnopgeHus
npaBwW, UCCNefoBaHUS Yyrpo3, CO3AaHUSA
nonb3oBatenbckux App-ID nnu 3axsaTa nakeToB
onsa paspabotku App-ID.

BO3MO>XHOCTb PACNIPOCTPAHEHUSA NPABUN

BE30MNACHOI0 PA3PELLEHUA AOCTYNA

MNPUNOXKEHMAM HA NIOBOI0 NOJIb30BATEJIA

W JINBOE MECTO C MOMOLLbKO USER-ID™ U

GLOBALPROTECT™.

* BesareHTckas nHterpaums ¢ Active Directory, LDAP,
eDirectory Citrix n cny>xxbamu TepmuHanos Microsoft.

* Nnterpaums c NAC, 6ecnipoBogHbiM 802.1X v
LPYrUMU HecTaHAAPTHBIMU M0JTb30BaTEIbCKUMM
peno3uTopusiMm ¢ nomolubio XML API.

* [pMeHeHWe cornacoBaHHbIX NpaBw os
JIOKasbHbIX 1 yAaneHHbIX NoNb30BaTeNen,

pabotatoyx Ha nnatdopmax Microsoft Windows,
Mac 0S X, Linux, Android nnwn i0S.

3ALLUTA OT BCEX YIP0O3 - KAK U3BECTHbIX, TAK

W HEU3BECTHbIX - C MOMOLLIbIO CONTENT-ID™ U

WILDFIRET™.

* BroknpoBaHue LWMPOKOro crnekTpa N3BeCTHbIX
yrpo3, BK/toYas BTOPXKEHWS, BPEAOHOCHOE 1
wnuoxckoe 0, Ha Bcex nopTax, He3aBMUCKUMO OT
06LLel NpUMeHsieMol TakKTUKM MaCcKUMPOBKM Yrpo3.

OrpaHnyeHue HecaHKLMOHWPOBaHHOW Nepefayn
balnoB 1 KOHOUAEHUMANbHbIX LAHHbLIX 1 KOHTPOJb
nonb3oBaHNs VIHTEPHETOM B LieNIsiX, He CBA3aHHbIX C
paboToi.

NneHTndukaums HensBeCcTHbIX BPEAOHOCHbIX
nporpamM, aHanus ¢ Lefbio BbiBieHus bonee

yem 100 TMNOB BPEL,OHOCHOTO NOBEAEHMS,
aBToMaTU4eckoe co3fjaHvie 1 gobasieHne curHaTyp
npu oyepesHoM 06HOBIEHUN.
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PA-2050

PewweHne cepum PA-2000 ot Palo Alto Networks™ coctonTt
13 [BYX BbICOKONPOM3BOAMTENBHbIX MnaTdopM, PA-2050

n PA-2020, kaxaas 13 KOoTopblX OpMEHTUPOBaHa Ha

MCMONb30BaHWe B BbICOKOCKOPOCTHbBIX MHTEPHET-LLI03aX.
Cuctema cepum PA-2000 ynpaBnsieT notokamm Tpaduka B CETH,
MCMONb3YS BblAENEHHbIE BbIUMCAWTENbHbIE PECYPCHI U NaMsATb
LN opraHm3aLmmn paboTsl ceTu, obecneyeHns besonacHocTy,
NpefoTBPaLLEHNS YIPO3 M OCYLLECTBAEHVS YNpaBieHus.

BbICOKOCKOPOCTHASI TTaHEb Pas/ie/ieHa Ha OT/IEIbHbBIE TIAHEIH /IS JAHHBIX 1
YIIPABJICHVsI, TEM CAMBIM FAPAHTUPYS HEIIPEPBIBHYIO BO3ZMOXKHOCTD OCYIIECTBIICHVST
YTIPABJIEHWs1, HE3ABUCKMO OT MHTeHCHBHOCTH Tpaduka. Cucrema cepum PA-2000
ua ocuose PAN-OS"™, ornepauoHHoi#i cuctempl jiist 0GecrieveHns: 6e30MacHOCTH,
KOTOpasi MO3BOISIET GE30TACHO PA3PEIIATh JOCTYII TIPUIOKEHUSIM C TIOMOIIBIO
App-ID, User-1D, Content-ID, GlobalProtect u WildFire.

NPOU3BOAUTEJIBHOCTb U

MPOMYCKHASAl CMOCOBHOCTb! PA-2050 PA-2020
MponyckHas cnocobHOCTb MEXCeTeBOro

skpaHa (npu BkntoueHHom App-1D) 1 F6ut/c 500 M6ut/c
MponyckHas cnocobHocTb npu

npeaoTBpaLLeHNN yrpo3 500 Mbut/c 200 Mbut/c
MponyckHas cnocobHocTb IPSec VPN 300 M6ut/c 200 M6ut/c
Yncno HOBbIX CeaHCOB B CEKYHAY 15000 15000
Makc. kon-Bo ceaHcoB 250 000 125000
Yucno IPSec VPN TyHHenei/TyHHenbHbIX

nHTepdeiicos 2000 1000
Yucno ofHoBpeMeHHbIX Nonb3oBaTenen

GlobalProtect (SSL VPN) 1000 500
Yucno ceaHcoB pacwmpoBkm SSL 1000 1000
Yucno Bxopawmx ceptudumkatos SSL 25 25
Yucno BUpTYyanbHbIX MapLLPYTU3aTOPOB 10 10
Yncno BUpTyanbHbIX CUCTEM

(6a30BbIN BapuaHT/Makc.?) 1/6 1/6
Yucno 30H besonacHocTu 40 40
Makc. kon-Bo NoMTUK 5000 2500

! IIpou3BOAUTEIBHOCTD U HPOITYCKHAs CIIOCOOHOCTD U3MEPSIIOTCS B HACAIBHBIX YCIOBUSAX TECTUPOBAHMUS

¢ ucnionbzoanuem PAN-OS 5.0.

2 [linst poGasnenusi K 6a30BOMY BAPUAHTY JOMOIHUTE/IBHBIX BUPTYAJIbHBIX CHCTEM HEOOXOANMO KYIUTb OTAE/IBHYIO

JIMLIEH3HUIO.

ITonnoe onmcanne XAPaKTEPUCTHUK MEKCETEBOTO 3KpaHa HOBOI'O ITOKOJICHUSA

cepun PA-2000 moxxHO HatTh IO aapecy: www.paloaltonetworks.com/literature.


http://www.paloaltonetworks.com/literature

CNELMOUKALIUN OBOPYAOBAHUA

WHTEP®EMNCHI

» PA-2050: (16) 10/100/1000, (4) onTuyeckmx rrabutHbix SFP-Momyna
» PA-2020: (12) 10/100/1000, (2) Ontuueckuin rurabuthelin SFP-moaynb

UHTEP®EWCHI CUCTEMbI YNIPABJIEHUSA
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MAKC. MYCKOBOM TOK

¢ 70 A npu 230 B nepeMeHHoro Toka; 35 A npu 115 B nepeMeHHoro Toka

BO3MOXXHOCTb YCTAHOBKW B CTOMKY (TABAPUTbI)

e (1) MopT ans ynpaeneHus no BcnoMoratensHoMy kaHany 10/1000,
(1) nopt koHconu RJ-45

EMKOCTb

e 1U, ctangaptHas 19-gronmMosas croka (1,75 (B) x 17 () x
17 (L) proma)

BEC (PACMTAKOBAHHOE/YNAKOBAHHOE)

o XecTknit guck emkoctbto 160 banT

MUTAHUE (CPEAHAS/MAKCUMANIbHAS MOTPEBJIIEMASI MOLLHOCTb)

® 6,8 kr/9 kr
BE30MACHOCTb

e 250 BT (105 B7/120 B7)
MAKC. TENJIOBbIAENEHME (BTE/Y)

* UL, CUL,CB
3JIEKTPOMATHUTHBIE MOMEXU

° 409
BXOAHOE HANPSXXEHUE (HACTOTA BXOAHOI0 CUTHAJIA)

e FCC knacca A, CE knacca A, VCCI| knacca A
CEPTUOUKALNSA

* 100-240 B nepemenHoro Toka (50-60 )

MAKCUMAJIbHbIX NOTPEBASIEMbIN TOK

e FIPS 140 ypoBHs 2, obwue kputepun EAL2, ICSA, UCAPL
YCJ10BUS 3KCIJTYATALLUU

¢ 1,5 A npu 100 B nepemMeHHoro Toka

HAPABOTKA HA OTKA3

e 7.3 ropa

CETEBbIE MAPAMETPbI

UHTEP®ENCHBIE PEXXUMbI

* BTOporo ypoBHsi, TpeTbero ypoBHsl, Tap, BUPTYasbHbIi NPOBOA
(npo3payHbIn pexxum)

MAPLUPYTU3ALINA

* Bo3MoxHas TeMnepaTypa okpy>atollei cpefbl Npu sKCnayaTaLum:
o1 0 o 50 °C

* Bo3MoxHas TeMmnepaTtypa oKpy>KaloLein cpeabl MpU XpaHeHUu:
o7 -20 o 70 °C

VLAN

e Pexxumbl: OSPF, RIP, BGP, cratnyeckun

e Pasmep Tabnuubl nepeagpecauuu (anemMeHToB Ha ycTpoiicteo/Ha VR):
5 000/2 500 (PA-2050), 2 500/2 500 (PA-2020)

e [epeappecalus Ha OCHOBE MOJINTUK

¢ [poTokon Touka-Touka yepes Ethernet (PPPoE)

e MHoroagpecHas paccbinka: PIM-SM, PIM-SSM, IGMP v1, v2 u v3

BbICOKAAl TOTOBHOCTb

e VLAN-teroe 802.1q Ha ycTpoiicTBo/Ha nHtepdenc: 4,094/4,094
* Makc. Kon-Bo uHTepdeiicos: 2 048 (PA-2050), 1 024 (PA-2020)
» 06beanHeHHble nHTepdericsl (802.3ad)

NAT/PAT

o PeXuMbl: aKTUBHbI/aKTUBHbIW, aKTUBHbIA/NAaCCUBHBbIN
e ObHapy>xeHne cboeB: MOHUTOPUHT NYTWU, MOHUTOPUHT HTEpdelica

HASHAYEHUE ALLPECOB

e Makc. kon-so npaswn NAT: 1,000

» Makc. kon-Bo npasun NAT (DIPP): 200

e lnHamuyeckuit nyn IP-agpecos 1 noptoB: 254

e [lnHamuyeckuin nyn IP-apgpecos: 16 234

o Pexkumbl NAT: 1:1 NAT, n:n NAT, m:n NAT

e MpesbiweHune numuta nognucku DIPP (yHukanbHbix IP-agpecos
MyHKTa HAa3HaYyeHWs B pacyeTe Ha NopT-UCTOYHMK U [P): 2

* NAT64

BUPTYAJIbHbI NMPOBOJ,

» HasHaveHue agpeca gns ycrpoictea: DHCP-knueHT/PPPoE/
cTaTn4yecknn

¢ HasHayeHve agpeca ans nosnb3osatesnen: DHCP-cepsep/
DHCP-pene/ctatudeckuit

IPVé

* Makc. Koni-Bo BUpPTyanbHbix nposogos: 1024 (PA-2050), 512 (PA-2020)
® Tunbl MHTEPENCOB, 3aKpenyieHHble 3a BUPTyaslbHbIMU MPOBOAAMMU:
dusnyeckme n cybruHTepdeicsl

NEPEAJPECALIUA BTOPOI'0O YPOBHA

* BToporo ypoBHs, TpeTbero ypoBHs, Tap, BUPTyasbHbI NPOBOA,
(npo3payuHbIn pexxmm)
e OyHkuwmu: App-ID, User-ID, Content-ID, WildFire n paclundposka SSL

CTPAHUUA 2

e Pasmep Tabnumupsl ARP Ha yctporctso: 2 500 (PA-2050), 1 000 (PA-2020)
e Pa3zmep Tabnuubl MAC Ha ycTpoiicTso: 2 500 (PA-2050), 1 000 (PA-2020)
e Pasmep Tabnuubl cocepHmx anemenToB [Pvé: 1000
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BE30MACHOCTb

MEXXCETEBOW 3KPAH

* YnpaB/ieHne NMPUI0XKEHNSIMU, NOIb30BATENSIMU U KOHTEHTOM Ha
0CHOBE MOJIUTUK

e 3awmTa GparMeHTUPOBaHHbLIX MaKeToB

e 3aLumMTa OT WNNOHCKOro CKaHWpPOBaHUs

* 3aluuTa OT aTak, CBA3aHHbIX C 0TKa3oM B obcnyxusanum (DoS)/
pacrpefienieHHbIX atak, CBA3aHHbIX C 0TKa3oM B obcnyxusarum (DDoS)

e lewundposka: SSL (Bxoaawmii n ncxoaawmii tpaduk), SSH

WILDFIRE

o ineHTudMKaLMs 1 aHann3 U3BECTHbIX U HEU3BECTHbIX $alsibl Ha
npepnMet 6onee yem 100 BUAOB BPEJOHOCHOMO NOBEAEHMUS

e Co3gaHue 1 aBToMaTMyeckas ycTaHoBKa 3aluThbl OT HelaBHO
0bHapy>KeHHbIX BPeAOHOCHBIX MPOrpamMM Yepes obHOBNEHWE CUTHATYp

e ObHoBneHue curHatyp WildFire meHee yeM B TeueHue 1 yaca,
MHTErpu1poBaHHoe co3aaHve/oTnpaska ot4eTos; goctyn K WildFire
API pns nporpammHoi otnpaBku o 100 obpasuos n Ao 250 otyeToB
C noMolbio x3wwa Gpannos B feHb (TpebyeTca nognuckal

OUNBLTPALMUA ®ANNOB U AHHBIX

e [lepepaya dainoB: AByHanNpaBfieHHbINA KOHTPOb bonee yem
60 yHUKanbHbIX TMNOB dainos

* Mepefaya AaHHbIX: ABYHaNpaBAeHHbI KOHTPOb
HeCcaHKLVOHMPOBaHHO NepeAayn HoMepoB KPEeAUTHBIX KapT 1 HOMEPOB
COLManbHOro CTpaxoBaHus

e 3aluMTa OT CKpbITON 3arpy3Ku

MOJIb30BATEJIbCKASl UHTErPALLUSA (USER-ID)

¢ Microsoft Active Directory, Novell eDirectory, Sun One u gpyrue
cnyxbbl kaTanoros Ha ocHose LDAP

e Microsoft Windows Server 2003/2008/2008r2, Microsoft Exchange
Server 2003/2007/2010

e Cnyx6bl TepMuHanos Microsoft, Citrix XenApp

e /icnonb3oBaHue uHtepdeiica APl XML ans nnuterpauum c
HecTaHAapPTHbIMY MONb30BATENbCKUMU PEMO3UTOPUSMU

IPSEC VPN (CAWAT-CAMT)

e OBMeH knito4amu: pyyHoit kntoy, IKE v1

e Lindpposanue: 3DES, AES (128-6utHoe, 192-6utHoe, 256-6uTtHoe)
e AyteHTudukaumna: MD5, SHA-1, SHA-256, SHA-384, SHA-512

e CozpaHue anHamnyeckux VPN-TyHHenen (GlobalProtect)

MPEAOTBPALLEHUE YITPO3 (TPEBYETCH MOAMUCKA)

e 3aluTa oT yA3BUMOCTEN MPUSIOXKEHWIA, OMepaLLMOHHOW CUCTEMBI

e 3alyMTa OT BUPYCOB Ha OCHOBE MOTOKOB (B TOM YMCrie OT BUPYCOB,
BcTpoeHHbix B HTML, Javascript, PDF v Bupycos B cxatbix dainax),
NporpaMM-LUNMOHOB, YepBen

®UNBbTPALIUA URL-AJPECOB (TPEBYETCSH MOAMUCKA)

e [lpeponpepeneHHble U Nonb3oBaTenbckue kateropuv URL

e Kaw B ycTpovicTBe Anst HefaBHO oTkpbiBaBlwnxca URL-agpecos

o Kateropus URL-agpecoB Kak 4acTb KpUTEpUEB COMOCTaBEHUS MpK
obecneyeHnn bezonacHocTu

* IHpopmaLms o BpeMeHu JOoCTyna K CTpaHuLam

KAYECTBO OBCJTY)KUBAHUS (Q0S)

o OopMupoBaHmue TpadmKa Ha OCHOBE MOUTUK, YUUTLIBAIOLLMX TaKue
KpUTepum, Kak nosb3oBaTesb, UCTOYHUK, HAa3HaYeHue, uHTepdeiic,
VPN-TyHHenb IPSec n ap.

e 8 knaccoB TpaduKa ¢ rapaHTUpPOBaHHLIMU, MAaKCUMaIbHBIMU U
NPUOPUTETHLIMU MapaMeTpaMu NPOMYCKHON CMoCoBHOCTM

e CpeAcTBO MOHUTOPUHIA MPOMYCKHOM CMOCOBHOCTU B peasibHOM BpeMeHU

* MapKnpoBKa NMpYopUTU3MPOBaHHBIX CIYXB Ha 0CHOBE MOIUTUK

o Kon-Bo nopaepxkuBaeMbix GuUanyecknx MHTepdencos Ans Kayecrsa
obcnyxuBaHus: 4

SSL VPN/YOANEHHbINA J,OCTYN (GLOBALPROTECT)

e LLinto3 GlobalProtect

¢ [opTan GlobalProtect

¢ [lepenaya paHHbIX: IPSec ¢ pe3epBHbIM pexxuMoM SSL

e AyteHTudpukaums: LDAP, SecurlD nnu nokansHas B,

o Knuentckas OC: Mac 0S X 10.6, 10.7 (32/64-pazpspgHas), 10.8
(32/64-pazpapHasn), Windows XP, Windows Vista (32/64-pa3pagHas),
Windows 7 (32/64-pazpspaHas)

¢ [opaepxka cTopoHHMX knneHToB: Apple i0S, Android 4.0 n
nocnepywowmx sepcuit, VPNC IPSec ansa Linux

YNPABJIEHUE, CO3AAHUE OTYHETOB, UHCTPYMEHTbI OB30PA

® VIHTerpmpoBaHHbIi Beb-nHTepdeiic, MHTeppeiic KoMaHAHON CTPOKM
WY LieHTpanu3soBaHHoe ynpasnexuve (Panorama)

© MHOrosi3bl4YHbIN NOSIb30BaATENLCKUIA MHTEPDENC

e Syslog, Netflow v9 u SNMP v2/v3

e REST API Ha ocHoBe XML

o [paduueckoe npefcTaBieHNe CBOAHbIX AAHHbIX MO MPUIOXKEHUSM,
URL-kaTeropusm, yrposam u gaHHsiM (ACC)

e [TpocMoTp, GpUNLTPALMS 1 3KCNOPT XypHanoB GuasTpaLuv Tpaduka,
yrpo3, WildFire, URL n gaHHbIx

e [MonHoOCTbIO HacTpanBaeMble OTYETbI

[MonHoe omnmcaHue XapaKTEPUCTUK MEKCETEBOTO 9KpaHa HOBOTO rokoseHust cepurt PA-2000 MOXKHO HAMTH 1O ajipecy:
www.paloaltonetworks.com/literature.
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