
 
 
Technology Partner Solution Brief  
The Palo Alto Networks Technology Alliance Program is comprised of a select group of 
partners to deliver solutions or products that integrate with the next generation 
firewall. 
	
  	
  
SOLUTION  OVERVIEW 
Palo Alto Networks and Solera Networks are combining next generation firewalls with active network forensics 
to enable security administrators to "see" critical attacks, uncover their root cause and quickly adapt their 
infrastructure to prevent recurrence and mitigate risk. Palo Alto Networks offers real innovation in the firewall, 
enabling unprecedented visibility and control of all applications and content -- by user, not just IP address -- at 
high speed with no performance degradation. As a result, the firewall is once again able to function as a strategic 
point of network control. Network Forensics Appliances from Solera Networks make all network traffic and 
data flows instantly visible and replayable, enabling administrators to detect the full source and scope of any 
network security event and protect the network against further attack. The Solera Networks open architecture 
seamlessly integrates with Palo Alto Networks next-generation firewalls, instantly providing full-packet level 
detail to any generated alert and specific details of what happened before and after an alert was triggered, 
including actual artifacts (documents, files, executables, etc.) recreated from raw network packets. 
 
 
 

	
  



	
  
P ALO ALTO N ETWORKS 
Palo Alto Networks™ next-generation firewalls enable unprecedented visibility and granular policy control of 
applications and content – by user, not just IP address – at 10 Gbps network throughput levels. Based on patent-
pending App-ID™ technology, Palo Alto Networks firewalls accurately identify and control applications – 

regardless of port, protocol, evasive tactic or SSL 
encryption – and scan content to stop threats and 
prevent data leakage. Enterprises can, for the first time, 
embrace Web 2.0 and maintain complete visibility and 
control, while significantly reducing total cost of 
ownership through device consolidation. 
 

SOLERA N ETWORKS 
Solera Networks DS Series is a line of high-performance network forensics appliances, including software-only 
virtual appliances, which capture, record and archive 100% of network traffic at speeds up to 10Gbps. The data 
is then accessible instantly via Solera Networks' DeepSee application suite, or via any standards-based network 
forensics software. 
 

 

 
 
 
 
LEARN  MORE 
For more information on the Palo Alto Networks/Solera Networks solution, contact:  

	
  

Palo Alto Networks 
232 E. Java Dr 
Sunnyvale CA 94089 
Phone: (408) 738-7700 
Website: www.paloaltonetworks.com 

Solera Networks 
10713 South Jordan Gateway, Ste 100 
South Jordan, UT 84095 
Phone: (801) 545-4100 
Website: www.soleranetworks.com 


