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1. Overview

Business productivity hinges on providing users of IT resources secure access to the right applications
and the right content — on demand. Enterprise IT strategies are rapidly evolving to support a world in
which any user can safely access any application or data, using any device, from any location.

One of the biggest impediments in achieving this degree of flexibility is the enterprise network. Legacy
networks were built to provide highly reliable connectivity between users, hosts, and networks, but with no
awareness or context of application-layer traffic. This inherently limits the ability of the network to deliver
to users the secure and transparent access to apps, data and virtual desktops they need to be productive,
and to protect the organization from attack. What is required is a new approach — a next-generation cloud
network that safely enables applications with the best-in-class performance and availability.

Palo Alto Networks and Citrix have come together to deliver best-in-class functionality upon which
enterprises can build next-generation cloud networks. In addition to sharing a common vision of which
networks must evolve, each company is delivering best-in-class solutions that already meet these
requirements.

1.1 Best-in-class Solution for Microsoft Sharepoint 2010

Enabling worldwide collaboration, either within the enterprise or over the Internet, Microsoft SharePoint
allows people to share ideas and expertise, create custom solutions for specific requirements and find the
right information to quickly respond to changing business needs.

With SharePoint 2010, the opportunity to optimize, secure, and maximize SharePoint value has never
been greater. This version brings an extensive list of features ranging from business connectivity and
Visio services to detailed user profiles and a richer user interface. With these features, however, there is
an increase in complexity to the client/server interaction and an increase to overall WAN traffic volume.

Customers have long deployed Citrix NetScaler with SharePoint to reduce processing overhead,
accelerate server response times and increase availability and service capacity. Customers have also
deployed Palo Alto Networks next-generation firewalls to safely enable SharePoint applications. Both
Citrix and Palo Alto Networks have extensive experience working with Microsoft in validating
interoperability and verifying benefits of the combined solution.

NetScaler and Palo Alto Networks enhance SharePoint by significantly reducing processing overhead,
server response times, and site-wide security. For SharePoint installations, this means an industry-
leading solution driving the highest return on investment without sacrificing agility or total cost of
ownership (TCO).

To leverage a combined best-in-class solution, this document provides a concise set of step-by-step
deployment instructions required to configure a Citrix NetScaler application delivery controller and Palo
Alto Networks next-generation firewalls to accelerate and safely enable a Microsoft Office SharePoint
2010 deployment.

2. Requirements

Required Component Used in this Document Note
Citrix NetScaler ADC NS10.0 VPX Build 69.4.nc with
Platinum License

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc. Page 3
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Palo Alto Networks Next-Generation PAN-OS 4.1

Firewall
Microsoft SharePoint 2010 Servers 5 Physical/VM servers 2x Web; 1x App; 1x DB; 1x AD
AppExpert SharePoint Template Template File http://community.citrix.com/do

wnload/attachments/49186776
/SharePoint 2010.xml
Deployment File http://community.citrix.com/do
wnload/attachments/49186776
/[SharePoint 2010 deployment
xml

3. Microsoft SharePoint Network Topology

3.1 Environment diagram

(/4

Zone 1l-
e Front-End

SharePoint Web Servers

DS Zone 2 —

< Mid-tier

: ey
%__ SharePoint Application Server

N3 Zone 3 —
§ Back-End
Database SQL Servers
S Zone 4 —
\: Infrastructure
X
Directory (AD) Server
3.2 IP allocations
The following IP addresses were allocated to this reference environment.
Functional Device 1P Subnet Mask
NetScaler IP (NSIP) 10.5.172.124 255.255.255.0
NetScaler Subnet IP (SNIP) 10.5.172.126 255.255.255.0
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SharePoint Virtual IP (VIP) 10.5.172.156 255.255.255.0
SharePoint Web Server 1 10.5.172.150 255.255.255.0
SharePoint Web Server 2 10.5.172.151 255.255.255.0
SharePoint App Server 10.5.172.153 255.255.255.0
Database SQL Server 10.5.172.152 255.255.255.0
Active Directory Server 10.5.172.155 255.255.255.0

4. SharePoint AppExpert Template Installation and Configuration

Configuring Citrix NetScaler for Microsoft SharePoint 2010 is made up of 5 key steps:
1. Setup the underlying network
2. License the system
3. Configure the policies for Microsoft Sharepoint 2010
4, Setup SSL
5. Setup which servers will receive traffic from the NetScaler

The third step in particular is noteworthy.

Traditionally, there are numerous policies that must be configured to correctly enable all of the features
for optimal traffic management for Microsoft SharePoint. Everything from traffic switching to optimization
is affected in this step. With Citrix NetScaler, we are able to leverage the AppExpert AppTemplate for
Microsoft SharePoint 2010 which provides a single configuration file to load in order to get all of the
correct settings configured.

For additional AppExpert Templates for other applications, visit
http://community.citrix.com/display/ns/AppExpert+Templates.

The AppExpert Templates published by Citrix do not contain certain application and custom environment
specific parameter settings. Elements which are not predefined include IP addresses, number of servers,
SSL parameters and others. The following steps show where and how each custom data will be added.

4.1 NetScaler Configuration
During the installation and configuration process, from the main NetScaler screen, administrators will be

able to navigate the menu (in red) panel to configure application specific parameters or to confirm data
already populated by the template.

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc. Page 5
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& Convert + [ Select

NetScaler VPX (1000)

System Information

System Information | System Sessions

System Information

Hardware Information

Setup Wizard... | Upgrode Wizard... | Reboot | Statistics | Call-Home

~ B & X | 7 Cirix NetScaler VPX - Conti. % | B8 Google Voice - Inbox

10.5.172.124(ns10)

& BuuE: 2R ARLE, ..

NS10.0: Bulld 69.4.nc, Date: Jul 14 2012, 07:21:20

The table below summarizes the specific menu and actions within NetScaler which need to be configured
properly in order to complete the SharePoint configuration:

NetScaler Menu NetScaler Sub-Menu Action Comment
System Licenses Manage Licenses Custom added*
Settings Configure basic features Custom added*
Network IPs NetScaler IP, Subnet IP Custom added*
Virtual IP Auto added **
SSL Certificate Root-CA, Server Custom added*
SSL Offload Servers Per VM/Physical Server Auto added
Service Group Per Port Auto added
AppExpert Applications Import Custom added*
Configure Public Endpoints Custom added*
Configure Backend Services Custom added*
Load Balancing Servers Per VM/Physical Server Auto added
Service Group Per Port Auto added
Content Switching Virtual Servers Per VM/Physical Server Auto added

* Please refer below section 4.2 Step-by-Step Installation for custom environment setup
** Auto added —The data will be populated automatically when the template is installed and ‘Custom added’ data is

added (Please do not modify manually ‘Auto added’ data)

4.2 Step -by-Step Installation

The following steps are required to get downloaded SharePoint AppExpert template installed and

operational.
Step | Action Detail Custom Data
1 NetScaler IP, Subnet IP NetScaler initial Configurations (by | NetScaler IP (NSIP), Subnet IP
Setup Wizard) (SNIP)
2 Manage Licenses NetScaler license installation lic license file
3 Configure basic features | NetScaler basic feature settings Feature settings

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc.
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4 Import AppExpert Template Import Template, Deployment files
Template (XML format)

5 Root-CA, Server Security Certificate Installation
Certificates

6 Configure Public Creating virtual servers (IP) to talk | SharePoint Virtual IP (VIP)
Endpoints to multiple backend servers

7 Configure Backend Creating a Service Group IPs for Web Server 1 and Web
Services Server 2

5. Deployment Instruction

This section will describe detailed steps from NetScaler VPX installation and initial configuration to
SharePoint AppExpert template download to full SharePoint service configuration within NetScaler.

5.1 NetScaler Initial Configurations

Administrators can use the NetScaler command-line to set up the initial NSIP, Mapped IP (MIP), and
Subnet IP (SNIP). You can also configure advanced network settings and change the time zone.

For information about MIP, SNIP, other NetScaler-owned IP addresses, and network settings, see the
“Citrix NetScaler Networking Guide” at http://support.citrix.com/article/CTX132369.

5.1.1 Add NSIP, Subnet Mask, and Default Gateway on NetScaler:

At the Console prompt from XenCenter or xSphere client, enter the NSIP address, subnet mask, and then
save the configuration. Use either the SSH client or the NetScaler VPX Console to access the NetScaler
command line to complete initial configuration with default gateway.

> add route 0.0.0.0 0.0.0.0 <gateway ip>

> show route

> save ns config

3.1.2 NetScaler Configuration by Using the Configuration Utility

Once the network connectivity to NetScaler is established, the Configuration Utility can be accessed from
a browser to complete the rest of SharePoint configuration.

Connect to NetScaler on a web browser: http://<NSIP address>. In Start in, select Configuration,
and then click Login. Setup Wizard should start up automatically. Otherwise, Setup Wizard can be
started from menu under Netscaler>System Information:

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc. Page 7
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NetScaler VPX (1000)

it

0.5.172.124 NS10.0: Build 69.4.nc, Date: Jul 14 2012, 07:21:20

Dashboard

System
Network

Cloud Bridge

NS

sst

S5L Offiosd

AppExpert

HTTP Compression
Integrated Caching
Protection Features
EdgeSight Monitoring
Load Balancing

ARA - Application Traffic
Content Switching
Cache Redirection

Gste

Rewrite

Responder

Access Gatewsy

Web Interface

Application Firewall

| Configuration

Reporting

NetScaler  System Information
System Information | System Sessions
System Information
System IP
Netmask
Number of Mapped IP(s)

Node

Time Zone

System Time ~ Th

Last Config Changed Time

dinated Universal Time

21451:03 UTC

Last Config Saved Time  Thy, 6 Sep 2 6:26 UTC

Hardware Information

Documentation | Downloads

Refresh

Platform
Manufactured on
Py

HostId

Serial no

Encoded serial no

5.1.3 Setup Wizard

| Setup Wizard
Introduction

Welcome to the Setup Configuration Wizard.

Introduction

Network Config

Choose Application

Summary

Click Next to follow the instructions. Confirm the pre-populated NSIP, Netmask and Gateway addresses.

To continue, click Next.

e Wiard.. | Reboot | Statistics | CallHome

This wizard is designed to help you set up the initial configuration.

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc.
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Network Config
System IP Address is the Management IP Address that is used for all management related access to the system. Mapped IP Address (MIP) and Subnet IP

Address (SNIP) is used by the system to represent the client when c icating with a confi d server. Default G y IP Address c ponds to the chnlx-
router that forwards traffic outside of the system subnet. |
| Introduction System Config
Netwrork Config PAddress [I0 .5 . 17,124
Ch Applicati
oose Aeplation Netmask  [255 . 255 . 255 , 0 |
Summary

Gateway” III] b il |

Host Name® [ns10 |

MIP / SNIP Config

Note: 0 MIP and 1 SNIP configured. [
® Mapped IP m [
IP Address I . . . |
Metmask | . . . |

I < Back |L_|_§|5xt> ” CloseJ.

Choose Subnet IP (SNIP) to add SNIP address and its subnet mask (Netmask) and Click Next.

Setup Wizard

Network Config
System IP Address is the Management IP Address that is used for all management related access to the system. Mapped IP Address (MIP) and Subnet IP

3

Address (SNIP) is used by the system to represent the client when ing with a confi d server, Default y IP Address ds to the clnlx- ]
router that forwards traffic outside of the system subnet. !
v Introduction  System Configurati |
Pateoek (oaty PAddress [10 .6 . 172. 124 | |
Ch licati
oslopation Netmask  [255 . 25 . 25 . 0 ]
Summary
Gateway* 10 .5 . 1721 |
Host Name* [nslo ] |
- MIP / SNIP Config L
Note: 0 MIP and 1 SNIP configured. L
O Mapped P ®
PAddress [10 .5 . 172 . 126 |
Netmask 255 . 255 . 255 . 0 ]

Close .

Next >

Choose Skip this Step for now. AppExpert Template can be added in another step.

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc.
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Setup Wizard
Choose Application
You can choose to configure an application through AppExpert Template or Load Balancing for Citrix XenApp or Citrix XenDesktop.

+ Introduction

+ Network Config

Choose Application

Summary

5.2 NetScaler License installation

@ Configure application from AppExpert Template

CiTRIX'

[SharePoint_2010
Upload template file from local system
Filer [CaL | & Browse (Local -

O Load Balancing for Citrix XenApp

© Load Balancing for Citrix XenDesktop
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Proper license is required in order to enable necessary services for SharePoint configuration.

the “Citrix NetScaler VPX Licensing Guide” at http://support.citrix.com/article/CTX122426.

NetScaler VPX (1000)

Da:

= System

shboara | Configuration

Settings

Diagnostics
High Availability
NTP Servers
Groups

Users

Database Users
Command Policies
Reports

Profiles

Cluster
Authentication
Auditing

AppFlow

SNMP

* Network

+ Cloud Bridge

* DNS

* ssL

# s

SLOfficad

* AppExpert

% HTTP Compression

* Integrated Caching

# Protection Features

Reporting

NetScaler , System

Licenses

Web Logging
Surge Protection

Load Balancing

Content Switching

Maximum ICA Users Allowed
Authentication, Authorization and Auditing
OSPF Routing

RIP Routing

Priority Queuing

SSL Offloading

Gilobal Server Load Balancing

GSLB Proximity

DoS Protection

Dynamic Routing

Model 1D

AppFlow

ISIS Routing

Callhome

L JE JE I ¢

L 35 9L L 3L SE S0 9L A ¢

<<

Integrated Caching

Maximum Access Gateway Users Allowed

HTTP Compression

1Pv6 Protocol Translation

Application Firewall

EdgeSight Monitoring (HTML Injection)

Click Manage License to install the downloaded license.

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc.
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Access Gateway

Cache Redirection

Sure Connect

BGP Routing

NetScaler Push
Web Interface

Cloud Bridge

v

L4

v

v

v

v

v

Rewrite &
v

L4
Responder &
v

v

v

v

Clustering

Documentation

Refresh

| Downioags

Help

Save

CiTRIX
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Below is the list of license files present on the system.

S Ao =705 | Add.
s

Click here to request for licenses.

@ Help [ ok || close |

5.3 NetScaler Basic Feature Setting

8.3.1 NetScaler Feature Setting

Once a proper license is installed, administrator can select the available features to enable them from
Systems>Settings. Choose Configure basic features.

NetScaler VPX (1000) 10572424 NSI0.0 Build 69.4.nc, Date: Jul 14 2012,072120  natoot
| Dashboard | Configuration Reporting Documentation | Downioads
= System i NetScaler System . Settings Refresh Help Save

Licenses
Settings

Diagnostics

Settings

High Availability
NTP Servers
Groups

Users

Database Users

Command Policies

i

Reports Configuration Summary
Profiles e

® Cluster
# Authentication
¥ Auditing
* AppFlow
® SNMP
* Network
* Cloud Bridge
% DNS
ol ssL
% SSLOffioad
* AppExpert
% HTTP Compression
* Integrated Caching

% Protection Features

5.3.2 Basic Features

The following services are the minimal services required in order to enable and complete SharePoint
configuration.

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc. Page 11
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iConﬁgure Basic Features x

[C] HTTP Compression

¥/ Load Balancing >
é (;ontent §w1§c®

[F] Content Filter
[C] Integrated Caching
[7] Rewrite

[C] Access Gateway
[C] Authentication, Authorization and Auditing

[C] Application Firewall

@ Help | ok || Close ]

5.4 NetScaler AppExpert SharePoint Template Install

AppExpert SharePoint template can be imported under AppExpert navigation panel then choose Import
AppExpert Template.

NetScaler VPX (1000) 10.5.172.124(ns10) NS10.0: Build 69.4.nc, Date: Jul 14 2012, 07:21:20 nsroot CITRIX
I Dasnboara | Configuration | Reporting Documentation | Downioads
+ System = NetScaler , AppExpert Refresh | Help Save
+ Network
# Cloud Bridge Y import Appéxpert Templa
T T e mplates
* DNs
* SSL
HTTP Callouts Limit Identifiers
* SSL Offload 2 Use sys.http_callout operator in advanced policy expressions, to invoke the HTTP Service Callout Use sys.check limit operator in advanced policy expressions, to invoke the Rate based policy feature from
feature from other features. other features
Applicat
pplications e
Access Gateway Applications L Advanced Expression Evaluator
Templates
HTTP Caliouts
Pattern Sets Configuration Summary
@ 13 Applications
Dt Satk @ 14 Acc way Applications
String Maps @ No HTTP Callout
Patter Sets
XML Namespaces ) E7F AT Sat
@ No Data Set
+ Expressions @ No String Map

# Rate Limiting

# Action Analytics
& HTTP Compression

* Integrated Caching

+ Protection Features

+ EdgeSight Monitoring

# Load Balancing

® AAA - Application Traffic

# Content Switching

Click Next to bring AppExpert Tmplate Wizard to upload the downloaded templates.

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc. Page 12
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[ B T P S V] s S et £ o=
¢ AppExpert Template Wizard x
Introduction
Welcome to the AppExpert Template Wizard, |
CiTRIX'
Introduction
Select Template File AppExpert Templates simplify deploying NetScaler for specific application by encapsulating configuration that is specific to a

given application.
Specify Application Name

Summary This wizard guides you through the process of using a template to set up an application on the NetScaler.

To continue, click Next.

fannanny

< Back H Next > II Close |

Choose Browse (Local) if the files were downloaded to local system, then choose the proper Template

| AppExpert Template Wizard X
Select Template File
You can import an AppExpert Template either from the NetScaler appliance or from your computer. [
To import the template from the appliance, click Browse (Appliance). To browse your computer for the template file, click Browse (Local). ciTR!xn

Optionally you can provide an XML file containing deployment information.

[Fmen rempioteie[c I e 2> | M - |
Select T te File
€ cmplace Deployment F... mlom_depl@ I -—«‘w by

Specify Application Name

Summary

I < Back “ Next > ” Close |

AppExpert Template Wizard will confirm with the Application Name then click Next to complete.

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc. Page 13
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| AppExpert Template Wizard X
Specify Application Name
Specify a name for the Application.

.
CiTRIX
¥ Infrotiicfon Application Name* SharePoint_ZOlO[ |
v Select Template File .
Information
Specify Application Name Version: 1.8
Summary SharePoint 2010 Application Template
I < Back Jl Next > H Close J

5.5 NetScaler SSL Security Certificate installation (Self-Signed Certificate example)

If production certificates are available, these can be imported through the processes within the NetScaler
management interface. Consult Chapter 11 , “Securing Load Balanced Traffic by Using SSL” of the
NetScaler product documentation entitled “NetScaler VPX Getting Started Guide” for details pertaining to
the user of existing certificate/key pairs.

The following steps were used in this reference environment to create of self-signed certificates used to
implement the HTTP to HTTPS rewrite.

5.5.1 Root-CA Certificate

Under SSL navigation panel, choose Root-CA Certificate Wizard.

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc. Page 14
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105172124/ menu/ns

Configuration | Reporting
+ System = NetScaler , SSL

Getting Started
+ Cloud Bridge s

o o

+ ssL

CRYTY—
#I S5L Offioad

SSLKeys
¢ Appxpert
e R =z
¥ HTTP Compression Create DSA Key

# Integrated Caching
41 Protection Features

+ EdgeSight Monitoring = ¢

# Load Balancing 2 Settings

+ Content Swtching

# Cache Redirection Configuration Summary
@ 9Ce key pairs
+ Gsis
# Rewrite @ No SSL Policy
@ NosSSL Policy Label
& fespood, @ No OCS? Responder
# Access Gatewsy
+ Web Interface

# Application Firewall

-

- B0 X || CiraNetscler VX - Confi % | |

10.5.172.124(ns10)

NS10.0: Build 69.4.nc, Date: Jul 14 2012, 07:21:20

Documentation | Downioads i

Refresh

SSL Certificates.

Tools

Start Cluster file synchronization
OpenSSL interface

[ Policy Manager
$SL Policy Manager

) sttisics:

Help | Ssave

Click Next.

Introduction
Welcome to Certificate Wizard.

CiTRIX'

Introduction
Create Key
Create CSR

t rtifi
LA CAME || Castificate Atthority {CA).

Install Certificate

To continue, click Next.
Summary

This wizard is designed to help you create and install an SSL Certificate.

CAUTION: Certificates generated with this tool are self-signed certificates. They should be used only for internal testing purposes.
If you use this certificate as a server certificate, most browsers will reject it because it is not authenticated (signed) by a valid

I < Back || _Nextgl Close I

Set the Key Filename to SharePoint-CA-Key. And set Key Size to 1024 or any value that reflects

customized datacenter’s standard. Then click Next.

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc.
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Create Key
Make sure that you provide limited access to the private key. This key is required for installing the valid certificate issued by the CA. The
certificate that you receive is valid only with the key that was used to generate the CSR. cm!x-
 Introduction
Create Key Choose private key type |RSA 'I
Create CSR Key Filename* [SharePoint-CA-Kev | [ Browse.. |
Create Certificate Key Size (bits)" |102 4| I
fnstallCeihicate Public Exponent Value @ F4 Q3
Summary Key Format ® PEM O DER
PEM Encoding Algorithm ) DES O DES3
PEM Passphrase® | |
Verify Passphrase* | |
[ skip> |[ <Back |[ Net> ][ close |

Set the Request File Name to SharePoint-CA-CSR. And set City and State or Province, Organization

Name to appropriate values. Then click Next.

Create CSR

certificate for the user domain (Web site).

Generate a new Certificate Signing Request (CSR). The generated CSR can be sent to a Certificate Authority (CA) to obtain an X509

CiTRIX'

v Introduction
+ Create Key Request File Name* |SharePoint—CA-CSR | | Browse... | | View... |
Create CSR Key File Name* lSharePoint-CA<Key | | Browse... |
Create Certificate Key Format ® PEM (O DER
Install Certificate PEM Passphrase (For Encrypted Key) I |
Summary Distinguished Name Fields
Common Name | I State or Province* ICA :’
City | | Email Address | |
Organization Name* SharePoint] I Organization Unit | I
Country* [uniTeD STATES -
Attribute Fields
Challenge Password | I Company Namg | |

[ skip> ][ <Back |[ Net> |[ close |
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Set the Certificate File Name to SharePoint-CA-Certificate. Then click Next.

Wizard X
ST

Create Certificate
Generate a signed X509 Certificate.

CiTRIX'

v Intreduction

v Create Key Certificate File Name* SharePoint-CA-Certificate | | Browse... |
¢ Create CSR Certificate Format ® PEM ) DER
Create Certificate Certificate Type Root-CA
. Certificate Request File Name* |SharePoint-CA-CSR | I Browse, |
Install Certificate
Simmary Key File Name |SharePomt—CA-Key I I Browse. |
Key Format ® PEM (O DER
PEM Passphrase (For Encrypted Key) | |
Validity Period (Number of Days) |365

| skp> || <Back |[ Next> |[ close |

Set the Certificate-Key Pair Name to SharePoint-CA-CertKey. Then click Next.
Certificate Wizard

2 i X
L B R

Install Certificate
Add a certificate-key pair object.

CiTRIX'

v Introduction

Certificate-Key Pair Name*

v Create Key SharePoint-CA-CertKey ]

Details
« Create CSR
Certificate and key files are stored in the folder /nsconfig/ssl/ on appliance.

Certificate File Name* lSharePoint-CA-Certificate

« Create Certificate

| Vé] Browse (Appliance) ~ Insert...l

I @ Browse (Appliance) ~ E;] Insert... |
Password | I

Install Certificate

Private Key File Name ISharePoint-CA-Key
Summary

Certificate Format @® PEM (O DER

Notify When Expires () Enable @ Disable

Notification Period |

skip> || <Back |[ Net> ][ close |
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Click Finish.

Summary

Configuration summary.

v Introduction

v Create Key You specified the following configuration settings :
« Create CSR Key File: SharePoint-CA-Key

i Certificate Request File: SharePoint-CA-CSR

+ Create Certificate || Certificate File: SharePoint-CA-Certificate

« Install Certificate Certificate key pair name: SharePoint-CA-CertKey

Summary To make any changes, click Back.
To complete the configuration, click Finish,

< Back | Finish I Close I

Click Exit.

Summary
Configuration summary.

+ Introduction

The configuration is successful.

+ Create K
& Click Exit to close the wizard.

v Create CSR

« Create Certificate

v Install Certificate
Summary

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc. Page 18
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5.5.2 Server Certificate

~

nder SSL navigation panel, choose Server Certificate Wizard.

ttp://10.5.172124/menu/neofnoAnchor -

-
Citrix NetScaler VPX - Confi... % l \

x @Convert v [ Select

NetScaler VPX (1000)

{a 2. 25

10.5.172.124(ns10)

NS$10.0: Build 69.4.nc, Date: Jul 14 2012, 07:21:20 nsroot

ciTRIX

Introduction

Welcome to Certificate Wizard.

Dashboard Configuration | Reporting Documentation |  Downloads h
% System ® NetScaler  SSL Refresh \ Help | Save
*) Network
Gstticptiadiad SSL Certificates
%1 Cloud Bridge | Server Certificate Wizard Create CSR (Certificate Signing Request)
- WPy e cerncaie wiara Create Certficate
[P Intermediate-CA Certificate Wizard Create and Install a Server Test Certificate
|+ sst Root-CA Certificate Wizard
| CRL Management
4 S5L Offioad
SSL Keys Tools
o Expert
i ” Create RSA Key Create Diffie-Hellman (OH) key
%1 HTTP Compression Create DSA Key Import PKCS#12
A Export PKCS#12
* Integrated Caching Manage Certificates / Keys / CSRs
Start HA file synchronization
Protection Features Start Cluster file synchronization
+1 EdgeSight Monitaring LK OpenSSL interface
#1 Load Balancing L {8y Settings Policy Manager
3 AAA - Application Traffic Se Change advanced SSL settings SSL Policy Manager
#1 Content Switching
% Cache Redirection Configuration Summary
@ 9 Certificate-key pairs
# Gste @ 73 Cipher Groups
@ NoCRL
+ Rewrite @ No SSL Policy
@ No SSL Policy Label
# Responder @ No OCSP Responder
#1 Access Gateway
(2 Statistics
+ Web Interface
#1 Application Firewall Iy
= i
X

CiTRIX'

Introduction
Create Key
Create CSR
Create Certificate
Install Certificate

Summary

This wizard is designed to help you create and install an SSL Certificate.

CAUTION: Certificates generated with this tool are self-signed certificates. They should be used only for internal testing purposes.
If you use this certificate as a server certificate, most browsers will reject it because it is not authenticated (signed) by a valid

Certificate Authority (CA).

To continueg, click Next.

< Back || Next > ” Close I
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Set the Key Filename to SharePoint-Server-Key. And set Key Size to 1024 or any value that reflects
customized datacenter’s standard. Then click Next.
Create Key
Make sure that you provide limited access to the private key. This key is required for installing the valid certificate issued by the CA. The
certificate that you receive is valid only with the key that was used to generate the CSR. cm!x-
v Introduction
Create Key Choose private key type IRSA 'l
Create CSR Key Filename* |SharePoint-Server-Key I | Browse... |
Create Certificate Key Size (bits)* |102 4| I
istal Cehiate Public Exponent Value @ F4 03
Samimery Key Format ® PEM O DER
PEM Encoding Algorithm ) DES ) DES3
PEM Passphrase™ l I
Verify Passphrase® l I
[ skip> |[ <Back |[ Net> ][ close |
Set the Request File Name to SharePoint-Server-CSR. And set City and State or Province,
Organization Name to appropriate values. Then click Next.
Create CSR
Generate a new Certificate Signing Request (CSR). The generated CSR can be sent to a Certificate Authority (CA) to obtain an X509
certificate for the user domain (Web site). cm!x-
v Introduction
+ Create Key Request File Name* ShafePoint-Server-CSR | | Browse... l I View... |
Create CSR Key File Name* ISharePoint-Server-Key | | Browse... |
Create Certificate Key Format @® PEM () DER
Install Certificate PEM Passphrase (For Encrypted Key) | |
Summary r Distinguished Name Fields
Common Name | l State or Province* [CA I
City | | Email Address | |
Organization Name* |SharePoint l Organization Unit I I
Country* [UNITED STATES -|
r Attribute Fields
Challenge Password I I Company Namg | I
| skp> || <Back |[ Net> || close |
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Set the Certificate File Name to SharePoint-Server-Certificate. And set CA Certificate File Name to
SharePoint-CA-Certificate. Set CA Key File Name to SharePoint-CA-Key. And CA Serial Number

File to CASharePoint. Then click Next.

Certificate Wizard

Create Certificate
Generate a signed X509 Certificate.

CiTRIX'

v Introduction

v SharePoint-Server-Certificate

+ Create Key Certificate File Name* | I Browse... l
¢ Create CSR Certificate Format @ PEM O DER
Create Certificate Certificate Type Server
. Certificate Request File Name* lSharePoint-Server-CSR | | Browse... ]
Install Certificate
Simmaty Validity Period (Number of Days) |365 |
CA Certificate File Name* SharePoint-CA-Certificate | | Browse... ]
CA Certificate File Format ® PEM () DER
CA Key File Name* SharePoint-CA-Key | I Browse... I
CA Key File Format ® PEM (O DER
PEM Passphrase (For Encrypted CA Key) I I
CA Serial Number File* CASharePoint I l Browse... l
| Skip > I | < Back I l Next > I | Close l

Install Certificate
Add a certificate-key pair object.

Set the Certificate-Key Pair Name to SharePoint-Server-CertKey. Then click Next.

CiTRIX'

v Introduction

 Create Key Certificate-Key Pair Name® !SharePoint-Sewer-CertKev

Details

« Create CSR

Certificate and key files are stored in the folder /nsconfig/ssl/ on appliance.

« Create Certificate

Certificate File Name* |SharePoint-Server-Certificate

I @] Browse (Appliance) ~ @ Insert...l

Install Certificate
Private Key File Name |SharePoint-SeNer~Key

l @]Browse (Appliance) ~ '?:] Insert...l

Summary

Password |

Certificate Format @ PEM (0 DER

.
Notify When Expires () Enable (® Disable

Notification Period

skip> || <Back |[ Net> |[ close |
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Click Finish.

Summary
Configuration summary.

+ Introduction

v Create Key You specified the following configuration settings :
« Create CSR Key File: SharePoint-Server-Key

. Certificate Request File: SharePoint-Server-CSR
 Create Certificate || Certificate File: SharePoint-Server-Certificate

+ Tnstall Certificate Certificate key pair name: SharePoint-Server-CertKey

Summary To make any changes, click Back.
To complete the configuration, click Finish.

< Back H Finish I Close

Click Exit.

Summary
Configuration summary.

+ Introduction

v Create Key The configuration is successful.
Click Exit to close the wizard.
« Create CSR

+ Create Certificate
+ Install Certificate

Summary
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5.6 Creating virtual servers (VIP)
Virtual servers (or Virtual IP, VIP) will be used for users to connect to SharePoint service. Once

completed, users will be able to access their SharePoint environment to http (s) : //<VIP> or
http (s) : //<VIP>/owa depending on their configuration.

.61 HTTP VIP

Under AppExpert navigation panel, choose Applications to view those installed templates. Under
SharePoint 2010, all the pre-defined SharePoint service components will be listed. Choose Configure
Public Endpoints... to set public virtual server name and ip address according to section 3.2.

NetScaler VPX (1000) 10.5.172.124(ns10) NS510.0: Build 69.4.nc. Date: Jul 14 2012, 07:21:20

Dashboard Configuration Reporting Documentation Downloads

& System - NetScaler . AppExpert . Applications
+ Network @ Refresh | @ H 2
+ Cloud Bridge | Caching | Rowrite | Rosponder | Application Firowall
+ DNS
& St -* ® * - -
* * * - *
+ SSLOfficad & ] * - *
* ] * - *
= AppEcpert * Y * - ¥
+* » * - +*
* ] * - +*
= * ® * - *
* ] * - *
* * L] - *
* * * - *
* * * - *
String Maps
+ Protection Features . .2010 > Portal | < Fa
Public Endpoints: SharePoint FE  Backend Services: Not confiqured (Click 10 configure]  Rule: HITR.REQ URL SUFFIX SET TEXT Ms £QUALS ANY'SharePoint 2010 PortalPages
* EdgeSight Monitaring
* Load Balancing
# AAA - Application Traffic
A Open.. k) Remove @ Confinues Dubiic Fndnoints . @l Confiqure Backend Services.. ' ® Move Up & Move Down @ Hts
+ Content Switching P’ .
Choose Add.
Choose Public Endpoints (SharePoint_2010) X
Activate All Deactivate All
Active [Name | address | Port |Proto... [State
SharePoint_FE  10.5.172.156 80HTTP @ UP
@ Add.. [4 Open... D Remove
@ Help | oK I I Close |

Set Name to SharePoint_FE or proper meaningful name. Set IP Address (Note. This is not a
physical/VM server IP address). Protocol to HTTP and Port number to 80. Set Persistence Time-out
(min) to 2. Then click OK.
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Name* ‘\SharePoint_FE] ‘ {® IP Address Based () IP Pattern Based
~| PAddress 10 .5 . 172. 156 |

Protocol* [HTT!:'

[J Network VServer Range [l l Port* 80 l

State @ UP [] AppFlow Logging

Advanced | Profiles | SSL Settings |

Redirect URL | | Client Time-out(secs) ~ [180 =

Backup Virtual Server | 'I ICMP VServer Response |PASSIVE

VServer IP Port Inserti... |OFF - |

Spillover

Method [NONE | Threshotd [ ]

[[] Persistence  Persistence Time-out (min) [2

m

[ Cacheable [ Case sensitive [] Redirect Port Rewrite [] Down state flush ] Disable Primary When Down
[ State Update [] RTSP Natting [ L2 Connection
Precedence {® Rule 2 URL

p Push
P Listen Policy

P Authentication Settings
< | [ " »

Comments

@ Help [ ok ]| close |

.61 HTTPS VIP

From the main NetScaler Configuration Utility screen, under AppExpert and Applications, and
SharePoint 2010, choose Configure Public Endpoints to set public virtual server name and ip address
according to section 3.2. (Note. This IP address will be the same as HTTP VIP which was just created in

previous section. It will just use a different port.)
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NetScaler VPX (1000) 10.5.172.124(ns10) NS10.0: Build 69.4.n¢

Date: Jul 14 2012, 07:21:20

“ System NetScaler . AppExpert . Applications
c | @ retresn| @ 14
Cloud 8ridge I Caching I Rewnite 1 Responder I
NS
P
st * ] * - *
* - * - *
# 55LOffload * ® - < *
* ® * - *
= Appbxpert * @ P -2 *
* ® * - *
Applications.
* ® * - *
Access Gatewsy Applications ' . PY - < -~
Templates 5 ® * - .
HTTP Callouts * * * - *
Patiem Sets » . * < .
+ * * - *
Data Sets
String Maps
XML Namespaces.
# Expressions
+ Rate Limiting
& Action Analytics
+ HTTP Compression
# Integrated Caching Lo
« Protection Features L4 ES
£ onfiqured (Cick to configurel  Rule: HITRAEQ HEADERCX-Vermeer-Content Tyne| TS
+ EdgeSight Montoring
# Load Balancing
* AAA - Apphcation Traffic
(2 Open... k) Remove & Confiqure Public Endpoints.. il Confiqure Backend Services... ¥ 1ic & Move Down @ Hits.
‘ m '

* Content Switching

Set Name to SharePoint_FE_SSL or meaningful name. Set IP Address and Port to 443. Protocol to

HTTPS. Click SSL Settings tab.

it < it

[ {® IP Address Based (O IP Pattern Based

172 1R |

Name*  |SharePoint FF SSI N
Protocol*  |S5L The content switching virtual server name. hdress' oA
[] Network VServer Range Il [ Port* 443

State @ DOWN [SSL feature disabled] [] AppFlow Logging

Advanced l Profiles I SSLSel‘tingSI

Redirect URL | | Client Time-out(secs) ~ [180

Backup Virtual Server | 'l ICMP VServer Response |PASSIVE 'I
VServerIP Port Inserti... |OFF - | [
r Spillover

Method [NONE ¥| Threshold
[] Persistence  Persistence Time-out (min) D

[ State Update [] RTSP Natting [ L2 Connection
Precedence @ Rule (O URL

[J Cacheable [ Casesensitive [ ] Redirect Port Rewrite  [] Down state flush  [] Disable Primary When Down

P Push
P Listen Policy

P Authentication Settings

Comments

@ Help
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Choose the Certificates which were created in previous section 5.5. Click the arrow button under Add>
to choose as CA> to add CA CertKey.

Name* ISharePcint_FE_SSL l ® IP Address Based () IP Pattern Based

10 .5 .17, 156 ]

Protocol*

SSL v| IP Address*

[ Network VServer Range Il I Port* l443 I

State @ UP [] AppFlow Logging

Advanced | Profiles ~ SSL Settings |
| SSL Parameter... J | Ciphers... J | SSL Policies...

- Available - Configured
Certificates Certificates | Type |check
ns-server-certificate SharePoint-Serve... Server Certificate
Self-Signed-CA-CertKey
Seif-Signed-Server-CertKey
SS-CA-CertKey
SS-Server-CertKey Add> ~
== BTN
imap_Server_CertKey as SNI >
Pop-CoxCankey el |
pop-Server-CertKey

SharePoint-CA-CertKey
SharePoint-Server-CertKey
Exchange-CA-CertKey
Exchange-Server-CertKey

Comments

@ Help [ ok || close
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Set Persistence Time-out (min) to 2. Then click OK.

State @ UP [J AppFlow Logging

Advanced | Proﬁlesl SSL Settingsl

Redirect URL | | Client Time-out(secs) (180 | &
Backup Virtual Server | | ICMP VServer Response [PASSIVE ~|
VServer IP Port Inserti... |OFF - | |
Spillover

Method [NONE v threshold [ ]
[] Persistence  Persistence Time-out (min)

[ Cacheable [ Case sensitive [ | Redirect Port Rewrite [ Down state flush  [] Disable Primary When Down
[ State Update [ RTSP Natting [ L2 Connection
Precedence @ Rule (O URL

m

P Push

P Listen Policy T

P Authentication Settings

Comments |

X
Name* ‘Sher&Pcint_FE_SSL l ® IP Address Based () IP Pattern Based
Protocol  |SSL +| PAddress|ID .5 . 172. 1% |
[] Network VServer Range Il l Port* |443 ,

@ s

5.7 Creating a Service Group

From the main NetScaler Configuration Utility screen, under AppExpert and Applications, and

SharePoint 2010, choose Configure Backend Services... to set Service Groups to add physical/VM

server |IP addresses.
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NetScaler VPX (1000) 1051722405100 NS10.0: Build 69.4.nc, Date: Jul 14 2012, 07:21:20 =m

Dustbos | Configuration | Reporting Socunenten | vownesss |

* System NetScaler . AppExpert . Applications

| @ Refresh | @ 1

i
x
I

+ SSLOfficad
= Applxpert
Applications.
Access Gateway Applications
Templates
HTTP Callouts
Pattem Sets

I
*reQO00CQRQERELE
L
Adddddadadaa
LR N

Data Sets
String Maps
XML Namespaces
* Expressions
¥ Rate Limiting
® Action Analytics

# HTTP Compression

* Integrated Caching

# Protection Features L 2010> FrontPage. & e
Public Endpoints: SharePoint FE e nfigured IClick to configurel  Rube: Yermeer-Content Type LEXISTS

+ EdgeSight Monitoring

# Load Balancing

 ARA - Appiication Traffic

(A Open... i) Remove & Confia Endpoints... #l C Services.. # 0@ Move Down @ His... w:
+ Content Switching ol il

Click Add...

Activate All Deactivate Al | [2) Member binding details... || @ Find
Active ISemce Group Name |Pmool
SharePointServers HTTP

Add... @ Open... Ea Remove

@ Help [ ok || Close |
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Set Service Group Name to SharePointServers or proper meaningful name. Set IP address under

Member(s). Then Add.

~

Specify

‘ e

Group

RS

Service Group Name* SharePoinServed

| Protocol® | HTTP

b

Specify M
‘*@ 1P Based

T A

(O ServerBased

||—- o Dwvﬁ-l;l

|

Service Group State @ ENABLED Enable Health Monitoring ] AppFlow Logging
Members I Monitors I Profiles I Advancedl SSL Settings I

d Memb

C

[

lip AddressiDomain  [Port |weiaht Iserverip  IHashiD
105.172.150 80 1

10.5.172.151 80 1

|server Name
10.5.172.150
10.5.172.151

port | [ Add>

1

Server ID |“None"

|
Weight [1 |
|
HashID | |

Enable Member

[Member State
@ upP
@up

Monitors Deta...

Comments

@ Help

Monitor. Then add http-env .

Choose

SharePointServers

Service Group Name™

| Protocol* |HTTP

Service Group State @ ENABLED Enable Heal

Monitors I Pr files I Advancedl SSL Settings I

Monitors |

-

Add >

Ith Monitering (] AppFlow Logging

1 Configured

([ monitors Tweignt

”httpecv 1

Comments

|

@ Help
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Select SharePointServers which was just created under Configure Backend Services.

x i
Activate All Deactivate All Member binding details... J @, Find
SharePointServers HTTP

Add... @ Open... a Remove |

9 tiep

Choose Method and Persistence to set Round Robin under Method.

x d|
Services | Service Groups ~ Method and Persistence I Advanced I
- LB Method
Method "Round Robin 'ﬂ New Service Startup Request Rate | I lé[
Increment Interval |
Current Method: Round Robin
Reason: A new service is bound
- Persistence r Backup Persistence
Persistence INONE 'I Persistence INONE 'I
Time-out (min) I | Time-out (min) lZ I
PvdNetmask | . . . |
IPv6 Mask Length |15 |

@ b
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All SharePoint 2010 services under Application should be up as shown in Green circle.

NetScaler VPX (1000) 10.5.172.124(n510) NS10.0: Build 69.4.nc. Date: Jul 14 2012, 07:21:20 astoot
Dashboard | Configuration Reporting Documentation Downioads.
+ System = NetScaler , AppExpert . Applications
# Network Roplicati & Refresh| @ H
# Cloud Bridge [ | I Caching 1 Rewrite | Responder | Application Firewall
® Divs SharcPoint 2010 7
s st FrontPage Services 2| * ® * < *
SOAP Services @ * © + < *
# SSLOfflosd Portal Management @) * ] * - *
Document Management o + ® +* - +
= AppExpert Editable Image Mansgement @ * ] +* - *
Applications |__ReadOnly lmage Munsgement ___ G| * ® * - *
% & Video Management @ * ] * - *
Access Gatewsy Applications -
es5 Gateway Applicatior L . . s ° s < e
Templates Lﬁﬂﬁﬁ-‘éfﬂﬁ ® . ® T - *
KTTP Callouts Web_Service_Definitions @ +* * * < *
Pkt Sat Web Service Schemas @ * £3 + -2 Y
default | * * + < *
Data Sets
String Maps
XML Namespaces
* Expressions
* Rate Limiting
* Action Analytics
+ HTTP Compression
+ Integrated Caching -
+ Protection Features @ Details : SharePoint_2010 > default (UP) Q e
Public Endpoints: SharePoint FE  Backend Services: | service Qroup
+ EdgeSight Monitoring

+ Load Balsncing

+ AAA - Application Traffic

& Configure Public Endpoints... Ml Confiqure Backend Services... @ His..
+ Content Switching ‘

6. Services Verifications

As described in section 4.1, some required configuration will be added automatically as part of installation
and configuration of ‘Custom added’ data. Once all the data is installed and configured properly in chapter
5, administrators should be able to confirm and verify other data (‘Auto added’) which were added
automatically.

6.1 Network IPs and Virtual IPs

NetScaler IP, Subnet IP and Virtual IP can be found under Network>IPs>IPV4s:

=l

[ ¢ |& T ——" = 80 X | £ ore ticar WX - Com. | 3 Com tcar - Cort.
@ Comen < Fisa

o s Range. | Somes
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Under SSL Offload, Backend Servers which were created with Backend Service Group can be found

under Servers:

105172124/menu/neo - 8 0 X || £ cio Netscaler vPx - Confi. % ||

% @ Convert v [ Select

NetScaler VPX (1000) 10.5.172.124(ns10)

Dasnboard Configuration | Reporting

® System o NetScaler Load Balancing Servers

* Network

# Cloud Bridge =

“ ONS @ Enabled

= sst @ Enaied

= S5LOffcad @Eisbied
Virtual Servers sz
Services @Enabled
Service Groups @Enbled
Monitors = @Enabled
Sevees 105172176 @ Enabled

* Appbxpert

* HTTP Compression

* Integrated Caching

& Protection Festures

* EdgeSight Monitaring

* Losd Balancing

& AAA - Application Traffic

* Content Switching |

& Cache Redirection

* Gsis

o Add.. Add Range.- Restart DBS Monitors

NS10.0: Build 69.4.nc, Date: Jul 14 2012, 07:21:20

25 Per Page [x]

IPAddress / Damain

105.172.160

105172161

105.172.164

105.7;

105172176

cimaix

Oocumentation | Downiosss
Rebwsh | Help | Save
1-80rs [~

Under SSL Offload, Backend Server Group which was created can be found under Service Groups:

p//10.5172124/menu/neo

:
" Citrx NetScales VP - Conf | |

=

x @ Convet v [ Select

NetScaler VPX (1000) 10.5.172.124(ns10)

NS$10.0: Build 69.4.nc, Date: Jul 14 2012, 07:21:20

nsroot

Dasnboard | Configuration | Reporting Documentation | Downioads

& System NetScaler  Losd Balancing  Service Groups Refresh Help | Save

4l Network [25Pecpage [3] 1-Moft4 3|~

# Cloud Bridge Name. | State. Effective State. | Protocol Max Clients | Max Requests. Max Bandwidth{cbits) Monitor Threshold

% DNS SharePointServers GENABLED  @UP HTTR 0 0 0 0

4 s5L St SIS —C

S 651 Ofoad CASServers-SSL @ENABLED  @uP ssL 0 0 0 0
Vi s Exchange IMAP4 @ENABLED  @UP T 0 0 0 0
Services Exchange_POP3 @ENABLED  @UP Tcp 0 0 0 0
Service Groups. Exchange SMTP @ENABLED  @UP Tce 0 0 0 0
Monitors - Lync_sve_5060 @ENABLED  @DOWN TP 0 0 0 0
Servers Lync_sve_5061 @ENABLED  @UP TP 0 0 0 0

Sidprceput Lync_sve 135 GENABLED  @UP Tcp 0 0 0 )

% HTTP Compression Lync_sve 444 @ENABLED  @UP T 0 0 0 0

* Integrated Caching Lync_sve 443 @ENABLED  @UP SSL_BRIDGE 0 0 0 0

%! Protection Festures Lyne_sve_80 @ENABLED  @UP Tce 0 0 0 0

* EdgeSight Monitoring Lync_sve_edge @ENABLED  @DOWN SSL_BRIDGE 0 0 0 0

3 Load Bilencog Lync_sve_edge1135 @ENABLED  @DOWN TP 0 0 0 0

+/ ARA - Application Traffic

+/ Content Switching

4/ Cache Redirection

+ Gsi8

R Add-. Statistics
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6.3 Load Balancing — Servers, Service Group

Under Load Balancing, Servers and Service Groups can be confirmed:

10.5.172.124(ns10) NS10.0: Build 69.4.nc. Date: Jul 14 2012, 07:21:20 nsroot

& System NetScaler . Load Balancing
* Network

# Cloud Bridge

* DNS
# S5t

# SSLOffosd

* AppExpert

# HTTP Compression

# Integrated Caching

* Protection Features = @ Mo P

* EdgeSight Montoring
- Load Balancing

Virtual Servers

Services
Senvice Groups
Montors
Metric Tables
Persistency Groups

+ AAA - Applcation Traffic

# Content Switching

# Cache Redirection

* Gt

 Rewnte

Dastboard  Configuration | Reporting Documentation | Downicacs

Retresh Help | save

o

tp://105172124/men/neonoAnchor -2ex|

VPX - Configu.

p-co x|

% @ Comvet v [ Select
NetScaler VPX (1000)

Dashboard | Configuration | Reporting

|

10.5.172.124(n510) NS10.0: Build 69.4.nc, Date: Jul 14 2012, 07:21:20 nsroot
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6.4 Content Switching

AppExpert Template uses Content Switching to add its virtual server. Under Content Switching, Virtual
Servers can be found:

105172124/ menu/nes®noAnche

VPX - Configu... trix NetScales VPX - Confi

1051722408100 NS10.0: Bulld 69.nc. Date: Jul 14 2012, 072120 maroot | AED
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g parameters
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AppExpert
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# Integrated Caching

+ Protection Features
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+ Load Balancing
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- Content Switching
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# Cache Redirection
+ Gst8
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* Web Interface
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7. Monitoring — NetScaler Dashboard

NetScaler provides Dashboard to display System Overviews, Logs, and Service Summary per Service
Group(s):

7.1 By Service Groups

Under SharePointServers service group, two backend servers can be found for further service details:

5 /105172120 - 5. X |3 CorNetSair VPX - Configu.. {3 CrNetSesler VPX D * | |

B2 Summary | i Dot x| Reresn | @ Heo

T . POSTs v Non-GET/POSTe Request receved [] 8 | Senice Groups [=la
. News Sernce Greups St [SharePoinSenvers]
2] 0 Service group Summary
(' ) Buniblettave e otnAsLD
- GETs Rate) POSTs (el
 Gther metneds late
Bound Service Group Memt
Exablahed Clent v. Sever Connections = e Padden
Wws172150 @ e o o 0 1 » o o

105372251 Bl e oue o o 5 ) o o

_| L]

7.2 Per Server

Under SharePointServers Name service group, service details including # of Requests, Reponses can
be found:

< = =)
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1
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o
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7.3 Server Failure Event

In an event of server failure, the failed server will be yellow color-coded and its status can be found in
Load Balancing>Servers:

m)l-’.i‘-rrn ST menuinea - 26 % | 2% Clre NetScaler VPR - Confapa. | 3 it etSces VP - Corfi, LTy

@ Comien = [ it

citRIX
Onstbewra | Configeration | Reporting Socumeriion | Domnosss |
@ Syroem d Netécaler * Load Balancing ) Seawers Retvesh velp | Sme
5 Network [T PwPage =] 1262 1 T=l|[a
% Coud Bidge Hame st 1Padsress  Coman
® NS 105172150 @ Erabied 105172150
* 55l 105172151 Disabled 105472151
+ $5L0fose
* hpplbipert

& WTTP Cempressian

 Responder aaa a 0 Range.. ettt DES Miaitzes

Also the individual server status can be found in Dashboard>Service Groups>Service Group Member
Summary:
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8. Palo Alto Networks Next-Generation Firewall Deployment

The Palo Alto Networks next-generation firewall safely enables enterprise applications in the data center
and delivers meaningful segmentation by application, user and content. It identifies all traffic sent to the
Microsoft Sharepoint servers, based on actual application, not just port or protocol. Access to the
Microsoft Sharepoint servers can be further restricted to only the authorized users or groups. All content
is scanned for malicious content - viruses, malware, and spyware — and dropped before they can reach
the data center servers.

8.1 Data Center Segmentation

In a standard Sharepoint implementation, there are multiple Sharepoint server roles, including web
servers, database servers, search service and other service application roles. In small deployments,
some of these services may be combined on a single server, but in large-scale enterprise deployments,
there will be multiple servers dedicated to each role. In order to properly segment and secure the
Sharepoint implementation, the different server roles will be isolated in dedicated security zones that can
only be accessed by authorized users with authorized applications.

In this reference design, there are three Sharepoint security zones. The Web zone will contain the
dedicated web servers. There will be multiple servers, which are load-balanced by the Citrix Netscaler.
The Application zone will contain the service application server. This will also be where the Sharepoint
Central Administration (SPCA) tool will be run. The SQL servers will be located in the Database zone.
Users and administrators from outside the Sharepoint zones will access the servers from the External
zone. Finally, the Active Directory domain controller will be used for authentication and will be located in
a data center infrastructure zone. All traffic between zones will be specifically enabled by security policy.

NI Zone 1 -
§ ~ Front-End
SharePoint Web Servers
DS Zo.ne 2 -
< Mid-tier
=== sharePoint Application Server
NI Zone 3 -
§ Back-End
Database SQL Servers
N Zone 4 —
S
° Infrastructure
N
Directory (AD) Server
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To build these segments in the Palo Alto Networks firewall, the following zones will be created:
Web — Sharepoint Web Servers
Application — Sharepoint Application Servers
Database — MS SQL Servers
Active-Directory — Domain controller
External — Users and administrators

For example, to create the Web zone, go to the Network tab, under the Zone section and click Add.

L User ID Include List User ID Exclude List
tification

Name | Web User Identification ACL

Type | Layer3 e | Include List o |

[umteom = \

[ Add [=)pelete

Use:

[H)Add (=)pelete
Zone Protection Profile | None
Log Setting | None

[Z] Enable User Identification

Add

Enter the name of the zone, the type — Layer2 or Layer3, and click the check box for Enable User
Identification.
Repeat this for each of the required zones.

8.2 Security Policy

Palo Alto Networks security policy is zone based. Each segment in a data center deployment will be in a
separate zone. Once the traffic flow is understood, the security policy can be written based on actual
application, not just ports and port ranges. Allowing the following protocols between the specified zones
will enable the Sharepoint application, while restricting non-Sharepoint traffic.

Every Sharepoint implementation is different, and the specific list of applications may vary depending on
what services are used, but this will be starting reference for a working Sharepoint security policy.
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Application

Dns

Application

Active-Directory

dns
kerberos
Idap
ms-ds-smb
ms-netlogon
msrpc
netbios-dg
netbios-ss
ntp

Application

Database

mssql-db

Application

External

dns
Idap
web-browsing

Database

Active-Directory

dns
kerberos
ldap
ms-ds-smb
netbios-dg
netbios-ss

Database

External

Ldap

External

Active-Directory

active-directory
dns

Idap
ms-ds-smb
ms-netlogon
msrpc
netbios-dg
netbios-ss

ntp

External

Application

sharepoint-admin
sharepoint-base
web-browsing

External

Web

sharepoint-base
sharepoint-calendar
web-browsing

Web

Active-Directory

active-directory
dns

kerberos

Idap
ms-ds-smb
ms-netlogon
msrpc
netbios-dg
netbios-ss

ntp

Web

Database

mssql-db

Web

External

active-directory
dns

Idap
ms-ds-smb
ms-netlogon
msrpc
netbios-dg
netbios-ss

ssl
web-browsing
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To create the security policy, each of these source and destination zone pairs will represent one line in
the security policy. For example, to create the “Application to Database” security policy line on the Palo
Alto Networks firewall, go to the Policies tab (on top), and the Security section (on left), and click Add (on

bottom). Enter the name of the security policy line.

Bl Save

& Commit ¢§

Objects Network Device

8 Security ® 6
3¢ NAT

8s QoS
S olicy Based Forwarding Name Tag Zone Address User HIP Profile Zone Address Application Service
5 Decryption

[ Application Override
8- captive Portal
¥ Do Protection

Name/Description

Name
[T
| Application to Database |

2® Description

Name Address

[HAdd (=)Delete

(@) add
- 8- & | & (F)add (= Highlight Unused Rules 0 rulefs)

—

Click on the Source tab and click Add. Select the Application zone.

B Save

& Commit ¢§

Network Device

8 Security ) (%)
3% NAT
2. QoS
E:" Policy Based Forwarding Name Tag Zone Address User HIP Profile Zone Address Application Service
&5 Decryption
[ Application Override
&> Captive Portal
¥ Dos Protection
Security Policy Rule ®
General ][ User [ Destination | Application | Service/URLCategory | Actions
|| Any Any
~ T Source Zone & j Source Address &
" Applcation
[S]E3]
Name Address
[ Negate
[ Add
N-18- 12| R (Hadd (= Highlight Unused Rules 0 rulets)

Logout fa
hitps://10.5.172.22 /# I
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Click on the Destination tab and click Add. Select the Database zone.

Objects Network Device

Security =) (x)
2 NAT
B QoS
5 Policy Based Forwarding Name Tag Zone Address User HIP Profile Zone Address Application Service
€5 Decryption
[E Application Override
8> Captive Portal
¥ DoS Protection
Security Policy Rule ®
General | Source [User c i | Application | Service/URL Category | Actions
Select v [ Any
~ 1 Destination Zone & j Destination Address a
" Database
[S)E]
Name Address
(H)Add (=]Delete (+)Add [~]Delete
["] Negate
==
B Add
S[-18-1E2- 18- @add = Highlight Unused Rules 0 rule(s)

Logout i
https://10.5.172.22/# I

Click on the Application tab and click Add. One application will be added to this rule: mssgl-db. Begin
typing the first application name and select it when it appears in the list.

Objects Network Device

Security =) (x)
3% NAT
8. Qo5
5 Policy Based Forwarding Name Tag Zone Address User HIP Profile Zone Address Application Service
&5 Decryption
[l Application Override
8- captive Portal
¥ Dos Protection
Security Policy Rule ®
General | Source | User | Destination YISV Service/URL Category | Actions
[ Aoy
- T Applications a
mssal =
o® Application
mssql-db
Name Address : ‘
mssql-mon
New [ Application Filter (55| Application Group
(¥)add [=)Delete
B Add
N8 1= 18- [FHadd (= Highlight Unused Rules 0 rule(s)

—

Repeat for any remaining applications in this rule.
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Click OK. The rule will be added to the security policy. Repeat this process for each of the source and
destination zone pairs listed above.

2 paloalto ___
WETWORKS Dashboard ACC Moniter Policies Objects Network Device & Commit 8 [E Save
S @DHep

o = &
Name Zone Application
Application to Datab. none B Application any any any B Database any mssql-db any [ ] none

s
[B)Add (Joelete [Dclone (FEnable (JDisable | (EMove Top (#]Move Up (3)Move Down () Move Bottom | [_] Highlight Unused Rules 1 rule(s)

admin | 15 Tasks

8.3 User Identification

The Palo Alto Networks firewall also allows security policy to be further refined by end user or group, not
just source IP. Certain servers, or certain applications in the data center may only need to be accessed
by specific people or groups. The next-generation firewall will retrieve user and group information from
the local user directory service, and allow that information to be used in security policies.

For example, the Sharepoint servers may need to be accessible by System Administrators with Remote
Desktop for management purposes. The rest of the enterprise does not need this access.

The security policy rule allowing the applications, in this case, ms-rdp and t.120, would only be accessible
by the administrators group. The Sharepoint applications would be accessible by the entire company via
client applications.

B paloalto

NELWOMIE: Dashboard ACC Monitor Policies Objects Network Device

Zone | Address User HIP Profile | Zone Address | Application Action j Profile | Options
none [ 12-External  any g enterprise\administrators | 3 @R2Web  any - ms-rdp
| | | ‘ | 120 |
Web-DB | none tﬁl L2-Web any any any 9 12-DB any [ mssql-db any @ | none
App-DB none {28 12-App any any any {1 12-DB any mssql-db any (V] none
Ex-Web none ) 12-External | any any any ) 12-Web any [ sharepoint-base any (/] none
[ sharepoint-calendar
web-browsing
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8.4 Threat Prevention

In addition to validating the application used to access a security zone and the user initiating the request,
the next-generation firewall can scan the network traffic for threats. These include viruses, malware,
spyware, or files with confidential data. By creating a security profile that scans traffic into the data center,
the firewall can prevent a user from unknowingly infecting data center servers with malware, or getting
infected from a compromised server.

Each rule in the security policy can have its own security profile applied, allowing for the greatest flexibility
in setting policy. For example, you may have a strict security profile blocking viruses, malware, and
spyware on traffic that originates outside the data center and accesses the front-end servers, but not
have any profile on traffic between the application and database servers.

To begin creating the security profile, locate the Profile column in the security policy page. If nothing has
been configured there yet, it will indicate “none”.

paloalio

Dashboard AcC Monitor (NS Objects Network Device & commit & B Save

3
Neme  Teg  Zone | Address | User | HIP Profile.| Zone Address | Application | Service | Adtion \ Profie | Options |
t120 none (g | 2-External  any 8 enterprise\administrators. - any % L2-Web any & ms-rdp any (V] hone 2]
120
Web-DB none % L 2-Web arty any any iR L2-DB any & mssql-db arly & none )
App-DB none {2 L2-App any any any i L2-DB any (5_3_1 mssql-db any (V] none =
Ex-Web none (iR L2-External any any any f% L2-Web any [ sharepaint-base arny < B
sharepoint-calendar
& web-browsing
Ex-App none (3%, | 2-External any any any i L2-App any (3 sharepoint-admin any (V] nene =)
[';':‘3 sharepaint-base
web-browsing
Web-Ex nore % L 2-Web any any any (iR L2-External | any & active-directory any & hone )
dnis
& Idap
ms-ts-smb
& ms-netlogon
msrpc
& netblos-dg

mere..

Click the “none” and a dialog window will open. Choose “Profiles” from this window to configure the
security profile.
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Dashboard ACC l Monitor Objects I Network Device = Commit o5 & save

Name Tag Zone Address  User HIP Profile  Zane Address | Application Sarvice Action  Profile  Options

fx -} f 7, &
{7 7 =l &
R L2-A0 2 i [ g = < i %
0% 7 f B 0 o [

[ ne 4 ) 'l
Gk Profiles =

Profile Type | None

% v

In the security profile window, select the specific profile settings for each of the different areas, Antivirus,
Vulnerability Protection, etc. Some of these will have pre-configured profiles, such as “default” or “strict”.
These pre-configured options can be chosen, or a customized profile can be created. Please see Palo
Alto Networks Administration Guide for details on creating custom profiles.

¥R paloalic ,

Dashboard AcCC Monitor Objects Network Davice > Commit ¢S Bl save
e L T, TEEE————— |

Name Tag Zane Address | User HIP Profile  Zone Address Application Sarvice Action  Profile Qptions
7, 8 5 L = &
175 15 ] &
¥, P E &
(72 L2 -Extary 1% = v
533

= Profiles ! -

Profile Type | Profiles ]
(57 5 Antivirus  default hat

Vulnerabllity Protection = strict w
Anti-Spyware | strict v
URL Filtering ' None o

File Blocking ' None h|
Data Filtering  None
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Click OK, and the new security profile should now be part of the security policy rule. This will be
displayed with icons for the specific areas that profiles were chosen for.

paloalio — R
i . Dashboard ACC Monitor Policles Objects Network Device & commit & B Save

S O
J| jiSlE)
[ , ~ saurc Destination | \ [
Name Tag Zone Address = User Address | Application Service Action | Profile  Options
t120 none [ | 2-External any g enterprise\administrators ~ any % L.2-Web any dny < none =
none (5% L2-Wet ANy any ny any any <
none 8% L2-App any any any any any V)
none 7 L 2-External  any any any {7 L2-Web any arepaint-base any (V]
point-calehtiar
veb-hrowsing
Ex-App none #% L2-External any ahy any {5 L2-App any sharepoint-admin any ) none &
nt-base
Jrowsing
Web-Ex none (% 1.2-Web any any any f#m | 2-External  any >-directory any < none [E]

Repeat this process for all of the rules to which a security profile should be applied.
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