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1. Overview

Microsoft Lync Server 2010 is a real-time enterprise communications server providing instant messaging
(IM), presence, file transfer, peer-to-peer and multi-party voice and video calling, as well as ad-hoc and
structured conferences (audio, video, web, and shared whiteboard). These features are available within
an organization, between separate organizations, with outside users on the Internet, on standard
telephones (mobile or fixed-line).

As with any sophisticated application, a best-in-class firewall and application delivery controller are
recommended for providing appropriate security, scalability, and optimization. The combination of Citrix
NetScaler® and Palo Alto Networks PA Series addresses these requirements and go on to deliver a
comprehensive network system that takes the best of high-speed load balancing, content switching,
state-of-the-art application acceleration, layer 4-7 traffic management, data compression, dynamic
content caching, SSL acceleration, network optimization, deep packet inspection, and identity based
security to provide a robust, tightly integrated solution. Deployed in front of application servers, the
NetScaler and Palo Alto Networks next-generation firewalls significantly reduce processing overhead on
application and database servers and improves security thereby reducing hardware and bandwidth costs.

In this deployment guide, step-by-step instructions are provided on how to deploy Citrix NetScaler and the

Palo Alto Networks next-generation firewalls to improve the security and performance of Microsoft Lync
2010.

2. Requirements

Required Component Used in this Document Note
NetScaler ADC NS10.0 VPX Build 69.4.nc with
Platinum License
Palo Alto Networks Firewall PAN-OS 4.1
Lync 2010 Servers 4 Physical/VM servers 2x Edge; 1x Internal Front-end;
1x DB; 1x AD
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3. Microsoft Lync Network Topology

3.1 Environment diagram

3.2 IP allocations
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The following IP addresses were allocated in this reference environment.

Functional Device IP Subnet Mask
NetScaler IP (NSIP) 10.5.172.124 255.255.255.0
NetScaler Subnet IP (SNIP) 10.5.172.126 255.255.255.0
Lync External Edge (VIP) 10.5.172.170 255.255.255.0
Lync Edge Server 1 10.5.172.175 255.255.255.0
Lync Edge Server 2 10.5.172.176 255.255.255.0
Lync Internal Front-End (VIP) 10.5.172.177 255.255.255.0
Lync Front-End Server 10.5.172.171 255.255.255.0
Database SQL Server 10.5.172.152 255.255.255.0
Active Directory Server 10.5.172.155 255.255.255.0

3.3 Lync Protocol/Port Requirements

The following protocols and ports were used in this reference environment.

Virtual Server Protocol Load-Balanced Lync Server Port Services
Edge VIP SSL_BRIDGE* | Edge Serverl 443
Edge Server2 443
Edge VIP TCP Edge Serverl 135
© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc. Page 4
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Edge Server2 135
Front-End VIP TCP Front-End Server** 135
Front-End VIP TCP Front-End Server 444
Front-End VIP TCP Front-End Server 5060
Front-End VIP TCP Front-End Server 5061
Front-End VIP SSL BRIDGE | Front-End Server 443
Front-End VIP TCP Front-End Server 80

* SSL Offload is not supported on Lync by Microsoft. NetScaler will act as a bridge to pass the security certificate
authentication to Lync servers.

** Although there is only one Front-End Server in this reference environment, this document will use a virtual server
to communicate from NetScaler to Front-End Server.

4. Overview of NetScaler Installation and Configuration for Lync

4.1 NetScaler Configuration

During the installation and configuration process, from the main NetScaler screen, administrators will be

able to navigate the menu (in red) panel where to configure application specific parameters.
o ]

£ bitg://105172.128/menu/ne = B G X |[ £7 Cierx NetScaler VPX - Confi.. | 18 Google Vice - Inbox peaum:zegasue,. | |
x @Convert v [ Select

NetScaler VPX (1000) 10.5.172.124(ns10)  NS10.0: Build 69.4.nc, Date: Jul 14 2012, 07:21:20

* System NetScsler . System Information Refresh Help | Save

System Information | System Sessions

Cloud Brdge System Information

Hardware Information

Setup Wizard... | Upgrode Wizard... | Reboot | Statistics | Call-Home

The table below summarizes the specific menu and actions within NetScaler which need to be configured
properly in order to complete the Lync configuration:

NetScaler Menu NetScaler Sub-Menu Action
System Licenses Manage Licenses
Settings Configure basic features
Network IPs NetScaler IP, Subnet IP
Virtual IP
Load Balancing Monitoring Per Port
Service Group Per Port
Servers Per Physical/VM server
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4.2 Step -by-Step Installation
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The following is an overview of steps which are required to configure Lync services within NetScaler..

Step | Action Detall Custom Data
1 NetScaler IP, Subnet IP NetScaler initial Configurations | NetScaler IP (NSIP), Subnet IP
(by Setup Wizard) (SNIP)

2 Manage Licenses NetScaler license installation ic license file

3 Configure basic features | NetScaler basic feature settings | Feature settings

4 Configure Lync Custom Creating Load Balancing TCP Port 80, 443, 50601 and
Monitoring Monitoring 5061

5 Configure Backend Creating a Service Group IPs for Edge Server 1 and Edge
Services Server 2; IP for Front-end Server

6 Configure Public Creating virtual servers (IP) to Lync Virtual IPs (VIP)
Endpoint Services talk to multiple backend servers

5. Deployment Instruction

This section will describe detail steps from NetScaler VPX installation and initial configuration to Lync
service configuration within NetScaler.

5.1 NetScaler Initial Configurations

Administrators can use the NetScaler command-line to set up the initial NSIP, Mapped IP (MIP), and
Subnet IP (SNIP). You can also configure advanced network settings and change the time zone.

For information about MIP, SNIP, other NetScaler-owned IP addresses, and network settings, see the
“Citrix NetScaler Networking Guide” at http://support.citrix.com/article/CTX132369.

5.1.1 Add NSIP, Subnet Mask, and Default Gateway on NetScaler:

At the Console prompt from XenCenter or vSphere client, enter the NSIP address, subnet mask, and then
save the configuration. Use either the SSH client or the NetScaler VPX Console to access the NetScaler
command line to complete initial configuration with default gateway.
> add route 0.0.0.0 0.0.0.0 <gateway ip>

> show route

> save ns config

5.1.2 NetScaler Configuration by Using the Configutation Utdlity

Once the network connectivity to NetScaler is established, the Configuration Utility can be accessed from
a browser to complete the rest of Lync configuration.
Connect to NetScaler on a web browser: http://<NSIP address>. In Start in, select Configuration,
and then click Login. Setup Wizard should start up automatically. Otherwise, Setup Wizard can be
started from menu under Netscaler>System Information:

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc.
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NetScaler VPX (1000)

103472420 NSI0.0: Bulld 65,4, Date: i 14 2012, 072120 naroot LD

Dashboard

System
Network

Cloud Bridge

NS

sst

S5L Offiosd

AppExpert

HTTP Compression
Integrated Caching
Protection Features
EdgeSight Monitoring
Load Balancing

ARA - Application Traffic
Content Switching
Cache Redirection

Gste

Rewrite

Responder

Access Gatewsy

Web Interface

Application Firewall

| Configuration

Reporting Documentation | Downloads

NetScaler . System Information Refresh

System Information | System Sessions
System Information

System IP

Netmask
Number of Mapped IP(s)
Node

Time Zone dinated Universal Time

System Time ~ Th 2145103 UTC
Last Config Changed Time T
Last Config Saved Time  Thy, 6 Sep 2 6:26 UTC

Hardware Information

Platform
Manufactured on
Py

HostId

Serial no

Encoded serial no

e Wiard.. | Reboot | Statistics | CallHome

5.1.3 Setup Wizard

 Setup Wizard
Introduction
Welcome to the Setup Configuration Wizard.

Introduction

Network Config

Choose Application

Summary

Click Next to follow the instructions. Confirm the pre-populated NSIP, Netmask and Gateway addresses.

This wizard is designed to help you set up the initial configuration.

To continue, click Next.

(o=
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Network Config

System IP Address is the Management IP Address that is used for all management related access to the system. Mapped IP Address (MIP) and Subnet IP
Address (SNIP) is used by the system to represent the client when c
router that forwards traffic outside of the system subnet.

ey

+ Introduction System Confi
Network Coufig PAddress [I] .5 . 172, 128
A Netmask  [255 . 255 . 255 , 0 |
Summary

Gateway* [I0 .5 .1722.1 |

Host Name® [ns10 |

[ <Back |[ Net> ][ cClose |

Choose Subnet IP (SNIP) to add SNIP address and its subnet mask (Netmask) and Click Next.

Network Config
System IP Address is the Management IP Address that is used for all management related access to the system. Mapped IP Address (MIP) and Subnet IP

Address (SNIP) is used by the system to represent the client when ing with a configured server, Default y IP Address ds to the cln!x- ]
router that forwards traffic outside of the system subnet. L
+ Introduction  System Confi
Pateoek (oaty PAddress (10 .5 . 172. 124 |
Ch licati
oslopation Netmask  [255 . 25 . 25 . 0 ]
Summary
Gateway* 10 .5 . 1721 |
Host Name* [ns‘lo ]
- MIP / SNIP Config L
Note: 0 MIP and 1 SNIP configured. L
O Mapped IP ® [subnet P
PAddress [10 .5 . 172 . 126 |
Netmask 255 . 255 . 255 . 0 |

Next >

< Back Close

Choose Skip this Step. Lync configuration data will be added manually.

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc.

icating with a configured server. Default Gateway IP Address corresponds to the chnlx-i

MIP / SNIP Config |
Note: 0 MIP and 1 SNIP configured. L

® Mapped IP Clsubnet D i

PAddress [ . . . |

Netmask | . . . |

~

Page 8



paloalto

e b e

Setup Wizard
Choose Application

You can choose to configure an application through AppExpert Template or Load Balancing for Citrix XenApp or Citrix XenDesktop.

+ Introduction

+ Network Config

Choose Application

Summary

5.2 NetScaler License installation

Proper license is required in order to enable necessary services for Lync configuration.
“Citrix NetScaler VPX Licensing Guide” at http://support.citrix.com/article/CTX122426.

NetScaler VPX (1000)

Dashbosra | Configuration

= System

Settings

Diagnostics
High Availability
NTP Servers
Groups

Users

Database Users
Command Policies
Reports

Profiles

Cluster
Authentication
Auditing

AppFlow

SNMP

* Network

+ Cloud Bridge

* DNS

* ssL

# SSLOffioad

* AppExpert

% HTTP Compression

* Integrated Caching

# Protection Features

Click Manage License to install the downloaded license.

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc.

@ Configure application from AppExpert Template

CiTRIX'

[SharePoint_2010
Upload template file from local system
Filer [CaL | & Browse (Local -

O Load Balancing for Citrix XenApp

© Load Balancing for Citrix XenDesktop

NetScaler  System , Licenses

Web Logging
Surge Protection

Load Balancing

Content Switching

Maximum ICA Users Allowed
Authentication, Authorization and Auditing
OSPF Routing

RIP Routing

Priority Queuing

SSL Offloading

Gilobal Server Load Balancing

GSLB Proximity

DoS Protection

Dynamic Routing

Model 1D

AppFlow

ISIS Routing

Callhome

L JE JE I ¢
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Content Filtering
Integrated Caching

Access Gateway

Maximum Access Gateway Users Allowed
Cache Redirection

Sure Connect

HTTP Compression

BGP Routing

Rewrite

1Pv6 Protocol Translation

Application Firewall

Responder

EdgeSight Monitoring (HTML Injection)
NetScaler Push

Web Interface

Cloud Bridge

Clustering

G ¢ ¢ ¢

€C¢CCCCeeCCeee

Documentation

Refresh

CiTRIX

Refer to the

| Downioags

Help

Save
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Below is the list of license files present on the system.

S Ao =705 | Add.
s

Click here to request for licenses.

@ Help [ ok || close |

5.3 NetScaler Basic Feature Setting

8.3.1 NetScaler Feature Setting

Once a proper license is installed, administrator can select the available features to enable them from
Systems>Settings. Choose Configure basic features.

| Dasnboard | Configuration Reporting Documentation ‘ Downloads

S System & NetScaler  System . Settings Refresh Help | Save
Licenses
Settings

Diagnostics

High Availability
NTP Servers
Groups

Users

Database Users

Command Policies

m

Reports

Profiles

® Cluster
# Authentication
¥ Auditing
* AppFiow
® SNMP
* Network
* Cloud Bridge
% DNS
# st
# SSL Offioad
* AppExpert
% HTTP Compression
* Integrated Caching

% Protection Features

5.3.2 Basic Features

The following services are the minimal services required in order to enable and complete Lync
configuration.

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc. Page 10



;Conﬁgure Basic Features

E.'s SSL Offloading

Load Balancing

Content Switching
Content Filter
Integrated Caching
Rewrite

Access Gateway

15 ) O I T

Application Firewall

Authentication, Authorization and Auditing

@ Hep | ok || Close ]
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5.4 Creating Lync Load Balancing Custom Monitoring

Based on protocol/port requirements in Section 3.3, the following custom monitoring will be created — Port
80, 443, 5060 and 5061. The rest of ports 135, 444 will be monitored with port 5061.

Under Load Balancing navigation menu, choose Monitor and Add.

£ hitp://105172124/menu/neo - 8 & X | £72 Citix Netscaler VPX - Confi..

x @Convert v [B)Select

:
cirmix

NetScaler VPX (1000) 10.5.172.124(ns10) NS10.0: Build 69.4.nc, Date: Jul 14 2012, 07:21:20
| Dashbosra | Configuration | Reporting Documentation | Downloads
S System = NetScaler , Load Balancing > Monitors Refresh Hep | save |5
© Network 25 Per Page [v] 1-230123 I Eav]
* Cloud Bridge Name | State | Type >
# DNS ping-default @ Enabled PING
o ssL | tep-default @ Enabled TCcp
B S5 Offfoed ‘ ap @ Enabled ARP
nd6 @ Enabled ND6
+ AppExpert
ping @ Enabled PING
% HTTP Compression
tep @ Enabled Tcp
* Integrated Caching E
http @ Enabled HTTP
# Protection Features i
tep-ecy @ Enabled TCP-ECY
£ EeSuit Moty htp-ecv @ Enabled HTTP-ECV
= Load Balancing udp-ecv @ Enabled UDP-ECV
Virtual Servers dns @ Enabled DNS
Servces fip @ Enabled FTP
Service Groups
teps @ Enabled cp
Monitors
et Tables https @ Enabled HTTP
Servers teps-ecv @ Enabled TCP-ECV LS
Persistency Groups https-ecv @ Enabled HTTP-ECV
* AAA - Application Traffic Ildns-ping @ Enabled LDNS-PING
# Content Switching Idns-tcp @ Enabled LDNS-TCP
 Cache Redirection ldacrine. Enabled LDNS-DN >

Ad a
+ GSLB i % |

Select Name to lync_5060 and Type to TCP. Destination Port to 5060. Then, Create.

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc.
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Name* |lync_5060 | Type* ITCP 'I
Standard Parameters I Special Parameters I
Interval |5 I |Seconds 'J Destination IP | |D IPvE
Response Time-out |2 l ISeconds '] Destination Port |5060 |
Down Time |30 I |Seconds 'I Dynamic Time-out l I
Deviation | | ISeconds 'l Dynamic Interval I ]
Retries |3 | Resp Time-out Threshold | |
SNIMP Alert Retries | | Action |NONE -|
Success Retries |1 | -
=
Failure Retries | l Custom Header -
Enabled C Risieiiae [ Treat back slash as escape character
Net Profile | -
LRTM (Least Response Time using Monitoring)
[ Transparent [ Secure ] 1P Tunnel
[ Tos TosId | |
@ Help | Create I Close |
Select Name to lync_5061 and Type to TCP. Destination Port to 5061. Then, Create.
FrC ; P
Name* |lync_5061 | Type* ITCP 'I
Standard Parameters I Special Parameters |
Interval |5 I |Seconds 'J Destination IP | . . . |D IPvE6
Response Time-out |2 I |Seconds '] Destination Port |5061 |
Down Time |30 I |Seconds 'I Dynamic Time-out l I
Deviation | | ISeconds Vl Dynamic Interval I ]
Retries |3 | Resp Time-out Threshold | |
SNIMP Alert Retries | | Action [NnoNE -|
Success Retries |1 | 7e
=
Failure Retries | l Custom Header -
Enabled C Risieiae [ Treat back slash as escape character
Net Profile | -
LRTM (Least Response Time using Monitoring)
[ Transparent [ Secure [J 1P Tunnel
[ T0s TosId | |
@ Help I Create I Close |

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc.
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Select Name to lync_443 and Type to TCP. Destination Port to 443. Then, Create.

LRTM (Least Response Time using Monitoring)

_ 5 X
Name* |lync_443 | Type* ]TCP 'I
Standard Parameters I Special Parameters I
Interval |5 | |Seconds 'J Destination IP | . . . |D IPvE6
Response Time-out |2 | |Seconds 'I Destination Port |443 |
Down Time |30 I |Seconds 'I Dynamic Time-out | I
Deviation | | ISeconds 'I Dynamic Interval I l
Retries |3 | Resp Time-out Threshold | |
SNMP Alert Retries | | Action NONE -|
Success Retries |1 | 7e
=
Failure Retries | | Custom Header e
Enabled C R [ Treat back slash as escape character
Net Profile | -
LRTM (Least Response Time using Monitoring)
[[] Transparent [ Secure [J 1P Tunnel
[ T0s TosId | |
2} Help | Create J | Close
Select Name to lync_80 and Type to TCP. Destination Port to 80. Then, create.
o . X
| Typer [TCP -|
Standard Parameters I Special Parameters I
Interval |5 I |Seconds VI Destination IP | . . . ID IPvE
Response Time-out |2 | |Seconds '] Destination Port |80| |
Down Time |30 I |Seconds 'I Dynamic Time-out I I
Deviation | I |Seconds 'I Dynamic Interval I l
Retries 3 | Resp Time-out Threshold | |
SNIMP Alert Retries | | Action NONE -|
Success Retries |1 | oe
=
Failure Retries | | Custom Header e
Enabled ClRMee [] Treat back slash as escape character

| -

Net Profile

[J T0s TOSHd |

| [ Transparent [ Secure ] 1P Tunnel

@ Help

I Create I Close |

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc.
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5.5 Creating Load Balancing Service Groups

Each service port which communicates between backend physical/VM servers and public endpoint virtual
server needs to be configured as a service group.

From NetScsaler Configuration Utility navigation menu, choose Service Groups under Load Balancing
menu. Click Add.

=8 =)
} (Y vg 53

"% hitp://10.5172.124/menu/nec=noAnchor ~ B ¢ X
% @jConvert v [ Select

Citrix NetScaler VPX - Confi... %

Host N e e 0 Use H o
NetScaler VPX (1000) 10.5.172.124(ns10) NS10.0: Build 69.4.nc, Date: Jul 14 2012, 07:21:20 nsroot CITRIX
Dashboard ‘ Configuration I Reporting i ‘ D
+ System =t NetScaler Load Balancing Service Groups Refresh ‘ Help ‘ Save |
|
& Network 25 Per Page [=]|| 1-140f14 | v
# Cloud Bridge Name I State Effective State = Protocol l Max Clients ‘ Max Requests. ‘ Max Bandwidth{kbits) ‘ Monitor Threshold ‘
* DNS SharePointServers @ENABLED @UP HTTP 0 0 0 0
@ ssL CASServers @ENABLED  @UP HTTP 0 0 0 0
O | casservers-sst @ENABLED  @UP ssL 0 0 0 0|
Exchange_IMAP4 @ENABLED @UP cp 0 0 0 0
* AppExpert | |
Exchange_POP3 @ENABLED @UP Tcp 0 0 0 0
* HTTP Compression |
Exchange_SMTP @ENABLED @UP TCP 0 0 0 0
#+ Integrated Caching = |
Lync_svc_5060 @ENABLED  @DOWN Tcp 0 0 0 0
* Protection Features |
Lync_svc_5061 @ENABLED @UP TCP 0 0 0 0
& EdoeSioht Monitoniog ¢ | Lync_sve 135 @ENABLED  @UP Tcp 0 0 0 0
= Load Balancing Lync_sve_444 @ENABLED  @UP Tcp 0 0 0 0
Virtual Servers Lync_sve_443 @ENABLED  @UP SSL_BRIDGE 0 0 0 0
Senvices Lync_sve_80 @ENABLED  @UP TCp 0 0 0 0
Service Groups | |
Lync_svc_edge @ENABLED @DOWN SSL_BRIDGE 0 0 0 0
Monitors |
Metric Tables Lync_svc_edgell35 @ENABLED @DOWN ce 0 0 0 0
Servers
Persistency Groups
+ AAA - Application Traffic
# Content Switching
* Cache Redirection T T T T
[ Adg... ‘ pen.. | Enable | Disable | Manage Members | Remove | Shaw findings | Flush Surge Queve | Statistics | Rename |
+ GSLB - — ! |

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc. Page 14
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Set Service Group Name to Lync_svc_5060, Protocol to TCP
time under Members>Specify Member(s).

~

. Add a physical or VM server one at a

Service Group Name* |Lync_svc_5060 Protocol* |TCP 'J
Enable Service Group Enable Health Monitoring ] AppFlow Logging
Members I Monitors I Profiles I Advanced I SSL Settings |
r Specify Member(s) r Configured Members
~@® IPBased () Server Based- [serverName  |iP Address/iDomain  |Port |weight |serveriD  |HashiD  |Member State
IP Address Range 10.5.172.171 10.5.172.471 5060 1 “None™ To be Enabled
10 .5 172 .17 [OPve-
ot [5060 |
Weight [1 |
ServerID l"None" I
HashID | |
Enable Member
- Monitors Deta...
[
Comments |
@ e
Choose lync_5060 from Monitors tab. Then Create.
x
Service Group Name* |Lync_svc_5060 | Protocol® |TCP i
Enable Service Group Enable Health Monitoring  [] AppFlow Logging
Members  Monitors | profiles | Advanced | SSL Settings |
rAvailabl 1 Configured
Monitors | Monitors | weight |state
. - tync_5060 1
tcp-ecv
hitp-ecv
udp-ecv B
dns
fip
o
s
tcps-ecv A
hitps-ecv 3
idns-ping
idns-tcp
idns-dns
hync_5061
fync_443
tync_80 -~
Comments l
@ e

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc.
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Set Service Group Name to Lync_svc_5061, Protocol to TCP. Add a physical or VM server one at a
time under Members>Specify Member(s).

Service Group Name™ |Lync_svc_5061 Protocol* |TCP 'J

Enable Service Group Enable Health Monitoring ] AppFlow Logging

Members I Monitors | Profiles | Advanced | SSL Settings |

r Specify Member(s) r Configured Members
@ IPBased () ServerBased—————— [serverName  |iP AddressiDomain  |Port |weight |serveriD  |HashiD  |Member State
1P Address Ringe 10.5.172.171 10.5.172.171 5061 1 “None” To be Enabled

10 .5 172 .17 |[O1Pve-

ot [5061

< Remove

Weight [t

ServerID I"None"

HashID |

Enable Member

Monitors Deta...

Comments l I

@ ber

Choose lync_5061 from Monitors tab. Then Create.

Service Group Name™ |Lync_svc_5061 | Protocol* |TCP b

Enable Service Group Enable Health Monitoring  [] AppFlow Logging

Members  Monitors I Profiles I Advanced I SSL Settings ]
rAvailabl r Configured
Ty
» tync_5061 1 i

s

§

lync_443 =

Comments |

e

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc. Page 16
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Set Service Group Name to Lync_svc_135, Protocol to TCP. Add a physical or VM server one at a
time under Members>Specify Member(s).

Lync_svc 135 Protocol* |TCP 'J

Service Group Name™

Enable Service Group Enable Health Monitoring ] AppFlow Logging

Members I Monitors | Profiles | Advanced | SSL Settings |

r Specify Member(s) r Configured Members
~® ) Server Based———————— [serverName  [iP AddressiDomain  [Port [Weight [ServeriD [HashiD  [Member State
1P Address Range 105172171 105172171 135 1 “None” To be Enabled

10 .5 172 .17 |[O1Pve-

pot  [135

< Remove

Weight [t

ServerID I"None"

HashID |

Enable Member

Monitors Deta..,

Comments l I

@ ber

Choose lync_5060 from Monitors tab. Then Create.

Service Group Name™ TCP -

Lync_svc 135 l Protocol*
Service Group State @ ENABLED Enable Health Monitoring ] AppFlow Logging
Members  Monitors | Profiles | Advanced | SSL Settings |

rAvailabl r Configured
| ([ onitors Jweignt [state
- lync_5061 1

g%ﬁﬁésg

m
1=
a

Comments |

@ e

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc. Page 17
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Set Service Group Name to Lync_svc_444, Protocol to TCP. Add a physical or VM server one at a
time under Members>Specify Member(s).
SieateSoviceSrovp L

Service Group Name™ |Lync_svc_444 Protocol™ |[TCP b

Enable Service Group Enable Health Monitoring ] AppFlow Logging

Members I Monitors | Profiles | Advanced | SSL Settings |

r Specify Member(s) r Configured Members
® IPBased (O Server Based- [serverName  |iP Address/iDomain  |Port |weight |serveriD  |HashiD  |Member State
P Address Range 10.5.172.171 105172171 44 1 “None” To be Enabled

0.5 172 17 _|(pw-

port  [444

Weight [t

ServerID I"None"

HashID |

Enable Member

Monitors Deta...

Comments I I

@ ber

Choose lync_443 from Monitors tab. Then Create.
OsnﬁgmeServkeGmp x

Lync_svc_444 | Protocol* [TCP -
Service Group State @ ENABLED Enable Health Monitoring [ AppFlow Logging
Members  Monitors | Profiles | Advanced | SSL Settings

Availabl

Service Group Name*

r Configured
| Monitors | weignt |state
B tync_5061 1

cpTe
hitp-ecv
udp-ecv
dns
fip
teps
-
tcps-ecv
hitps-ecv
idns-ping
Idns-tcp
Idns-dns
tync_5060
tync_443
ync_80 -

m

Comments I

@ 1

Set Service Group Name to Lync_svc_443, Protocol to SSL_BRIDGE. Add a physical or VM server
one at a time under Members>Specify Member(s).
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Service Group Name® |Lync_svc_443 Protocol™ |SSL_BRIDGE 'J

Enable Service Group Enable Health Monitoring ] AppFlow Logging

Members | Monitors | Profiles | Advanced | SSL Settings |

r Specify Member(s) r Configured Members
@® [PBased () ServerBased ServerName |IP Address/Domain _|Port |Weight [ServeriD  |HashiD  |Member State
IP Address Range 105472471 105472471 443 1 “None® To be Enabled

10 .5 172 .17 |CJ1Pve-

Port  [443 |

|

Weight [1

ServerID |"None" I

HashD | |

Enable Member

Monitors Deta...

<l

Comments l

@ o

Choose lync_443 from Monitors tab. Then Create.

Service Group Name* ILync_svc_d:B I Protocol* ISSL_BF‘JDGE hd
Service Group State @ ENABLED Enable Health Monitoring  [] AppFlow Logging
Members | Monitors | Profiles | Advanced | SSLSettings |
[“ ilabl r Configured
& 443 1
i tync_ 2
udp-ecv
dns
m =
teps
s
covac
https-ecv
kins-ping =
kdns-tcp
Idns-dns
tync_5060
tync_5061
tync_80 B
Comments ]
@ Help
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Set Service Group Name to Lync_svc_80, Protocol to TCP. Add a physical or VM server one at a time
under Members>Specify Member(s).

Service Group Name™ |Lync_svc_80 Protocol* |TCP 'J

Enable Service Group Enable Health Monitoring ] AppFlow Logging

Members I Monitors | Profiles | Advanced | SSL Settings |

r Specify Member(s) r Configured Members
~® 1P Based () ServerBased—————— [servername  |iP Address/Domain  |Port |weight |ServeriD  |HashiD  |Member State
1P Address Range 10.5.172.171 105172471 80 1 “None” To be Enabled

10 .5 172 .17 |[O1Pve-

pot |80

< Remove

Weight [t

ServerID I"None"

HashID |

Enable Member

Monitors Deta..,

Comments |

@ ber

Choose lync_80 from Monitors tab. Then Create.
ice Group x

Service Group Name* |Lync_svc 80 l Protocol* |TCD hd

Service Group State @ ENABLED Enable Health Monitoring ~ [] AppFlow Logging
Members ~ Monitors | Proﬁlesl Advancedl SSL Settings I

Avaiabd

r r Configured
| |[Monitors | weignt |state
- tync_80 1

;

tync_5061
tync_443

1

Comments |

@ e
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B paloalto

Tr Pk e 1y campany”

CiTRIX

Set Service Group Name to Lync_svc_edge, Protocol to SSL_BRIDGE. Add a physical or VM server

one at a time under Members>Specify Member(s).

G

Service Group Name™ |Lync_svc_edge

| Protocol* [ssL_BRIDGE

Enable Service Group Enable Health Monitoring ] AppFlow Logging

Members I Monitors | Profiles | Advanced | SSL Settings |
r Specify Member(s)

r Configured Members

~® PBased (O Server Based- [server Name

|ip Address/iDomain  |Port |weight  |serveriD

|Hash ID

| Member State

1P Address

Range

10 .5 172 .17 |[J1pve-

port  [443

Weight [t

10.5.172.175
10.5.172.176

10.5.172.176
10.5.172.176

< Remove

ServerID I"None"

HashID |

Enable Member

443
443

1
1

“None’

“None’

To be Enabled
To be Enabled

Monitors Deta...

Comments

|

@ Help

Choose lync_443 from Monitors tab. Then Create.

Service Group Name* |Lync_svc_edge ] Protocol* ISSL_BF‘JDGE

Service Group State @ ENABLED Enable Health Monitoring  [] AppFlow Logging
Members  Monitors | Proﬁlesl Advancedl SSL Settings I

Availabl

r r Configured

Monitors | Monitors | weignt

- lync_443 1

el

:

Kdns-tcp
idns-dns
tync_5060
tync_5061
tync_80

1

Comments

@ Help

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc.
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Set Service Group Name to Lync_svc_edgel135, Protocol to TCP

a time under Members>Specify Member(s).

. Add a physical or VM server one at

Service Group Name™

Enable Service Group

Lync_svc_edgell35

Protocol* |TCP

Enable Health Monitoring

r Specify Member(s)

1P Address

~® PBased (O Server Based-

Range

10 .5 172 .17 |[J1pve-

pot  [135

Weight [t

< Remove

[] AppFlow Logging

Members I Monitors | Profiles | Advanced | SSL Settings |

r Configured Members

[serverName  |iP Address/iDomain  |Port |weight  |serveriD

|Hash D |Member State

10.5.172.175 10.5.172.176
10.5.172.176 10.5.172.176

ServerID I"None"

HashID |

Enable Member

135
135

1
1

“None’

“None’

To be Enabled
To be Enabled

Monitors Deta..,

Comments

|

@ Help

Choose lync_443 from Monitors tab. Then Create.

Service Group Name*

Lync_svc_edgell35

] Protocol* |TCP

Availabl

r

tync_5060
iync_443
tync_80

»

1

Service Group State @ ENABLED Enable Health Monitoring  [] AppFlow Logging

Members  Monitors | Proﬁlesl Advancedl SSL Settingsl

r Configured

Monitors | weignt

tync_5061 1

Comments

@ Help
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All Service Groups are listed under Load Balancing>Service Groups.
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E=3 50
([ ritp:105072120/menurneo - B G X | £7 Citrx NetScaler VP - Confi.. * | f
x @ Convet v [I2Select
NetScaler VPX (1000) 10.5.172.124(ns10) NS10.0: Build 69.4.nc, Date: Jul 14 2012, 07:21:20 nsroot CITRIX
Dashboard | Configuration | Reporting Documentation | Downioads
@ System NetScaler , Load Balancing  Service Groups Refresh tiaohilisu
metiadic 25 Per Page [~ 1-140f14 = [acw]
* Cloud Bridge Name | state Effective State Protocol Max Clients Max Requests Max Bandwidthikbits) Monitor Threshold
+ DNS SharePointServers @ENABLED @DOWN HTTP 0 0 [ 0
® sst CASServers @ENABLED euP HTTR 0 0 [ 0
B SSLOMoad CASServers-SSL GENABLED oup st 0 0 [ 0
Exchange_IMAPA @ENABLED @up T 0 0 [ 0
+ AppExpert
L Exchange_POP3 @ENABLED @oup T 0 0 0 0
# HTTP Compression
Exchange_SMTP @ENABLED ouUP b 0 0 [ 0
+ Integrated Caching
Lync_sve_5060 @ENABLED @DOWN TP 0 0 ] 0
* Protection Features
Lync_sve_S061 @ENABLED ouP Tcp 0 0 [ 0
SR e TR Lync_sve 135 @ENABLED ouP TP 0 0 0 0
= Load Balancing Lync_sve 444 @ENABLED @ur TP 0 0 0 0
Virtual Servers Lync_sve_443 @ENABLED up SSL_BRIDGE 0 0 [ 0
Services: Lync_svc_80 @ENABLED eup Tcp 0 0 0 0
Service Groups
Lync_sve_edge @ENABLED @DOWN SSL_BRIDGE 0 0 0 0
Monitors
; 1 o
—— Lync_sve_edge1135 @ENABLED ouP TC 0 0 [ 0
Servers
Persistency Groups
* AAA - Application Traffic
Add... | Statistics
# Content Switchina > .

5.6 Creating Virtual Server

Each public endpoint server using a specific service port needs to be configured as a virtual server and to
bind a service group along with backend physical/VM server(s).
From NetScsaler Configuration Utility navigation menu, choose Virtual Servers under Load Balancing

menu. Click Add.
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http://10.5172124/menu/neo#noAnchor ~ B & X Citrix NetScaler VPX - Confi... % ,

.
NetScaler VPX (1000) 10.5.172.124(ns10) N510.0: Build 69.4.nc, Date: Jul 14 2012, 07:21:20 nsroot CITRIX
Dashboard Configuration Reporting 1 i ' "
& System 21| NetScaler ) Load Balancing > Virtual Servers Refresh | Help | Save
/ /7
® Network | [9]fe] 1-arorn o] | |
[# Cloud Bridge Name State ’ Effective State | 1P Address. I Port ‘ Protocol Method Persistence ‘ % Health
[# DNS Exchange IMAP4 VIP @ Up @Up 10.5.172.165 993  SSL_TCP ROUNDROBIN NONE 100.00% 2 UP/0 DOWN
# ssL Exchange POP3.VIP @ Up @Up 105172165 995  SSLTCP LEASTCONNECTION ~ NONE 100.00% 2 UP/0 DOWN
[ SSL Offioad Exchange_SMTP_VIP @Up @Up 10.5.172.166 25 TCP LEASTCONNECTION  NONE 100.00% 1 UP/0 DOWN|
& AppExpert Lync_135_VIP & Out of service  @Down 10.5.172.177 135 TCP ROUNDROBIN SOURCEIP 100.00% 1 UP/0 DOWN
+ AppExpe
B Lync_444 VIP & Outof service  @Down 105172177 444 TCP ROUNDROBIN SOURCEIP  100.00% 1 UP/0 DOWN
[#) HTTP Compression
Lync_5060_VIP @® Down ®Down 105172177 5060 TCP ROUNDROBIN SOURCEIP 0.00% 0 UP/1 DOWN
1# Integrated Caching =
Lync_5061_VIP @Up @Up 105172177 5061 TCP ROUNDROBIN SOURCEIP 100.00% 1 UP/0 DOWN|
[# Protection Features
Lync_443_VIP ) Out of service ~ @Down 10.5.172.177 443 SSL_BRIDGE  ROUNDROBIN SOURCEIP 100.00% 1 UP/0 DOWN
& Edgesini Monitoring ¢ | Lync_80_vIP o Outofservice  @Down 105172177 80 TCP ROUNDROBIN SOURCEIP  100.00% 1 UP/0 DOWN
= Load Balancing Lync_edge135_VIP & Outofservice  @Down 105172170 135 TCP ROUNDROBIN SOURCEIP  0.00% 0 UP/2 DOWN
Virtual Servers Lync-edge-ssl & Out of service  @Down 10.5.172.170 443 SSL_BRIDGE ~ LEASTCONNECTION  NONE 0.00% 0 UP/2 DOWN
Services
Service Groups
Monitors
Metric Tables
Servers
Persistency Groups
1 AAA - Application Traffic
[# Content Switching
. < G
[ Cache Redirection T
| . | Open Disable | Remove | Rename Show dgeSight Monitoring | Dis l »
J [ e
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%,
Name* “ | {®) IP Address Based () IP Pattern Based
Protocol* [HTTP ~| 1P Address* (B
[ Network VServer Range |1 l Port* |8° |
Directly Addressable [v] State [v] AppFlow Logging
Services | Service Groups | Policies | Method and Persistence | Advanced | Profiles | SSL Settings |
Activate All Deactivate All Q Find

Add... @ Open... EI Remove

Comments

@ Help | Create I Close I
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Set Name to Lync_5060_VIP. IP Address to 10.5.172.177. Port to 5060. Choose Lync_svc_5060

service group from Service Groups tab.

et AV S, S R S
Name* IL;.v'nt-SOLSO_VIP ] ® IP Address Based () IP Pattern Based
Protocol* |TCP vl IP Address* (10 . 5 . 172 . 177 |
[J Network VServer Range Il l Port™ |5°6°| l
State @ DOWN AppFlow Logging
Services  Service Groups I Policies | Method and Persistence | Advanced | Profiles | SSL Settings |
Activate All Deactivate All I Member binding details... I @, Find
Lync_svc_5060 TCP
O Exchange_IMAP4 TCP
O Exchange_POP3 TCP
O Exchange_SMTP TcP
O Lync_svc_5061 TCP
O Lync_svc_135 TCP
O Lync_svc_444 TCP
O Lync_svc_80 TCP
O Lync_svc_edge1135 TCP
@ Add... @ Open... a Remove
Comments
@ Help [ ok ]| close |
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Set Persistence to SOURCEIP under Method and Persistence tab

L

Name* |Lync_5060_V'IP [ {® IP Address Based () IP Pattern Based
0.5 .172.1% |

Protocol® |TCP v| IP Address*

[J Network VServer Range |1 [ Port* |5060 |

State @ DOWN [V] AppFlow Logging

Services | Service Groups | Policies Method and Persistence | Advanced | Profiles | SSL Settings |

LB Method
Method [Round Robin | New Service Startup Request Rate | | |Per_seconp |
Increment Interval | |
-Persistence - Backup Persistence
Persistence ||SOURCEIP '" Persistence | NONE 'l
Time-out (min) |2 | | | Time-out (min) |2 |
Pvd Netmask | . . . ||| PvaNetmask | . . . |
IPv6 Mask Length (128 | | | 1Pv6 Mask Length |12 |
Comments

@ Help [ ok || close |
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Set Name to Lync_5061_VIP. IP Address to 10.5.172.177. Port to 5061. Choose Lync_svc_5061

service group from Service Groups tab.

Name* ‘L,ncj(véljlp | @ IP Address Based (O IP Pattern Based
Protocol* | TCP -‘ IPAddress* (10 .5 . 172 . 177 |
[J Network VServer Range ll | Port™ |5061[ |

State @ UP [¥] AppFlow Logging

Services | Service Groups | Policies || Method and Persistence | Advanced | Profiles | SSL Settings |

Activate All Deactivate All Member binding details... ” @, Find
Active [service Group Name [Protocal
Lync_sve_5061 TCP
m} Exchange_IMAP4 TcP
O Exchange_POP3 TCP
m] Exchange_SMTP TcP
m} Lync_svc_5060 TcP
O Lync_svc_135 TCcP
O Lync_svc_444 TCP
O Lync_svc_80 TCP
O Lync_svc_edge1135 TCP

D Add... @ Open... B Remove |

Comments | ‘

@ ter

Set Persistence to SOURCEIP under Method and Persistence tab

;4;»/1/4!,./ x
Name* [L;. nc_5061_VIP l ® IP Address Based (O IP Pattern Based
Protocol* [TCP <] PAddesst [0 5 1% 1T |
[ Network VServer Range |1 | Port- [s061 |

State @ UP [l AppFlow Logging

Services I Service Groups | Policies Method and Persistence I Advancedl Profilesl SSL Settings. I

LB Method

Method New Service Startup Request Rate | | [Per_secon ~]
Increment Interval | |

P Backup P;

Persistence |b0URCEP V“ Persistence

Time-out (min) |Z | Time-out (min)

PvNetmask [ . .. ||| PaNemask [ ]

IPY6 Mask Length [128 | | | 1v6 Mask Length

Comments |

@1
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Set Name to Lync_135 VIP. IP Address to 10.5.172.177. Port to 135. Choose Lync_svc_135 service
group from Service Groups tab.

[J Network VServer Range Il | Port* 135 |

State & OUT OF SERVICE AppFlow Logging

Services  Service Groups | Policies | Method and Persistence | Advanced | Profiles | SSL Settings |

Activate All Deactivate All | Member binding details... ] @, Find
Active | service Group Name |Protocol

Lync_svc_135 TCP

O Exchange_IMAP4 TCP

O Exchange_POP3 TCP

O Exchange_SMTP TCP

O Lync_svc_5060 TCP

O Lync_svc_5061 TCP

O Lync_svc_444 TCP

O Lync_svc_80 TCP

| Lync_svc_edge11356 TCP

@ Add... Open... EQ Remove

Comments

Name* |Lync_13S_V[P| I {® IP Address Based (O IP Pattern Based
Protocol* | TCP ~| PAddress*[10_. 5 . 172 17 |

=) Help | OK Il Close l
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Set Persistence to SOURCEIP under Method and Persistence tab

Ce L

Name* ILync_lBS_VIP | {®) IP Address Based () IP Pattern Based
Protocol* |TCP vI IP Address* |1U T A I
[] Network VServer Range |1 | Port* |135 |

State @ UP [v] AppFlow Logging

Services | Service Groups | Policies ~Method and Persistence | Advanced | Profiles | SSL Settings |

LB Method
Method [Round Robin | New Service Startup Request Rate | | |Per_seconp |
Increment Interval | |

-Persistence -Backup Persistence
Persistence | SOURCEIP | | | Persistence  |NONE ~|

Time-out (min) IZI Time-out (min) |2

IPvd Netmask (255 . 255 . 255 , 255

|
IPviNetmask | . . . |
|

IPv6 Mask Length (128 IPv6 Mask Length 123

Comments

@ Help | 0OK I Close |
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Set Name to Lync_444_VIP. IP Address to 10.5.172.177. Port to 444. Choose Lync_svc_444 service

X
Name* |L;.v'nc_444_‘v'lp I {® IP Address Based (O IP Pattern Based
Protocol* |TCP vl IP Address* (10 . 6 . 172 . 17?7 |
[] Network VServer Range [1 ] Port* lM |
State @ UP AppFlow Logging
Services  Service Groups | Policies | Method and Persistence | Advanced | Profiles | St Settings |
Activate All Deactivate All | Member binding details... J @, Find
% Lync_svc_444 TCP
O Exchange_IMAP4 TCP
O Exchange_POP3 TCP
O Exchange_SMTP TCP
O Lync_svc_5060 TCP
O Lync_svc_5061 TCP
O Lync_svc_135 TCP
O Lync_svc_80 TCP
O Lync_svc_edge1135 TCP
Add... @ Open... EQ Remove
Comments
@ Help [ ok || close
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Persistence to SOURCEIP under Method and Persistence tab

Name*  |Lync 444 VIP

Protocol* |TCP

State @ UP [v] AppFlow Logging

[] Network VServer Range |1 | Port* |444

| {® IP Address Based (O IP Pattern Based

~| PAddress* 0.5 . 1%2. 177

Services | Service Groups | Policies  Method and Persistence | Advanced | Profiles | SsL Settings |

- LB Method

Method [Round Robin

Increment Interval

'J New Service Startup Request Rate |

| |Per_seconp |

- Persistence

Persistence  [SOURCEIP |

Time-out (min) IZ

|
Pvd Netmask | . . . |
IPv6 Mask Length (128 |

-Backup Persistence

Persistence | NONE

Time-out (min) |2

1Pvd Netmask |

IPv6 Mask Length 123

Comments

@ Help

| OK I Close |
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Set Name to Lync_443 VIP. IP Address to 10.5.172.177. Port to 443. Choose Lync_svc_444 service

Name* |L;.v'nc_443_‘v'lp I {® IP Address Based (O IP Pattern Based

v| IP Address*

SSL_BRIDGE

0.5 172,17 |

Protocol*

] Port* |443§

[J Network VServer Range [1

State @ UP [v] AppFlow Logging

Services  Service Groups | Policies | Method and Persistence | Advanced | Profiles | St Settings |

Activate All Deactivate All | Member binding details... J @, Find
v Lync_svc_443 SSL_BRIDGE
O Lync_svc_edge SSL_BRIDGE

Add... @ Open... EQ Remove

Comments

@ Help [ ok || close
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Persistence to SOURCEIP under Method and Persistence tab

Name* |Lync_443_VIP

Protocol* |S5L_BRIDGE

State @ UP [v] AppFlow Logging

[] Network VServer Range |1 | Port* |443

| {® IP Address Based (O IP Pattern Based

~| PAddress* 0.5 . 1%2. 177

Services | Service Groups | Policies  Method and Persistence | Advanced | Profiles | SsL Settings |

- LB Method

Method [Round Robin

Increment Interval

'J New Service Startup Request Rate |

| |Per_seconp |

- Persistence

Persistence  [SOURCEIP |

Time-out (min) IZ

|
Pvd Netmask | . . . |
IPv6 Mask Length (128 |

-Backup Persistence

Persistence | NONE

Time-out (min) |2

1Pvd Netmask |

IPv6 Mask Length 123

Comments

@ Help

| OK I Close |
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Set Name to Lync_80_VIP. IP Address to 10.5.172.177. Port to 80. Choose Lync_svc_80 service

Name* |L;.v'nc_8lj_'v'lP I {® IP Address Based (O IP Pattern Based

0.5 17217

Protocol* |TCP vl IP Address*

[J Network VServer Range [1 ] Port* |80|

State @ UP [v] AppFlow Logging

Services  Service Groups | Policies | Method and Persistence | Advanced | Profiles | St Settings |

Activate All Deactivate All | Member binding details... J @, Find
Active | service Group Name |Protocol

% Lync_svc_80 TCP

O Exchange_IMAP4 TCP

O Exchange_POP3 TCP

O Exchange_SMTP TCP

O Lync_svc_5060 TCP

O Lync_svc_5061 TCP

| Lync_svc_135 TCP

O Lync_svc_444 TCP

| Lync_svc_edge1135 TCP

Add... @ Open... EQ Remove

Comments

@ Help [ ok || close
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Persistence to SOURCEIP under Method and Persistence tab

Name* | Lync_80_VIP

Protocol* |TCP

[ Network VServer Range |1

State @ UP [v] AppFlow Logging

| Portr lso

| {® IP Address Based () IP Pattern Based

~| PAddress* 0.5 . 1%2. 177

Services | Service Groups | Policies  Method and Persistence | Advanced | Profiles | St Settings |

- LB Method

Method |[Round Robin

Increment Interval

¥| New Service Startup Request Rate I

| |per_seconp |

- Persistence

Persistence  [SOURCEIP

|

Time-out (min) IZ

IPv4 Netmask |

IPv6 Mask Length |128

- Backup Persistence

Persistence | NONE

Time-out (min) |2

1Pvd Netmask |

IPv6 Mask Length |129

Comments

@ Help

[ ok || close
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Set Name to Lync_edge VIP. IP Address to 10.5.172.170. Port to 443. Choose Lync_svc_edge

service group from Service Groups tab.

Name* |Lync_edge_VlP

| {®) IP Address Based () IP Pattern Based

Protocol*

SSL_BRIDGE

~| PAddress*[10 .5 . 172 . 170

|OPve

[ Network VServer Range [1

] Port* |443

Directly Addressable [v] State [v] AppFlow Logging

Activate All Deactivate All

Services  Service Groups I Policies I Method and Persistencel Advanced | Proﬁlesl SSL Settings I

‘ lj Member binding details...

[ @ Find |

O Lync_svc_443 SSL_BRIDGE
Lync_svc_edge SSL_BRIDGE

Q Add... @ Open... Remove

Comments

@ Help

| Create I Close I
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Persistence to SOURCEIP under Method and Persistence tab
. = g

Name* lLync_edge_VlP | {® IP Address Based () IP Pattern Based
Protocol* |SSL_BRIDGE ~| PAddress*[10 .5 . 172 . 170 |0 P
[[J Network VServer Range |1 ] Port* |443 I

Directly Addressable [v] State [v] AppFlow Logging

Services | Service Groups | Policies  Method and Persistence | Advanced | Profiles | Sst Setings |

LB Method
Method [Round Robin ~| New Service Startup Request Rate | | [Per_seconp |
Increment Interval | I
-Persistence - Backup Persistence
Persistence  [SOURCEIP v| | | Persistence  |NONE -|
Time-out (min) |2 | | | Time-out (min) | |
IPvi Netmask | . . . || | pva Netmask | |
IPv6 Mask Length (128 | | | Pv6 Mask Length [122 |
Comments

@ Help | Create I Close |
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Set Name to Lync_edgel35_VIP. IP Address to 10.5.172.170. Port to 135. Choose

Lync_svc_edgell35 service group from Service Groups tab.

Name* |Lync_edge135_V}P | {® IP Address Based () IP Pattern Based
Protocol* |TCP ~| 1P Address” [0 .5 172,170 [mpLYS
[ Network VServer Range [1 ] Port* |135 |

Directly Addressable [v] State [v] AppFlow Logging

Services  Service Groups I Policies I Method and Persistencel Advanced | Proﬁlesl SSL Settings I

Activate All Deactivate Al | ) Member binding details.. || @ Find |

Active | service Group Name |rotocoi
O Exchange_IMAP4 TCP
O Exchange_POP3 TcP
O Exchange_SMTP TcP
| Lync_svc_5060 TCP
O Lync_svc_5061 TCP
O Lync_svc_135 TCP
O Lync_svc_444 TCP
O Lync_svc_80 TCP
Lync_svc_edge1135 TCP

Q Add... @ Open... Remove

Comments

@) Help Create Close
[_Create || Close |
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Persistence to SOURCEIP under Method and Persistence tab

Name* |Lync_edge135_VIP

Protocol* |TCP

[] Network VServer Range |1

State @ DOWN [V] AppFlow Logging

| Port* 135

| {® IP Address Based (O IP Pattern Based

~| PAddress* |10 .5 . 172170 |

Services | Service Groups | Policies  Method and Persistence | Advanced | Profiles | SsL Settings |

- LB Method

Method [Round Robin

Increment Interval

'J New Service Startup Request Rate |

| |Per_seconp |

- Persistence

Persistence  [SOURCEIP |

Time-out (min) IZ

|
Pvd Netmask | . . . |
IPv6 Mask Length (128 |

-Backup Persistence

Persistence | NONE

Time-out (min) |2

1Pvd Netmask |

IPv6 Mask Length 123

Comments

@ Help

7

| OK I Close |

© 2012 Palo Alto Networks | © 2012 Citrix Systems, Inc.

Page 40

~




palozilo | CiTRIX'

e Pk s 1y campary” '

All the virtual servers created can be viewed under Load Balancing>Virtual Servers

Q http://10.5.172.124/menu/neofnoAnchor ~ B ‘ T v fos
x @ Convert v [ Select
NetScaler VPX (1000) 10.5.172.124(ns10) NS510.0: Build 69.4.nc, Date: Jul 14 2012, 07:21:20 nsroot
Dashboard ‘ Configuration I Reporting i ‘ D
|
® System = NetScaler  Load Balancing > Virtual Servers Refresh | Help | Save ‘
# Network ‘ 25 Per Page [v]|| 1-11of11 | Qv
: -
# Cloud Bridge ‘ Name State Effective State ‘ 1P Address \ Port ‘ Protocol ‘ Method ‘ Persistence ‘ % Health
* DNS Exchange IMAPA VIP @ Up @Up 105172165 993  SSL_TCP ROUNDROBIN NONE 100.00% 2 UP/0 DOWN|
+ ssL Exchange POP3VIP @ Up @Up 105172165 995  SSL_TCP LEASTCONNECTION ~ NONE 100.00% 2 UP/0 DOWN
55t Omoad Exchange SMTPVIP @ Up @Up 105172166 25 TCP LEASTCONNECTION ~ NONE 100.00% 1 UP/0 DOWN
— Lync_135_VIP 5 Outofservice  @Down 105172177 135 TCP ROUNDROBIN SOURCEIP  100.00% 1 UP/0 DOWI}
pExpet |
Lync_444 VIP & Outof service  @Down 105172177 444 TCP ROUNDROBIN SOURCEIP  100.00% 1 UP/0 DOWI
% HTTP Compression i
Lync_5060_VIP @ Down ®Down 105172177 5060 TCP ROUNDROBIN SOURCEIP  0.00% 0 UP/1 DOWN
¥ Integrated Caching = i
Lync_5061_VIP @Up @Up 105172177 5061 TCP ROUNDROBIN SOURCEIP  100.00% 1 UP/0 DOWIY
+ Protection Features 5 |
Lync_443 VIP & Outof service  @Down 105172177 443 SSLBRIDGE ROUNDROBIN SOURCEIP  100.00% 1 UP/0 DOWIY
2 Edgeiaht Monitoring ¢ I Lync_80_vip 5 Outofservice  @Down 105.172.177 80 TCP ROUNDROBIN SOURCEIP  100.00% 1 UP/0 DOWIY
= Load Balancing Lync_edge135_VIP Outofservice  @Down 105172170 135 TCP ROUNDROBIN SOURCEIP  0.00% 0 UP/2 DOWN
Virtual Servers Lync edge VIP @ Dowin @ Down 105172170 443 _SSL_BRIDGE__ROUNDROBIN SQURCEIP __0.00% 0 UP/2 DOWN
Services
Service Groups
Monitors
Metric Tables
Servers
Persistency Groups
‘ ¥ AAA - Application Traffic
‘ ¥ Content Switching
N 4 mm | |
* Cache Redirection I T T T T I
Add... | Open.. | Enable ‘ e ‘ ‘ Add Range... | Sho i ‘ ‘ » ’
+ GSLB 5 | | | |
Deleted LB Virtual Server

6. Monitoring — NetScaler Dashboard

NetScaler provides Dashboard to display System Overviews, Logs, and Service Summary per Service
Group(s):

6.1 By Service Groups

Under Service group(s) Summary, all Lync services can be found:
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http://10.5172.124/menu/st

Citrix NetScaler VPX - Dash... % | | A

NetScaler VPX (1000)

' Configuration Reporting

105.172.124(ns10) | N$10.0: Build 69.4.nc, Date: Jul 14 2012, 07:21:20 | maroot

Documentation

o
s
E
3
o
H
a
2

Throughput System Log Q
Packet CPU Usage Management CPU Usage InUse Memory Tnput Output
B i Wed Sep 12 05:12:00 ‘sarver_vip_NSSVC_TCP_10.5.172.177:5061(lync_S061_VIP)' L
e o
e yputit O mbps 0 mbps
F Wed Sep 12 05:12:46 SAVECONFIG start
3 HTTP Requests/;
— _\ . eguasts/s Wed Sep 12 05:12:49 SAVECONFIG complete
: fialls Mon Sep 17 11:32:56 SAVECONFIG start =
:80% 20:70% 0 Mon Sep 17 11:33:00 SAVECONFIG complete -
A — B
GETs vs. POSTs vs. Non-GET/POSTs Requests received [¥] @ Service Groups. [=ls 8 Default Group | G Refresh | @) Help
36 Reportng Service group(s) Summary
Records per page: 25| 50 100 | 200 1-140r14 Goto Page:[1_[=
s
. o o, T SharePointServers HTTP Q@ENABLED
11:33:08 11330 11350 cAsServers HrTP GENABLED
< GETs (Rate) POSTS (Rate) CASServers-SSL SSL QENABLED
< Other methods (Rate) | Exchange IMAPA Tcp GENABLED
Exchange_POP3 Tce QENABLED
ALl IRt Saei G acite [E] &| |Exchangesmr Tcp QENABLED
. Lync_svc_5060 cp GENABLED
P porting
Lync_sve_5061 Tcp GENABLED
T e s— Lyne_sve 135 Tcp QENABLED
Lync_svec_444 TCP QENABLED
° 11:33110 11:33:08 Lync_svc_443 SSL_BRIDGE QENABLED
Lync_sve_80 Tcp GENABLED
< Estabiished client connections
Established server connections Lync_sve_edge SSL_BRIDGE QENABLED
Lync_sve_edge1135 TP GENABLED

6.2 Per Service Group Member

Under Service group Name, service backend servers are listed:

http://10.5172.124/menu/st

-2ex|

Citrix NetScaler VPX - Dash... % | | {2} v 53

x @jConvert ~ [ Select

oo A T

3?—
o

<~ Established client connections
Established server connections

NetScaler VPX (1000) 10.5.172.124(ns10) NS10.0: Build 69.4.nc, Date: Jul 14 2012, 07:21:20 s ot
] a | ¢ 9 Documentation | Downloads.
Throughput System Log Q@
Packet CPU Usage Management CPU Usage InUse Memory Input Oppuyt : N i ki
e dae " - » ko. 1 ;.{ " <« vt 1 ” - 0 Mbps o Mbps Wed Sep 12 05:12:00 'server_vip_NSSVC_TCP_10.5.172.177:5061(Lync_5061_VIP)' L

Wed Sep 12 05:12:46 SAVECONFIG start
Wed Sep 12 05:12:49 SAVECONFIG complete
Mon Sep 17 11:32:56 SAVECONFIG start

HTTP Requests/s

9:00%. D803 20.79%. 3 Mon Sep 17 11:33:00 SAVECONFIG complete
<[ D v
GETs vs. POSTs vs. Non-GET/POSTs Requests received [¥] & Service Groups. == [E) Summary | £ Default Group | @ Refresh | @) Help
10 ReporsD Service Groups Statistics [Lync_sve_edge]
s A Service group Summary
o A
SR 30 TS Lync_svc_edge SSLBRIDGE GENABLED
[(Enable | [(Disable |
<= GETs (Rate) POSTs (Rate)
<= Other methods (Rate) 4
Bound Service Group Member(s) Summary
ished Client vs. Server C [F] & . Mame  Iaddress  Port Senvicetype  State Requests (Rate) Responses (Rate) Request bytes (Rate) Response bytes 0
Reporting Lync_svc_edge?10.5.172.175?7443 10.5.172.175 443  SSLBRIDGE @DOWN o o o
40
Lync_svc_edge?10.5.172.1767443 10.5.172.176 443  SSLBRIDGE @DOWN o o o
o5 <[ it ] »
Enable | [ Disable
o
35 11:33:30 11:33:45
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6.3 Per Server
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Under Service Group Member Summary, each member server stats are listed:

Iy campary”

QQ\ hitp://10.5172.124/menu/st

- B & X[ 72 Citrix NetScaler VPX - Dash... ‘

=loE=

() o €23

% @;Convert v [ Select

NetScaler VPX (1000)

<~ Established client connections
Established server connections

10.5.172.124(ns10)

NS10.0: Build 69.4.nc, Date: Jul 14 2012, 07:21:20 nsroot

CiTRIX'

Dashboard | Configuration \ Reporting Documentation | Downloads
Throughput System Log Q
Packet CPU Usage Management CPU Usage InUse Memory IHPUt OUtpu‘
- o . Wed Sep 12 05:12:00 'server_vip_NSSVC_TCP_10.5.172.177:5061(Lync_5061_VIF
R . ™ R . OMbps OMbps
\~ 40 60 \\’0 40 60 O’}' \\ 40 €0 O;’
s 20 80 ~ - ~ R, 80" -
& & F HTTP Requests/s Wed Sep 12 05:12:46 SAVECONFIG start
o, - ! % > \0‘ =, N m‘ Wed Sep 12 05:12:49 SAVECONFIG complete
e _ Mon Sep 17 11:32:56 SAVECONFIG start =
0:50%. An0% 20.78% 1 Mon Sep 17 11:33:00 SAVECONFIG complete -
< m ] B
GETs vs. POSTs vs. Non-GET/POSTs Requests received E =] Service Groups Bﬂ [ Graphical View | §g Default Group | %’ Refresh | ig) Help

Requests in surge queue
Current server connections
Current Server Est connections
Connections in reuse pool
Maximum server connections

Average server TTFB

Report .
10 e Service Group Member Statistics [Lync_svc_edge?10.5.172.1757443]
5 Service Group Member Summary
ﬂAfﬂA‘”\i“‘\_A\r’&A’“\r"\ ‘ = =
oL 2 1721
Ry Te Tiae Lync_svc_edge?10.5.172.1752443 105.172.175 443
< GETs (Rate) POSTS (Rate)
< Other methods (Rate)
Service Group Member Stats:
lished Cli : i 8
Established Client vs. Server Connections = S— HO
40 Rigorsd Responses 0
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Request bytes 0
20
Response bytes 0
Current client connections
11:34 11:36 11:38

0
0
0
0
0
0
0
0
0
0
0
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7. Palo Alto Networks Next-Generation Firewall Deployment

The Palo Alto Networks next-generation firewall safely enables enterprise applications in the data center
and delivers meaningful segmentation by application, user and content. It identifies all traffic sent to the
Microsoft Lync servers, based on actual application, not just port or protocol. Access to the Microsoft Lync
servers can be further restricted to only the authorized users or groups. All content is scanned for
malicious content - viruses, malware, and spyware — and dropped before they can reach the data center
servers.
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7.1 Data Center Segmentation

In a Lync data center implementation, there will be several different roles performed by the servers. In
smaller implementations, some of these roles can be combined in a single server. For large Lync
installations, the different server roles will be deployed on dedicated physical or virtual servers.

In order to properly segment and secure a large Lync implementation, the different server roles will be
isolated in dedicated security zones that can only be accessed by authorized users with authorized
applications.

In this reference design, there will be segments for the Lync Front End Servers, Edge Servers, SQL
Servers, and Active Directory Servers. Users and administrators accessing the Lync servers will come
from the External zone, and there will be an infrastructure segment in which the Active Directory Domain
Controllers reside. It is also important to note that Lync has a dependency on MS Exchange
communications. To simplify this design and focus on the Lync components, all MS Exchange services
will reside in the Active Directory zone.

Zone 1l-
~
> Edge DMZ
X (i
\Q\‘ EE Zone 2 —
N Front-End
NS Zone 3 —
S
iﬁ’ sa Back-End
X
S Directory Zone 4 -
°§ E, (AD) Infrastructure

To build these segments in the Palo Alto Networks firewall, the following zones will be created:
DMZ - Lync Edge Servers
Front-End — Lync Front End Servers
Back-End — SQL Server
Infrastructure — Domain controller
External — Users and administrators

For example, to create the Front-End zone, go to the Network tab, under the Zone section and click Add.
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Dashboard Monitor Policies Davice

Objects

== [nterfaces

fi4) Zones

2 viANs 1 e | iz User Identification ACL User ID Include List | User ID Exclude List
a1, A
o Virtual Wires
5 A Tvpe |Layer2 1 Include List &
4 Virtual Routers 4
E:PS"CT”MS b 1 Interfaces & Select an address or address group or type in your own
< DHCP 3 ethernet1/5.701 address. Ex: 192.168.1.20 or 192.168.1.0/24
5 DNS Proxy
=@ GlobalProtect 3
@) Portals !
@, Gateways L
% Qos 4
: ) Add Delete
== Network Profiles g S
¥ IKE Gateways b Users from these addresses/subnets will be identified
& 1PSec Crypto & T Exclude List a
& IKE Crypto | (HAdd (—)pelete
B Mot Select an address or address group or type in your own
e Y Zone Protection Profile | Hone w || | address. B 192.168.1.20 or 192.168.1.0/24
&P Interface Mgmt I
) Zone Protection | Log Setting  None -
4. QoS Profile
% Q 4 Enable User Identification
s
E
i [#Hadd ()pelete
Users from these addresses/subnets will not be identified

e =R

Enter the name of the zone, the type — Layer2 or Layer3, and click the check box for Enable User
Identification.

Repeat this for each of the required zones.

7.2 Security Policy

Palo Alto Networks security policy is zone based. Each segment in a data center deployment will be in a
separate zone. Once the traffic flow is understood, the security policy can be written based on actual
application, not just ports and port ranges. Allowing the following protocols between the specified zones
will enable Exchange, while restricting non-Lync traffic.

Every Lync implementation is different, and depending on the features and services enabled, the specific
applications between zones, as well as the required zones, may vary. This will serve as a starting
reference for a working Lync security policy.

Source Zone Destination Zone

Application
kerberos
ms-lync
rpc
Front-End sip

soap
ssl

External

stun
web-browsing
kerberos
ms-lync

DMZ rpc

sip

soap

External
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ssl
stun

External

Infrastructure (AD/Exchange)

active-directory
dns

kerberos

Idap
ms-ds-smb
ms-exchange
ms-netlogon
msrpc
netbios-dg
netbios-ss
pop3

rpc
rpc-over-http
smtp

ssl
web-browsing

External

Back-End (Database)

mssql-db

Infrastructure (AD/Exchange)

External

active-directory
ms-ds-smb
msrpc
netbios-dg
netbios-ss

Infrastructure (AD/Exchange)

DMz

active-directory
ms-ds-smb
msrpc
netbios-dg
netbios-ss

Infrastructure (AD/Exchange)

Front-End

active-directory
ms-ds-smb
msrpc
netbios-dg
netbios-ss

DMz

Infrastructure (AD/Exchange)

dns
ms-ds-smb
msrpc
netbios-dg
netbios-ss

Front-End

Infrastructure (AD/Exchange)

dns
ms-ds-smb
msrpc
netbios-dg
netbios-ss

Front-End

DMz

ssl
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To create the security policy, each of these source and destination zone pairs will represent one line in |
the security policy. For example, to create the “External to Front-End” security policy line on the Palo Alto
Networks firewall, go to the Policies tab (on top), and the Security section (on left), and click Add (on
bottom). Enter the name of the security policy line.

Security Policy Rule

Name /Description

Name
Lync-External-FE

Description

(Padd (=)Delete

Click on the Source tab and click Add. Select the Application zone.
Security Policy Rule

LI Any

Source Zone &

Lync-External
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Click on the Destination tab and click Add. Select the Database zone. |

Security Policy Rule

Any
—| Destination Zone a Destination Address a
Front-End

(F)add [=)Delete

Click on the Application tab and click Add. Eight applications will be added to this rule: kerberos, ms-lync,
rpc, sip, soap, ssl, stun, web-browsing. Begin typing the first application name and select it when it
appears in the list.

Security Policy Rule

(Gomeral [ Source [ User [ Destination [
oy

Applications a

kerberos

Application

Mew [F Application Filter Application Group

[+ Add [—)Delete
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Repeat for the remaining applications in this rule. |

Security Policy Rule

[Gomeral [ Source [ User | Destination [
oy

Applications a

kerberos

EEEEEaEEa i

Click OK. The rule will be added to the security policy. Repeat this process for each of the source and
destination zone pairs listed above.

paloé‘!."z“g Dashboard ACC Monitor Policies Objects. Network Device ) & B sae
| B
Source Destination
Name Tag Zone Address | User HIP Prefile | Zone Address  Application Service Action Profile | Options ‘
Lync-External-FE none i Lync-Exte... any any any R Front-End | any kerberos any & rone @
ms-lync

rpc
sip
seap
ssl
stun

more...

7.3 User Identification

The Palo Alto Networks firewall also allows security policy to be further refined by end user, not just
source IP. Certain servers, or certain applications, in the data center may only need to be accessed by
specific people or groups. The firewall will retrieve user and group information from the local user
directory service, and allow that information to be used in security policies.

For example, say that the Lync servers need to be accessible by the System Administrators with Remote
Desktop for management purposes. The rest of the enterprise does not need this access.

The security policy rule allowing the applications, in this case, ms-rdp and t.120, would only be accessible
by the administrators group. Lync would be accessible by the entire company using the client applications.
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paloalto : : :
o it Dashboard ACC Monitor iiﬁ Objects Network Device

-

Name (Tag  Zone | Address | User | HIP Profle Zone Address Application Senvce | Action  Profile Options

VRemote Access >none “m L2-External ‘any 7I 9 enterprise\administrators J;‘Y Vﬁﬂ 12-Web ;ny . ms-rdp “any il (V] Anor\e i
120

DMZ-Ex none | faR 12-DMZ any any any i) L2-External  any web-browsing  any (/] none

Ping none | any any any any any any ping any (V] none

Web-App none | [ 12-Web any any any i 12-App any ms-ds-smb any (V] none
msrpc
netbios-dg
netbios-ss

7.4 Threat Prevention

In addition to validating the application used to access a security zone and the user initiating the request,
the next-generation firewall can scan the network traffic for threats. These include viruses, malware,
spyware, or files with confidential data. By creating a security profile that scans traffic into the data center,
the firewall can prevent a user from unknowingly infecting data center servers with malware, or getting
infected from a compromised server.

Each rule in the security policy can have its own security profile applied, allowing for the greatest flexibility
in setting policy. For example, you may have a strict security profile blocking viruses, malware, and
spyware on traffic that originates outside the data center and accesses the front-end servers, but not
have any profile on traffic between the application and database servers.

To begin creating the security profile, locate the Profile column in the security policy page. If nothing has
been configured there yet, it will indicate “none”.
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* | Dashboard Monitor  [CIIUATTS Network Device & Commit & B save

Name. a9 Z | Address User | HIP Profile Zone | Address | Applicat |Sevice  Acion  Profil
Lync-External-FE rare @ Lync-External any any any % Front-End  any kerberos ary (V] | nane I

ms-lync

& e

& sip

soap

ssl

[ stun

more...

Lync-External-Edge  nore | @iy Lync-External  any any  any 3 DMz any kerberos ariy < none B

ms-lync
pe

1 sip
s0ap
ssl
stun
more...

Click the “none” and a dialog window will open. Choose “Profiles” from this window to configure the
security profile.

#R paloalic

Netwaork

| Dashboard ACC Monitor Device 2 Commit & & Save

Objects

(=]/[x]

Address User  HIP Profile Zana Address Service Action Profile Options

w-Extema! 1Y sy 214 e Font-End 214 oy v none ';’
]
Profiles
cExtemal B iy . one o
\eExtamal v $ =

Profile Type | None

In the security profile window, select the specific profile settings for each of the different areas, Antivirus,
Vulnerability Protection, etc. Some of these will have pre-configured profiles, such as “default” or “strict”.
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These pre-configured options can be chosen, or a customized profile can be created. Please see Palo
Alto Networks Administration Guide for details on creating custom profiles.

#R palo;

Name

‘Uashbaard[ ACC ‘ Monitor |

122

Policles

Address User  HIP Profile | Zone

) ol

Profiles

Profile Type Profiles
Antivirus  default
Vulnerability Protection  strict

Objects

Address

5
Netwark ‘ Device | = L

Application Service Action

»/

v

|4 4|«

Anti-Spyware | strict

4

URL Filtering None
File Blocking None
Data Filtering None

| 4

Profile

=) (%)

Options

Click OK, and the new security profile should now be part of the security policy rule. This will be
displayed with icons for the specific areas that profiles were chosen for.
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& commit & [ Save

Device

Dashboard

Monitor Policles Objects Network

4| 21069
| | | \ |

Name Tag Zane Address User | HIP Profile Zone Address | Application Service Action Profile Options
Lyric-External-FE nonE (73 Lync-Extemal any any any (5% Fronk-End. any kerheros any v B
malync
me
sip
soap
ssl

stun
mare...

Lync-External-Edge nene | g Lync-Extarnal any any any (% DMZ any [ kerberos any V) none B

[E ms-lync

[ stun
More...

Repeat this process for all of the rules to which a security profile should be applied.
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