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SOLUTION OVERVIEW

Palo Alto Networks and NetWitness have partnered to provide 
unified security event analysis and resolution. The combined 
solution validates application execution, speeds incident 
investigation and eliminates wasted time navigating disparate 
systems.  Palo Alto Networks’ next generation firewalls provide 
policy-based visibility and control over applications, users 
and threats. Leveraging this firewall technology improves 
your security posture and provides excellent visibility into your 
infrastructure. Combining Palo Alto Networks’ next generation 
firewall with the industry leading network security monitoring 
capabilities of NetWitness NextGen provides you with detailed 
insight into everything occurring on your network and enables 
real-time analytics for reliable application verification, advanced 
threat detection, and incident resolution. Any security event 
viewed within Palo Alto Networks Panorama management 
platform or graphical user interface will link directly to the 
precise contextual detail behind the event in question, which 
was recorded by the NetWitness NextGen platform. 

The Palo Alto Networks Technology 
Partner Program includes a select 
group of partners that deliver solutions 
or products that interoperate with the 
next-generation firewall.
 

HIGHLIGHTS 

■	 Complete support for access and rule compliance at 
the user and application level

■	 Configuration and reporting of threat signatures for 
integrated threat management

■	 Full on-demand policy compliance audits (PCI-DSS, 
NIST, etc.) for next-generation firewalls

■	 Automated firewall analysis and audits to optimize 
firewall rule-sets and maintain compliance

■	 Network modeling and access path analysis to 
troubleshoot application and user connectivity issues
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PALO ALTO NETWORKS

Palo Alto Networks™ (NYSE: PANW) is the network security 
company. Its innovative platform allows enterprises, service 
providers, and government entities to secure their networks 
and safely enable the increasingly complex and rapidly growing 
number of applications running on their networks. The core of 
Palo Alto Networks’ platform is its Next-Generation Firewall, 
which delivers application, user, and content visibility and 
control integrated within the firewall through its proprietary 
hardware and software architecture. Palo Alto Networks’ 
products and services can address a broad range of network 
security requirements, from the data center to the network 
perimeter, as well as the distributed enterprise, which includes 
branch offices and a growing number of mobile devices. Palo 
Alto Networks’ products are used by more than 9,000 customers 
in over 100 countries. 

www.paloaltonetworks.com

NETWITNESS

NetWitness® Corporation provides the world’s most complete 
real-time network monitoring platform. NetWitness helps 
government and commercial organizations detect, prioritize 
and remediate complex IT risks that are invisible to other 
technologies. NetWitness solutions are deployed in customer 
environments to solve a wide variety of information security 
problems including: advanced threat management; sensitive data 
discovery and sophisticated data leakage detection; zero-day 
malware activity discovery; insider threat management; and 
the continuous monitoring of security policies and controls. 
NetWitness customers include government agencies around 
the world in Defense, Homeland Security and Intelligence 
as well as private sector organizations in banking, energy, 
telecommunications, retail, healthcare, education, technology, 
and many other sectors within Global 1000 organizations.  

www.netwitness.com

For more information, contact techpartners@paloaltonetworks.com




