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The MobileIron MDM software can be used to provision secure Palo Alto Networks 
GlobalProtect connectivity for iOS devices, offering maximum flexibility for delivering  
virtual private network (VPN) configuration profiles including device certificate 
authentication. MobileIron software simplifies not only initial deployment of a 
GlobalProtect configuration but also ongoing compliance of employee owned iOS  
devices by enabling Bring Your Own Device (BYOD) initiatives without compromising  
security. Security and IT administrators can confidently provision employee owned  
iOS devices to access corporate network via safe enablement of enterprise applications 
- while mitigating the security risks associated with accessing corporate data from 
personally owned iOS devices. The quarantine feature of MobileIron’s MDM solution 
allows automatic removal of the VPN profile from an iOS device to disable access 
from an untrusted device to the corporate network.
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SOLUTION OVERVIEW

Intelligent tablets and smartphones are now the primary personal 
communications and computing platform for Mobile IT business 
operations and apps. As a result, IT needs to consider how to 
provide secure network access to both enterprise and end user 
owned mobile devices. Moreover, an exponential increase in the 
number and usage of mobile apps is creating new threat vectors 
that must be addressed by IT to safeguard mobile devices and 
prevent data loss.

Palo Alto Networks™ is partnering with MobileIron® to provide help our joint 
customers ensure that all authorized mobile devices are manageable, secure and 
connected to the corporate network infrastructure through the IT provisioned 
GlobalProtect™ Gateway. The combination of Palo Alto Networks next-generation 
firewalls and the MobileIron Virtual Smartphone Platform (VSP) software allows  
joint customers to extend visibility and control of apps to a wide range of 
smartphones and tablets.

 

The Palo Alto Networks Technology 
Partner Program includes a select  
group of partners that deliver solutions  
or products that interoperate with the 
next-generation firewall.
 
HIGHLIGHTS 

n	 Rapid provisioning and configuration of Palo Alto 
Networks GlobalProtect connectivity for iOS devices. 

n	 Extension of application visibility and control to a wide 
range of mobile platforms. 

n	 Compliance of mobile devices and applications to 
corporate security policy and best practices.

n	 Quarantine option to disable VPN for non-conforming 
iOS 5 devices.
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PALO ALTO NETWORKS
Palo Alto Networks is the network security company. Its next-
generation firewalls enable unprecedented visibility and granular 
policy control of applications and content – by user, not just IP 
address – at up to 20Gbps with no performance degradation. Based 
on patent-pending App-ID™ technology, Palo Alto Networks 
firewalls accurately identify and control applications – regardless  
of port, protocol, evasive tactic or SSL encryption – and scan 
content to stop threats and prevent data leakage. Enterprises can  
for the first time embrace Web 2.0 and maintain complete visibility 
and control, while significantly reducing total cost of ownership 
through device consolidation. Most recently, Palo Alto Networks 
has enabled enterprises to extend this same network security to  
remote users with the release of GlobalProtect and to combat 
targeted malware with its WildFire™ service. 

www.paloaltonetworks.com

MOBILEIRON
Positioned in the Leaders Quadrant of Gartner, Inc.’s Magic Quadrant  
for Mobile Device Management Software 2011, MobileIron is 
solving the problems CIOs face as business data and applications 
move to smartphones and tablets. MobileIron Virtual Smartphone 
Platform and the SaaS-based MobileIron Connected Cloud are 
the first solutions to give IT and users real-time intelligence and 
control over mobile content, activity, and apps in order to secure 
the enterprise, reduce wireless cost, and improve the mobile user 
experience. 

 www.mobileiron.com

For more information, contact techpartners@paloaltonetworks.com


