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Palo Alto Networks and

FireMon

Technology Segment: Network Security Configuration and Risk Management

HIGHLIGHTS

= Complete support for access and rule compliance at
the user and application level

= Configuration and reporting of threat signatures for
integrated threat management

= Full on-demand policy compliance audits (PCI-DSS,
NIST, etc.) for next-generation firewalls

= Automated firewall analysis and audits to optimize
firewall rule-sets and maintain compliance

= Network modeling and access path analysis to
troubleshoot application and user connectivity issues

SOLUTION OVERVIEW

Palo Alto Networks and FireMon have partnered to jointly
deliver a total lifecycle security solution for enterprise and
service provider customers. FireMon provides software that
facilitates change management and control of Palo Alto
Networks firewalls, increasing management visibility and
reducing the total cost of making changes. Streamline your
application and user policy base with detailed reports that
identify unused rules and describe traffic flow details by rule.
The combined solution will accelerate you're auditing process
and reduce troubleshooting efforts with a radically refined
policy for your next generation firewall infrastructure. Palo
Alto Networks combined with FireMon will greatly improve
your compliance posture with enhanced application visibility
and control.
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You have 16,618 access control rules on your firewalls.
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1360 (8.2%) are currently unused. 25 most complex firewalls
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Figure 1 - FireMon’s Complexity Report helps identify the firewalls in the enterprise that are candidates for review.
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PALO ALTO NETWORKS

Palo Alto Networks™ (NYSE: PANW) is the network security
company. Its innovative platform allows enterprises, service
providers, and government entities to secure their networks
and safely enable the increasingly complex and rapidly growing
number of applications running on their networks. The core of
Palo Alto Networks’ platform is its Next-Generation Firewall,
which delivers application, user, and content visibility and
control integrated within the firewall through its proprietary
hardware and software architecture. Palo Alto Networks’
products and services can address a broad range of network
security requirements, from the data center to the network
perimeter, as well as the distributed enterprise, which includes
branch offices and a growing number of mobile devices. Palo
Alto Networks’ products are used by more than 9,000 customers
in over 100 countries.

www.paloaltonetworks.com

FIREMON

FireMon is a customer-focused company that brings innovative
solutions to security management. The leading provider of
firewall policy, risk, and compliance management solutions,
FireMon’s flagship product simplifies and automates the
analysis of configuration and change management processes to
enhance security, optimize performance, and speed compliance
reporting. FireMon analyzes change and performs audits in real
time; simplifies policy management; and enforces configuration
governance across firewalls, switches, routers, and other network
devices. FireMon is the only solution on the market that can be
customized to meet the unique audit and compliance reporting
requirements for networks of all sizes while enabling IT
organizations to do more with less effort.

www.firemon.com

For more information, contact techpartners@paloaltonetworks.com

3300 Olcott Street
Santa Clara, CA 95054

NETWORKS Main: +1.408.573.4000
Sales: +1.866.320.4788
Support:  +1.866.898.9087
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