PALO ALTO NETWORKS: Technology Partner Solution Brief

Palo Alto Networks and AlgoSec Partnership

Technology Segment: Network Security Configuration Management

HIGHLIGHTS

= Streamlined firewall operations with complete
visibility of all rules and changes.

= Improved security posture through elimination of
inconsistent and redundant rules.

= Simplified compliance using out-of-the-box reports.
= Automated, proactive change management.

= [ncreased firewall performance through policy
optimization and cleanup.
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SOLUTION OVERVIEW
As organizations deploy multiple security solutions to safequard
corporate networks from a wide-ranging threats, they are realizing
that the traditional manual process of performing risk analysis,
change management, auditing and compliance are labor-intensive
and error-prone. To increase operational efficiency and reduce
risk, Palo Alto Networks™ and AlgoSec have partnered to reduce
network security policy complexity by intelligently automating
firewall policy management, from optimization to risk analysis
to change management.

AlgoSec Security Management Suite integrates with Palo Alto Networks firewalls
to improve IT productivity by simplifying the management of application and user

aware security policies. AlgoSec automates the complete lifecycle of application
and user aware security policies to improve productivity and ensure compliance
with regulatory guidelines and Service Level Agreements. With topology awareness
and built-in risk and compliance intelligence, the AlgoSec Security Management

Suite reveals missing or redundant policies, identifies compliance vulnerabilities,

reduces the time required to process changes, mitigates security risks, and assures
proper configuration of Palo Alto Networks firewalls.
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PALO ALTO NETWORKS

Palo Alto Networks is the network security company. Its next-
generation firewalls enable unprecedented visibility and granular
policy control of applications and content — by user, not just IP
address — at up to 20Gbps with no performance degradation.
Based on patent-pending App-ID™ technology, Palo Alto Networks
firewalls accurately identify and control applications — regardless
of port, protocol, evasive tactic or SSL encryption — and scan
content to stop threats and prevent data leakage. Enterprises
can for the first time embrace Web 2.0 and maintain complete
visibility and control, while significantly reducing total cost of
ownership through device consolidation. Most recently, Palo Alto
Networks has enabled enterprises to extend this same network
security to remote users with the release of GlobalProtect™ and
to combat targeted malware with its WildFire™ service.

www.paloaltonetworks.com

ALGOSEC

AlgoSec is the market leader in network security policy management.
AlgoSec enables security and operations teams to intelligently automate
the policy management of firewalls, routers, VPNs, proxies and
related security devices, improving operational efficiency, ensuring
compliance and reducing risk. More than 800 of the world’s leading
enterprises, MSSPs, auditors and consultancies rely on AlgoSec
Security Management Suite for unmatched automation of firewall
operations, auditing and compliance, risk analysis and the security
change workflow. AlgoSec is committed to the success of every single
customer, and offers the industry’s only money-back guarantee.

www.AlgoSec.com

For more information, contact techpartners@paloaltonetworks.com

3300 Olcott Street
Santa Clara, CA 95054

NETWORKS Main: +1.408.573.4000
Sales: +1.866.320.4788
Support:  +1.866.898.9087
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