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OVERVIEW 
Keep your investment in the next-generation firewall operating at peak condition. The Palo Alto 
Networks™ Health Check and Configuration Audit Service provide a proactive examination 
of the solution and its operating conditions. A health check provides insight on the state of the 
environment, and uncovers indications of possible issues. The configuration audit compares the 
firewall settings with best practice approaches. Together, these services help customers stay on 
top of their deployment in order to maintain problem-free operation.

ARCHITECTURE REVIEW 
Palo Alto Networks consultants will work with you to review the architecture and topological 
design of your next-generation firewalls.  

The consultant will validate the appropriate platform for current and projected performance 
requirements and will help determine a future migration plan for when requirements change.

Management options will be discussed, including central management via Panorama or third 
party management platforms, as well as logging and SIEM solutions.

HEALTH CHECK 
Palo Alto Network consultants will analyze the existing production next-generation firewalls and 
examine performance metrics.  The consultant will review traffic, threat WildFire, and system 
logs, and make recommendations on changes if applicable. The consultant will also review 
firewall system parameters, such as sessions, resources, and drops and verify that the firewall is 
performing optimally. 

CONFIGURATION AUDIT 
Palo Alto Networks consultants will review the existing or proposed next-generation firewall 
configuration.  The consultant will compare the configuration with current best practices and 
provide feedback if there are optimizations available to increase performance.

The consultant will also validate the configuration of the next-generation firewall feature sets 
and suggest ways to make the best use of various features, such as:

n	 App-ID™ 
n	 User-ID™ 
n	 Content-ID™ 
n	 WildFire™ 
n	 Global Protect™

With the Health Check and Configuration Audit service, organizations can get peace of mind  
to ensure that their firewall provides the security and performance required.


